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If this document gets distributed (which is fine by me, so long as it is distributed for free) it should be done on the basis of trying to help as opposed to presenting as if this is the ultimate authority.  
And in this litigious world, allow me now to clearly state that:
In its basic form, all that I have outlined worked for me but it may contain many errors, typographical, omissions and even misguidance that may require a lot of extra corrections.  
While I have taken due care, however, it may not necessarily be suitable for your individual configuration.  
I do not assume, neither will I accept any responsibility for any losses incurred due to actions or inaction conducted as a result of methods or advice found in this document.
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A big thank you to Ian and John for their patience with a newbie like me and their invaluable help in tutoring, trouble-shooting and generally showing me the way.
Thank you to the entire open source community, including the developers of
PBXiaf
Asterisk
FreePBX
The LAMP stack
APF
BFD
Webmin
ADAT
SugarCRM
This is a fun way to learn and to create something truly valuable.  The spirit of innovation for the sake of innovation, and collaboration for all the right reasons, tells me the spirit of curiosity and adventure is still alive and well.
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The Asterisk-based, PBXiaf (www.pbxinaflash.com) system is a packaged, stand-alone, open-source, free, IP-PBX.  It is packaged to ensure compatibility and interoperability between the OS, Soft-PBX, miscellaneous required components and GUI Shell.  I have installed other Asterisk-based packages and find PBX-in-a-flash to be the most robust, dependable system available, with people who truly believe in and support their product.  
See the diagram below in the “System Architecture” section for a graphic representation of the components.  The basic components to the system I put in place are (Note: 100GB drives are likely more than enough and RAID1 is NOT required - some would say not even helpful - but in the paranoid world in which I live, I wanted to do it):
Server Hardware (2.8GHz i5 64-bit Processor, 4GB RAM, 2x650 HD in Raid1, CD-ROM)
PBXiaf 1.7.5.6.1 64-bit (21 April 2010) Package which installs
Linux Operating System (Centos v5.5 installed)
Asterisk Soft PBX (v1.8 installed)
FreePBX GUI shell (v2.8 installed) for Asterisk 
Webmin (v1.5.3) to allow easier administration of the Linux OS without investing extraordinary time into learning a new OS
(and many other components like Apache, MySQL, PHP… used in the system operation)
In addition to the base system, additional components are added to improve security, reliability or usability:
APF (www.rfxn.com) (v9.7) (Advanced Policy Firewall) to provide easy-to-configure advanced Firewall Protection to the system
BFD (www.rfxn.com) (v1.4) (Brute Force Detection) to detect and block repeated hacker sign-on attempts
(Optional) Dynamic DNS service (no-ip v2.1.9 (www.no-ip.com) ) to allow remote users to know the destination IP of the WAN – needed when a Dynamic IP is used to feed the Server, which is the case with most residential internet access services, and needed when you want to want to access the Server with a Remote Client (SoftPhone, …) outside the Router space.
(Optional) ADAT (R2 v0.7.8.2) (www.tttelecom.nl with support at forum.tttelecom.nl ) to enable integration between the Asterisk server and my PC enabling screen pop-up on incoming calls (integrated with a CRM sytem) and click-to-dial from phone numbers on a web page.
(Optional, beyond PBX) SugarCRM CE (CE = Community Edition = free) (v 6.1) (www.sugarforge.org) to do Sales Force Automation, keeping track of Accounts, Contacts and Opportunities and providing summary reports of status.   The free Community Edition also handles outbound mail campaigns while the upgraded (paid-for) Pro and Enterprise versions do a lot more.  There are numerous add-ons available, some for free, some for a fee.
(Optional) RIVA (www.omni-ts.com) to enable SugarCRM and Outlook Exchange to synchronize content which lets me work in Outlook for Contacts, Calendar and Tasks while RIVA keeps the CRM updated.  It also ensures that entries made in the CRM are reflected in my Outlook.  This lets me stay current on my Work PC Outlook, my Home PC Outlook, my Laptop Outlook and my Blackberry.
And finally the tools used on the Windows machine to remotely configure and manage the system are:
Putty (v0.60 from Chiark (www.chiark.greenend.org.uk) ) to provide SSH connection directly to the Linux OS – at whatever (root, user) level is used to sign-on
Web Browser (Mozilla Firefox v3.6.10 (www.mozilla.com) ) to access the WebMin and FreePBX interfaces 
After the initial installation and configuration, the Server can run without User I/O devices like Keyboard, Mouse and Monitor, since all aspects of System configuration and management can be accomplished with the remote access tools described above
The handsets used with the system can be either Soft Phones (3CXPhone (www.3cx.com), CounterPath X-Lite or eyebeam (www.counterpath.com) ), or IP Phones (Aastra 6753i 6757i  (www.aastra.com) ) (hooked up directly over an Ethernet LAN or through the Internet cloud) or Analog Phones hooked up via an ATA (Analog Terminal Adapter ) (Cisco SPA2102 (www.cisco.com) )
The system is connected to a Telecom Service Provider for VOIP lines (Unlimitel (www.unlimitel.ca) ) via an Internet Service Provider (Teksavy (www.teksavvy.com) ) 
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Backups
My configuration uses a RAID 1 setup so the Hard Drive (the most failure-prone element) and its contents are safeguarded against failure of one drive causing an immediate outage.  This does not solve the issue, but it does give you time to recover/fix the issue instead of scrambling with users screaming at you .
FeePBX’s configuration files can be backed up to a file on the local server (and if specified to a remote ftp server) from within FreePBX’s built-in back-up utility.
Additional files and folders used by FreePBX are supposed to be Backed up (which they are) and Restored (which they are not) from the FreePBX Backup & Restore utility so I used Webmin’s Backup and Restore function for them.
Webmin provides a facility to automate backups of selected directories.  You could do all the backups directly from Webmin, so long as you know the correct directories and files to backup.  
The setup shown here creates an initial full backup (which will remain fixed) and then a weekly partial backup of the Call Detail Records (which will increment over time) to provide the ability to recover from outages.  In the event of a crash or failure, you would be required to duplicate the original install shown here (probably 2-3 hours the second time around) but the configuration options would be restorable and the call records would be maintained once restored.  
Sugar CRM Backup backs up the User Interface associated with SugarCRM, but again, the MySQL database had to be separately backed up via Webmin.  Webmin’s backup gave me more flexibility in naming and scheduling than did SugarCRM’s built-in backup so I did all SugarCRM’s backup from within Webmin.
In addition, I created a cold standby server, with the initial configuration matched, to allow a quick swap-out and return to operation in the event of a system crash.
Adding / Deleting / Changing Users
To Add/Delete/Change a user, follow the relevant instructions in this guide.  
For example, to add a new PBX user, you will need to:
Add an Extension (Preceded by creating Time Schedules if you want them)
Connect a Handset to the Extension
Create an Inbound Route for the Extension, Add the extension to Ring Groups, …
To add a new CRM user, you will need to:
Add a user to CRM so they can sign in to the system
Enable the user to see through the firewall 
(Optional, if Authentication added later as a requirement) Enable the user to Authenticate
(Optional) Add the user to Exchange and to the Riva synchronization service
[bookmark: _Toc251004281][bookmark: _Toc251004554][bookmark: _Toc293904612]Installation and Set-Up Instructions
[bookmark: _Toc293904613]Personalized Settings 
See Appendix 1 for a place where UserIDs, Passwords, IP_Addresses and other information used in your system can be kept
[bookmark: _Toc251004282][bookmark: _Toc251004555][bookmark: _Toc293904614]Configuring the Router if Server is NATed behind the router (Cisco BEFSR81)
To Connect the Router to the DSL/ISP Provider
Internet Connection Type: PPPOE
User ID:
Password:
To enable SIP and give VOIP Traffic Highest Priority
Launch the Web interface to the Router and sign in as Admin
Go to Applications_and_Gaming>QOS
Enable QOS
If PBX is connected to a unique port (n): in Ethernet Port Priority set Port n to High Priority
If PBX is on same port as other devices: in Device Priority, enter 
Device Name: PBX
Priority: High
Mac Address of eth0 port of Server (get from Webmin>Networking>NetworkConfiguration>NetworkInterfaces>eth0:HardwareAddress
(Optional, will only incrementally help incoming Priority once above is done: In Application Priority set Application VOIP to High Priority for Port 5060, 5061)
Port Forward 5060 to <localhost_IP_Address> for UDP – SIP Handshaking
To enable Dynamic DNS updates via no-ip software solution (optional, not needed with Static IP)
Port Forward 8245 to <localhost_IP_Address> for Both TCP and UDP
To enable Dynamic DNS updates via DynDNS built into the router (optional alternative to no-ip):
Note, this is as an alternative to the software-based no-ip Dynamic DNS solution.  Some pundits claim the built-in router update functionality is not very reliable so I have set this system up using no-ip, but have included this option in case you would prefer it.  The advantage of this option (when it works as advertised) is that there is no lag between changing IP and new DynDNS changes, since the DynDNS changes are driven by the router IP being changed by the ISP, NOT by a timed, scheduled update.
Setup>DDNS
DDNS Service: DynDNS (make sure have activated account before do this)
User Name: 
Password:
Host Name:
Click SaveSettings
To enable remote (ie outside the LAN/Firewall) phone access to the PBX (using Softphone, …)
Port Forward 10002 to 20000 to <localhost_IP_Address> for UDP.  Make sure to NOT include 10000 since some versions of Webmin use that (yes some say Webmin does NOT use UDP ports, but others are definitive that it does, so why take a chance on port contention?)
To enable Remote Desktop into a LAN-based Windows PC
Port Forward <RDP Port> to the Windows PC on the LAN you want to use for Remote Desktop
Make sure to enable Remote Desktop on that Windows PC (In Windows XP, right-click on MyComputer, Click the Remote tab and make sure the “Allow Users to connect remotely to this computer” is checked)
[bookmark: _Toc251004288][bookmark: _Toc251004561][bookmark: _Toc293904615][bookmark: _Toc251004283][bookmark: _Toc251004556]Installing Remote Access Windows Clients/Tools
Putty
Web site http://www.chiark.greenend.org.uk/ 
From your PC browser, go to http://www.chiark.greenend.org.uk/~sgtatham/putty/download.html and download the file to your PC
Double Click on the file and Run (yes, it is that simple)(you may want to change some of the colour configurations, but you can use it as is)
Enter the <Localhost_IP_Address> and click Open
Firefox
From http://www.mozilla.org/ get Mozilla Firefox onto your PC
Go to <Localhost_IP_Address>:9001. to launch Webmin (Webmin default is Port 10000 but PBXiaf changes that to 9001)
Go to <Localhost_IP_Address> to launch FreePBX
Remote Desktop
The system installed per these instructions is locked down and is inaccessible from outside the firewall.  This is by intent for security.  To access the system when outside the firewall, enable Remote Desktop access to a Windows PC inside the firewall and go from that PC (remotely) to this system using one or more of the remote access tools described above.
For a (slightly) increased level of security on the home PC, change the default Port Number used by RDP so that casual hackers will not see the PC using RDP. In reality, a serious hacker will use Port Scanning tools and find the Port used for RDP traffic, but it does provide some level of additional security, and, it can also allow multiple computers NATed behind a firewall to be available to RDP.
The following describes how to change the port that Remote Desktop listens on.
Note The Remote Desktop Connection Client for the Mac supports only port 3389. 3389 is the default port. 
You can use the Remote Desktop feature in Microsoft Windows XP Professional to connect to your computer from another remote computer. 
Warning The Remote Assistance feature in Microsoft Windows XP may not work correctly if you change the listening port. 
For additional information, click the following article number to view the article in the Microsoft Knowledge Base: (http://support.microsoft.com/kb/307711/ )
To change the port that Remote Desktop listens on, follow these steps.
Important This section, method, or task contains steps that tell you how to modify the registry. However, serious problems might occur if you modify the registry incorrectly. Therefore, make sure that you follow these steps carefully. For added protection, back up the registry before you modify it. Then, you can restore the registry if a problem occurs. For more information about how to back up and restore the registry, click the following article number to view the article in the Microsoft Knowledge Base: (http://support.microsoft.com/kb/322756/ ) (How to back up and restore the registry in Windows)
Start Registry Editor: Run -> regedit
Locate and then click the following registry subkey:
HKEY_LOCAL_MACHINE\System\CurrentControlSet\Control\TerminalServer\WinStations\RDP-Tcp\PortNumber
On the Edit menu, click Modify, and then click Decimal.
Type the new port number, and then click OK. 
Quit Registry Editor.
Note When you try to connect to this computer by using the Remote Desktop connection, you must type the new port. 
To change the port number that the Remote Desktop client connects to, follow these steps: 
Click Start, click All Programs, point to Accessories, point to Communications, and then click Remote Desktop Connection.
In the Computer box, type the computer name or the IP address of the computer that you want to connect to, followed by a colon (:) and the port number that you want to use. 
For example, to connect to port 3390 on a computer that is named "MyXPPro," type the following information:
MyXPPro:3390
To connect to port 3391 on a computer with IP address 10.10.10.1, type the following information: 
10.10.10.1:3391
Click Connect.
[bookmark: _Toc293904616]Installing PBXiaf Server
Note that this install uses the 64-bit version and there is, as of the date of this document, a serious, known bug that corrupts the system if the “amportal restart <enter>” command is entered.  DO NOT enter amportal restart.  If, by chance your (now bansihed) co-worker did enter amportal restart, you can rebuild with update-fixes, which will rebuild the system, but you do not need that hassle so just avoid the issue by not entering amportal restart.
Go to https://sourceforge.net/projects/pbxinaflash/files to download the PBXiaf ISO to a Windows PC (PBXiaf-1.7.5.6.1  - 64 bit, with Asterisk 1.8 and DAHDI used for this install)
On the Windows machine, burn the ISO to a CD (I used Nero)
Label this “PBXiaf 1.7.5.6.1 64-bit ”.
I write a warning on the CD advising that booting from the CD will erase the Hard Drive
Connect the PBXiaf server to a DHCP-enabled router (over Ethernet)
Start the Boot process and interrupt the Boot to go to BIOS (F2 on some, <Delete> on others, …)
Set the system time to the correct time (failure to do this now could cause some modules to fail on install and corrupt the system)
Set the system Boot Priorities to:
CD
HD
Save and Exit the BIOS, enabling the Boot to continue
Put the PBXiaf CD into the PBXiaf Server CD drive and continue the boot (or reboot using <ctl><alt><del>)
Answer the on-screen questions asked:
Install type
<enter> (I accepted the default (ksnet) install which does a full reformat and standard install)
Keyboard
US <OK>
Time Zone Screen
Choose your location <next>
(do NOT select System clock uses UTC)
Password Screen
Enter the <root_Password> you want to use for the root user in Centos/Linux – enter it 2x for verification
<next>
Wait for the install process to complete
Wait for the Reboot to occur (about 15 minutes) and, when it returns to the “What Installation configuration do you want” screen (before the reboot from the CD proceeds - otherwise it will reformat and reinstall again), remove the PBXiaf CD and Press <ctl>-<alt>-<Del> to boot from the HD.
Wait for the boot from the HD and initialization, where they will ask you to choose what you want installed and configured
For the selection of Asterisk version and Communications Interface, I chose “C - PIAF-Purple” (Asterisk 1.8 with DAHDI) <enter>
Go for a coffee - it takes about 45 minutes in total
The base system is now installed and operational
For (good) security reasons, PBXiaf forces you to change the paswords.  Follow the instructins when prompted.  I chose to create my own (option B) rather than accept the installer-generated random passord (option A), but the choice is yours.
Note: From here on, if you know how to do it, you could do the rest of this installation remotely through an SSH client like Putty or just stay on the terminal using the command line interface you have been using.  If you do use Putty, there is something going on with the new splash screen that only leaves you one line at the bottom.  To enable Putty to use the whole screen, just resize the Putty window (make it taller or shorter) and then continue as normal.
Where prompted enter the Centos root-level UserID (root) and <root_Password> (created by you above)
You could now set the IP address for the PBXiaf server (<localhost_IP_Address> ) using netconfig, but leave that until later and do it via the WebMin interface, using, for now, the DHCP-assigned IP displayed on start-up 
When you sign in, the splash screen will show you what the IP address is for the server.  At any time you can bring the splash screen back by entering “status” at the CLI prompt.  Alternatively, to find out what IP address your system currently is using, while at the CLI prompt
ifconfig <enter>
update-programs <enter> (note the manual says to use update-scripts but that is on Asterisk 1.4 so use update-programs here for this version (1.8))
Answer Y to the queries of “Do you promise …”
Press <Enter> to confirm you want to perform the update
Note, this may take a while and do NOT be hitting the <enter> key while the update is running.  Wait until the root CLI returns.
I did not bother viewing the log file so I just hit <Enter> when that prompt came up but if you want to, press Y
update-fixes <enter>
Answer Y to the queries of “Do you promise …”
Press <Enter> to confirm you want to perform the update.  It may say the system appears current and ask you if you want to force an update - if so, say Y.
Note, this may take a while and do NOT be hitting the <enter> key while the update is running.  Wait until the root CLI returns.
I did not bother viewing the log file so I just hit <Enter> when that prompt came up but if you want to, press Y
update-source <enter>
If you are going to update the php version for SugarCRM (see below), do not run update-source now, since it will have be run anyways after updating the php version for SugarCRM.
You will get some dire warnings about the dangers of doing this.  You do not have to do this and in fact, there are good arguments for not doing it since it would only take one module being improperly updated by a developer to wreck your system.  I did my updates on a non-production system (as of the date I wrote this guide) and it worked fine so I did it for my production system.  Your call if you want to do it or not.
It will require multiple reboots and re-entry of the update-source command multiple times; just follow the instructions and agree to the actions when they are presented.  
Note that at some point, the instructions tell you to edit amportal.conf (located in /etc directory) to enable ZAP2DAHDICOMPAT=true.  If you did this, it would convert any ZAP connections to DAHDI.  Since I did not use ZAP and did not want any “background” conversions being attempted, I did NOT do this. You choose what you want to do for your system.
After each reboot, re-enter update-source <enter> and keep saying Yes (except where it asks you if you want to customize the configuration - say no to that and accept the default settings) until it tells you it is going to run update-programs and update-fixes.  Say yes to that and you are done.
shutdown -r now <enter> to reboot the system
passwd-master <enter>
Notes: 
If you need to be reminded later of your password option scripts, just enter help-pbx at the CLI prompt
This script was run as part of the installer starting with 1.7.5.6.1 so you do not need to run it now if you have already run it as part of the installer.  It is left here for reference in case you want to change the passwords post install.
You will be prompted to 
change the webmin password to match the root password you entered above
Agree to this and follow the prompts
change the passwords used for maint (FreePBX), meetme (conference admin) and wwwadmin (webserver) to <maint_Password>
agree to this and enter the new <maint_Password> (two times for verification)
They suggest you enter the same password as used for root; I like a different one but this is up to you.
You will also be prompted to come back later and change the passwords for the above users individually by entering
passwd-maint (FreePBX GUI)
passwd-meetme (Conference admin)
passwd-wwwadmin
passwd-webmin
I’ll leave it up to you if you want to make the final changes later; If it is for a home-based PBX behind a firewall/router, it is not necessary since there will only be one person accessing all the interfaces.
Note: Depending on which version of FreePBX and PBXiaf you are using, one password you may NOT have changed as part of this is the <FOP_Password>.  It is what you will need when you go into the FOP (Flash Operators Panel = Panel) from within FreePBX and try to unlock the interface.  The original <FOP_Password> is passw0rd (all lowercase with the 0 being a number 0, not a letter O)
If you want to use PBXiaf as a home PBX with only one person accessing and using the admin functions of PBXiaf, you can leave it as is.  If you want to have multiple PBXiaf administrators, potentially with different authorization levels, this is possible but requires knowledge of how to manually edit config files.  Unless you are fairly knowledgeable on admin settings, … just leave it as is or you may find yourself locked out of some places in PBXiaf.  
When the CLI prompt returns, check the Status to make sure all is working correctly
status <enter>
To use the FreePBX GUI, from a windows machine, launch Firefox and point it to the <localhost_IP_Address> being used by the server as (either the dynamic IP assigned by DHCP if it is still being used or the Static IP if it has been set).  On the first connection only, you may need to allow connection to the server by getting its security certificate (which Firefox will try to protect you against) so when prompted in Firefox, do the following:
Acknowledge the Pop-Up window by clicking on “I Understand the Risks”
Click on “Add Exception”
Click on “Get Certificate”
Click on “always trust Certificates from This Server” (since it is your own server after all) and “Confirm Security Exception”
You will be presented with a screen with icons on it and a slider switch near the bottom left corner.  The slider switch reads Admin.  Click on it to go into Admin mode and you will be presented with additional icons.  Click on the FreePBX Administration icon.
enter the UserID: “maint” and Password <maint_Password>
[bookmark: _Toc293904617]Updating FreePBX to the desired verision
Using a browser, go to <localhost_IP_Address> to launch the FreePBX GUI interface.
Click on the Admin Toggle switch in the left bar
Click on the FreePBX Administration icon
Use
UserID: maint
Password: <maint_Password> (entered when you used the passwd-master command
To get the current list of newly available FreePBX modules and updates to already installed modules, go to Setup>Admin>Module_Admin (Note: Adding or “Updating” modules can break system integrity; if the system is working, you may want to think twice about making updates; PBXiaf 1.7.5.6.1 comes with FreePBX 2.8 installed.
Click on “Check for Updates Online”
If the Framework Module requires updating, always update it first, by itself, then do the others, without Reloading the system between updates.
If you are going up a level (say from 2.6 to 2.7), you need to use the Upgrade Tool that appears on the left menu; be careful to read and follow the sequences shown in the instructions.
If any updates/new modules appear that you want, click on the name of the module and that line will expand, giving you choices on what to do with the module.
To accept all Updates to already existing Modules
Click FreePBX>Admin(tab)>Setup(tab)>ModuleAdmin
Click Check for updates online
Click Upgrade All
Click Process
Wait for the updates to finish, scroll to the bottom of the pop-up-window and Click Return
Click Apply Configuration Changes
Click Continue with Reload
To individually select the modules for updating, click on the module to expand its menu selection, Click Action and “Download and Update” (for as many modules as you want processed)
Note: if the “FreePBX Framework” module requires upgrading, do it first by itself and then do the others, WITHOUT doing the Continue with Reload command in between.
Click on Process (top right of screen)
Wait while the process completes
Click on Return on the Pop-Up window
Click on Apply_Configuration_Changes (top of screen)
Click on Continue_with_Reload (Pop-Up window)
If you get the error message PBDirectory broken, then either re-install PBDirectory or just uninstall the module (and delete the original files if you want to).  If you do want to re-install PBDirectory:
From the Putty CLI
cd ~ <enter>
cd /var/www/html/admin/modules
rm -rf pbdirectory
From the FreePBX Admin>ModuleAdmin
Click on Check for Updates Online
Select Phonebook Directory
Click on Download and Install
Click on Process
Click on Return
Click on Apply Configuration Changes
Click on Continue with Reload
If you have FreePBX 2.8.1.4 or later, it comes with Endpoint Manager installed (Check Tools > End Point Manager ; if it is installed, you should follow this instruction to enable the End Point Manager by allowing FreePBX / Asterisk to add/edit files in the tftpboot directory)
cd / <enter> (space between cd and /)
ls -al <enter> (make sure tftpboot directory is at this level)
chown asterisk:asterisk tftpboot <enter> (change the owner & group of the tftpboot to asterisk)
chmod 0777 tftpboot <enter> (Change the permissions of tftpboot to enable all to write)
ls -al <enter> (to check if changes have been properly made)
[bookmark: _Toc293904618]Installing / Updating Webmin
Webmin is pre-installed with this PBXiaf package.  The version that is installed with the 1.7.5.5.4 ISO is 1.5.3 and as of the date of this document, the current version of Webmin is 1.5.3, so no update is needed.  However, if in the future you want to update to the current version:
<localhost_IP_Address>:9001 (Launch the existing Webmin)
Go to Webmin>Webmin>WebminConfiguration
Click on Upgrade Webmin 
Click on Upgrade Webmin (just accept the defaults given)
Click on Return to Webmin Configuration
Click Refresh Modules (left bar)
This will let the Sendmail Server module show (along with many others that had not been showing)
Go to Webmin>Others>FileManager
You may be prompted to allow a Java download from the Server (if Java had not previously been installed).  If so, enable this and check “always allow ...” (since it is from your own server) so you will not need to authenticate again.) 
You now have Webmin running properly so you can now start using Webmin from the Windows PC to manage and Configure the Centos Linux OS and some of the add-ons (Servers, …)
[bookmark: _Toc293904619]Converting php to v 5.2 for SugarCRM
ONLY do this if you are going to use this server as both a PBX server AND as a server for SugarCRM.  The version of php installed with PBXiaf is v5.1.6 .  Sugar CRM needs at least v5.2 .  The 5.2 version installed by this patch is considered a “Developer” version and is really not recommended for production systems, but if you want to run SugarCRM on the same server as PBXiaf, you have no choice but to do this “upgrade”.
(Optional) See http://wiki.centos.org/HowTos/PHP_5.1_To_5.2?highlight=%285%29|%28php%29 for more information on the instructions shown below
[bookmark: _Toc251004284][bookmark: _Toc251004557]use the CLI for these commands
rpm -qa | grep 'php'  <enter> (find all the modules installed for php; I had: )
php-pear-1.4.9-6.el5
php-pear-db-1.7.13-2.el5.rf
php-common-5.1.6-27.el5_5.3
php-5.1.6-27.el5_5.3
php-gd-5.1.6-27.el5_5.3
php-cli-5.1.6-27.el5_5.3
php-mysql-5.1.6-27.el5_5.3
php-mbstring-5.1.6-27.el5_5.3
php-pdo-5.1.6-27.el5_5.3
php-devel-5.1.6-27.el5_5.3
yum search php <enter> (see if there are updates for all the modules; I found: (I was missing the php-pear-1.4.9-6.el5 update, which was OK))
cd /etc/yum.repos.d <enter>
vi CentOS-Testing.repo <enter> (create a file to hold the code which will enable only php updates)
i (insert the text below into the file (copy / paste or hand type)
# CentOS-Testing:
# !!!! CAUTION !!!!
# This repository is a proving grounds for packages on their way to CentOSPlus and CentOS Extras.
# They may or may not replace core CentOS packages, and are not guaranteed to function properly.
# These packages build and install, but are waiting for feedback from testers as to
# functionality and stability. Packages in this repository will come and go during the
# development period, so it should not be left enabled or used on production systems without due
# consideration.
[c5-testing]
name=CentOS-5 Testing
baseurl=http://dev.centos.org/centos/$releasever/testing/$basearch/
enabled=1
gpgcheck=1
gpgkey=http://dev.centos.org/centos/RPM-GPG-KEY-CentOS-testing
includepkgs=php*
<esc>
:wq <enter>
dos2unix CentOS-Testing.repo <enter> (clean file of any wondows control codes - especially important if you copy/pasted the code)
update-source <enter>
Normally you would start running yum updates starting with yum update php.i386, but PBXiaf does not want you running yum update, and instead wants you to use update-source to ensure synch between modules, so we will run update-source.
Remember, you will need to enter this command multiple times with multiple reboots to finish this update-source process (which includes a yum update command) and you will be finished when the interface tells you it is running update-programs and update-fixes.
rpm -qa | grep 'php'  <enter> (find all the modules installed after upgrade; I had: )
php-pear-db-1.7.13-2.el5.rf
php-cli-5.2.10-1.el5.centos
php-ldap-5.2.10-1.el5.centos
php-pear-1.8.1-2.el5.centos
php-common-5.2.10-1.el5.centos
php-pear-db-1.7.13-2.el5.rf
php-pdo-5.2.10-1.el5.centos
php-mysql-5.2.10-1.el5.centos
php-gd-5.2.10-1.el5.centos
php-devel-5.2.10-1.el5.centos
php-5.2.10-1.el5.centos
php-mbstring-5.2.10-1.el5.centos
cd /etc/yum.repos.d <enter>
rm CentOS-Testing.repo <enter> (remove the php restriction to allow future updates to handle all updates)
cd /etc <enter>
cp php.ini php.ini.orig <enter> (backup file used by original (5.1.6) php)
rm php.ini <enter> (remove (delete) file used by original (5.1.6) php)
cp php.ini.rpmnew php.ini.rpmnew.orig <enter> (backup file used by new (5.2.10) php)
mv php.ini.rpmnew php.ini <enter> (use new (5.2.10) version of file as php.ini)
vi php.ini
/max_input_time
i
(make it a large number - say 255)
<esc>
/memory_limit
(check to make sure it is at least 128mb; if not, increase to 128mb; mine was already at 128mb)
<esc>
/post_max_size
i
(change to 60mb)
<esc>
/upload_max_filesize
 (Check to make sure it is at least 60mb; if not increase to 60mb; mine was already at 100mb)
<esc>
:wq <Enter>
cd /var/lib/php <enter>
ls -al <enter> (check to make sure session directory is there and check the r/w/x permissions)
chmod 777 session <enter>
ls -al <enter> to check settings
[bookmark: _Toc251004285][bookmark: _Toc251004558]shutdown -r now <enter> (restart the system and sign back in)
[bookmark: _Toc293904620]Establishing Static IP, DNS and Gateway Settings
If you are configuring this system at a location other than the final place in which it will be deployed, you may choose to leave the system IP as Dynamic (DHCP) for now.  You do want to set the final Static IP fairly early on since some of the other settings will depend on knowing what the Server IP setting is.  To set the IP Address for the Server to a Static number , proced with the instructions below.
The Webmin method is shown below and is recommended.  If you do find yourself cut off from the server, using the CLI at the server itself:
netconfig <enter>
Note: netconfig is a legacy app deprecated by CentOS but added back by PBXiaf.  The current CentOS app is system-configure-network, but the PBXiaf folks prefer netconfig.  If you try netconfig <enter> and it is not installed, use install-netconfig <enter> to get it back and then use it.
populate the fields
service network restart to reinitialize the network settings (or shutdown -r now to restart the server).
In Webmin with the URL set to the <DHCP_IP_Address>:9001, go to Networking>Network_Configuration>NetworkInterfaces>Activated_at_Boot(tab)
Click on eth0
Set to StaticIP
enter <Static_IP_Address>
<Netmask> (usually 255.255.255.0)
<Broadcast IP> (if a home network, usually 192.168.1.255)
Save
In Webmin, go to Networking>Network_Configuration>RoutingAndGateways>BootTimeConfiguration(tab)
Set Default Routes Interface to “etho” using drop-down menu
Set Gateway to the IP Address of your Router (usually 192.168.1.1 for home Routers)
Click Save
Click “Return to Network Configuration”
(or just go Webmin>Networking>NetworkConfiguration)
Click “Apply Configuration”
In Webmin, now with the URL set to the <Static_IP_Address>:9001, go to Networking>Network_Configuration>HostnameAndDNSClient
Set Resolution Order to (is usually the default)
Hosts
DNS
Set DNS Servers to OpenDNS settings
208.67.222.222
208.67.220.220
Search Domains
None (erase any shown in box)
Click Save
Click “Return to Network Configuration”
(or just go Webmin>Networking>NetworkConfiguration)
Click “Apply Configuration”
If you are using the End Point Manager module, after you change the Network IP Address <localhost_IP_Address>, go to FreeePBX > Tools > End Point Manager > End Point Advanced Settings > Settings (usually the default selection) and click on Determine for ME and Update Globals.  This should update the IP Address of the Phone Server but if it does not, just manually change it to the new setting.
From now on, you will access Webmin with the new IP address as <Static_IP_Address>:9001
Test that the network is configured and seeing outside the firewall by running, from the Putty CLI:
ping <any.PublicDomain.com> <enter>
Press <ctl>-c to stop the process
OR 
tracert <any.PublicDomain.com> <enter>
It will run for a few lines then quit by itself
If you are getting a response from either, it is working
[bookmark: _Toc251004286][bookmark: _Toc251004559][bookmark: _Toc293904621]Installing APF and BFD Firewalls
Disable existing Brute-force-detection program
(If at the CLI prompt
chkconfig fail2ban off <enter>
service fail2ban stop <enter>
If using Webmin, go to Webmin>System>BootupAndShutdown
Disable fail2ban and prevent fail2ban from restarting at boot
Click on fali2ban
Click on "Disable Now and on Boot"
 (See the detailed instructions in Appendix 3 - for further clarification on APF and BFD.  Note: the configuration shown in these notes is NOT the same as in those detailed instructions)
Create some directories you will be using
cd ~ <enter>
mkdir -p contrib/apf <enter>
cd contrib <enter>
mkdir bfd <enter>
pwd <enter>  (optional, if want to validate where you are) 
ls -al <enter>  (That’s a lowercase L followed by a lowercase S - optional if you want to check your entries by listing the pathname to the directory you are in) (Note: using “ls -al <enter>” will list files in a formatted way that makes it easier to read; using just ls will show files across screen)
APF (Advanced Policy Firewall)
On your windows machine, using Firefox, go to web site http://www.rfxnetworks.com/ and locate the URL used to download the current version of APF.  For this install it was found at http://www.rfxn.com/downloads/apf-current.tar.gz . 
At the command line of the Centos System, make sure you are in the apf directory by
cd ~ <enter>
cd contrib/apf <enter>
wget http://www.rfxn.com/downloads/apf-current.tar.gz   <enter> (download the apf compressed installer files)
tar -zvxf apf-current.tar.gz <enter> (uncompress the apf files and creates a new subdirectory within apf called apf-xxxx)
ls -al <enter>  (to see name of directory created from archive)
cd <name of directory> <enter>
./install.sh <enter>  (wait until complete) (Note: using less <filename> before typing ./install.sh will let you read the file contents and confirm it is actually the installer file.  Not needed in this case since we know it is, but may be handy in other cases.  When finished reading, press <esc>q to exit reader.)
cd /etc/apf <enter>  (to go to directory containing config files)
ls -al <enter>  (to ensure that allow_hosts.rules and conf.apf files exist)
cp allow_hosts.rules allow_hosts.rules.orig <enter> (create a backup of the file about to be edited – just in case)
ls -al <enter> to confirm backup was made)
vi allow_hosts.rules <enter>  (open allow_hosts.rules with editor for editing)
(Go to bottom of page by holding <down cursor> or <PageDown> until at end of file and create new entry at end of file.  This entry enables full access by any users inside firewall at home, assuming home network has a router / gateway with a 192.168.1.1 IP Address; adjust the IP Address to suit your situation if you have a different router/gateway IP, making sure to include the “/24” at the end of the line)
(*** NOTE : If you are using a Linksys do NOT enble the entire/24 since that would include the gateway and for some reason, Linksys will then pass all Port 80 traffic through as if it were internal traffic *** )
i
#
# Add a local network IP to ensure connection from that IP can do anything
# Note that the instructions says to use the full /24 set as in 192.168.1.0/24
# but when using a Linksys (old) router, it translates external Port 80 requests 
# and makes them look like internal (192.168.1.1) requests so it effectively
# disables the firewall for http traffic if you enable all the range
<IP Address 1 you want enabled for remote administration>
<IP Address 1 you want enabled for remote administration>
<IP_Address_of_IP_Phone.x>
<esc> (to exit the editor)
:wq<enter> (to write (save) and quit the editor) (Note: use :q! to exit editor without saving in case a mistake was made)
cp conf.apf conf.apf.orig <enter> (create backup of conf.apf)
ls -al <enter> to confirm backup was made)
vi conf.apf <enter> (open conf.apf file within editor)
/DEVEL_MODE <enter> (find DEVEL_MODE (case sensitive) in file)
i (to activate editor)
(Use cursor keys to go to =”1” and change to =”0”)
<esc> deactivate editor
/IG_ <enter> (find IG_)
/<enter>/<enter> /<enter>  (to find 3 next IG_ entries since first 3 were commented lines and not active)
i
(change IG_TCP_CPORTS to =”8245”)(if using DynamicDNS; otherwise just remove the 22 from IG_TCP_CPORTS and do NOT add the 8245)
(change IG_UDP_CPORTS to =”5060,8245,10002_20000”) (only include 8245 if using DynamicDNS) (Note: to show range of ports in APF, the range delimiter is a “_” character, NOT a “-“ character)
/DLIST_DSHIELD <enter> (find DLIST_DSHIELD=”0”)
(change DLIST_DSHIELD to =”1”)
<esc>
/LOG_DROP <enter> (find LOG_DROP)
(change LOG_DROP to =”1”)
<esc>
:wq <enter>
chkconfig --list apf <enter>  (to check if firewall service has been properly configured; if it has, 0,1,2,6 should be off and 3,4,5 should be on.  If this is true, all is OK.
service apf restart <enter>
apf -r <enter> (flushes iptables, restarts apf, repopulates iptables)
BFD
On your windows machine, using Firefox, go to web site web site http://www.rfxnetworks.com/ and locate the URL used to download the current version of BFD.  For this install it was found at http://www.rfxn.com/downloads/bfd-current.tar.gz  
At the command line of the Centos System, make sure you are in the bfd directory by
cd ~ <enter>
cd contrib/bfd <enter>
wget http://www.rfxn.com/downloads/bfd-current.tar.gz <enter>
tar -zvxf bfd-current.tar.gz <enter>
ls -al <enter> (get name of directory created to hold bfd)
cd <name of directory> <enter>
./install.sh <enter>  (wait until complete)
If you want to get emails when bfd cuts off a URL/IP due to repeated sign-on attempts:
cd /usr/local/bfd <enter>
cp conf.bfd conf.bfd.orig <enter>
vi conf.bfd <enter>
/EMAIL_ALERTs <enter> (find email alerts flag)
(change EMAIL_ALERTS to =”1”
<esc>
:wq <enter> 
shutdown -r now <enter> (Reboot the system)
Monitoring SIP Channels
This next step is completely optional, and if you think I am being paranoid, then you can skip it.  I can tell you that I put this in place because I had a hacker attack on my server pounding me with over 2,000 registered channels.  He (why do we assume a hacker is a he?) did NOT get in to cause damage or cost me money, but he did cause my voice quality to suffer (chewing up bandwidth) and even though I use random generated passwords with over 14 characters, it was probably just a matter of time before he did get in, so this way, if a hacker is pounding at me, I’ll get notice and get a chance to put his IP/IP_Range into a blocked IP list before he can do any damage.  What this does is put a script on the server which checks how many active SIP channels there are and if the number exceeds what I consider acceptable, it sends me an email (must have Sendmail configured as per below) warning me that the SIP Channel count has exceeded my threshold.  This lets me decide what I want to do.
At the command line of Centos
cd ~ <enter>
cd /etc/cron.hourly <enter> (by putting it in the hourly folder, it will be added to the hourly run cron jobs)
vi sip-channel-count-monitor <enter>
i  (you can copy/paste this in or manually type it in)
#!/bin/sh
# ----------------------------------------------------
# program: sip-channel-count-monitor
# purpose: this program will send a warning if the
#          if the number of active sip channels exceeds
#          the limits specified ...
#          it will also log the event.
#  author: Ian Main
# warning: No Warrantee of ANY SORT!
#          Use at your own risk!
#          ....you have been warned...
# ----------------------------------------------------
# uncomment the line below for debugging purposes.
# set -x
#
MAILTO="root"
MAX_SIP_CHANNELS="40"

ASTERISK="/usr/sbin/asterisk"
LOGGER="/bin/logger"
LOG_FILE="/var/log/messages"
LOG_TAG="SIPWARNING"

# -- nothing below this point should require editing --

# Get the status of the sip channels
SIP_STATUS=`${ASTERISK} -rx 'sip show channels'`
SIP_COUNT=`echo "$SIP_STATUS" | grep '^[0-9]*\.' | wc -l`
# -- dummy line to trigger sip channels warning as a debug test
# SIP_COUNT=`echo "200"`
sleep 1

# Now Scan the Status and see if we are online or not...

if (( ${SIP_COUNT} <= $MAX_SIP_CHANNELS ))
then
# echo "everything is fine...going back to sleep..."
 exit 0
fi

echo "looks like a remote attack"
echo "Status: ${SIP_COUNT}"
echo "${SIP_STATUS}"

# The SIP count is too high ... Log the incident.
# my preferred logging means uses the system logging process.
$LOGGER -f $LOG_FILE -t $LOG_TAG SIP count is $SIP_COUNT ...warning.

# send a mail message if MAILTO is not null.

if [ "$MAILTO" ] 
then
cat <<EOF | mail -s "$LOG_TAG" $MAILTO
Status: ${SIP_COUNT}
${SIP_STATUS}
-- done --
EOF
fi

echo "-- done --"
#
# -- done --
#
(Note: change the line with MAX_SIP_CHANNELS="40" so that the number (currently 40) is an acceptable maximum to you, past which you want to be warned.  I have 18 extensions and 6 trunks so I set mine to 40; you decide what you want.)
<esc>
:wq <enter>
dos2unix sip-channel-count-monitor <enter> (getting rid of any funny control characters that may have come across if you did a copy/paste from a Windows/DOS PC)
chmod 700 sip-channel-count-monitor <enter> (making the file executable by root)
./sip-channel-count-monitor <enter> (test run the script to ensure all is working.  You may want to run this test after the Sendmail configuration is complete or you can run it now just to make sure it is running properly.  I set the number (40) low to make it create an error for the test run and then set the number back to 40 where I left it.  Note: if had not been in the directory and wanted to run a script from some other directory, you would not need the “.” in front of the “/”, just enter the full pathname to the script and it will execute.)
If you want to put your custom scripts in a custom folder with a run schedule other than hourly, then create a new Directory within root and store the scripts there.  Then from within Webmin, create the schedudule for the custom script to run.
Go to Webmin>System>Scheduled Cron Jobs (For example, you could manually set the above script on a schedule to run every hour.  You could make it more/less frequent but this seemed a nice balance between finding out soon enough and not getting multiple emails warning you of a problem you already know about)
To block IPs from accessing/attacking your server
Using Lists
There are numerous online lists you can access to have your system aware of IP addresses that are know to be used by hackers, spoammers, … .  If you want to use these, feel free.  The configuration above enables the DShield list, which is a short list of troublesome IP Addresses.  Keep in mind some lists are long and each list added requires more processing by your server for each IP Address lookup so think about balancing your security vs performance as you add lists.
Doing it Manually, IP Address by IP Address
from the CLI enter 
apf -d <IP_Address> “Comment” (including the quotation marks)
for each IP Address you want blocked.  This adds the IP address to the block list in /etc/apf/deny_hosts.rules and immediately to the iptables and does NOT require a restart of the firewall or the system.  
You could manually edit the entries in /etc/asterisk/deny_hosts.rules if you want more sophisticated, granular blocking, but you then need to restart the system to make them operational.  
To block traffic on a designated Port to all IPs except a select few (ie to enable authorized users in to see the CRM), leave the Port closed in /etc/apf/conf.apf (ie do NOT include it in either IG_TCP_CPORTS or IG_UDP_CPORTS (see above) ) and in /etc/apf/allow_hosts.rules enter the following
# 
# <text to describe who/why/what is being blocked or enabled>
<Protocol>:in:<s/d>=<Port_Number>:<s/d>=<IP_Address/NetMask>
<Protocol>:out: <s/d>=<Port_Number>:<s/d>=<IP_Address/NetMask>
<Protocol> = tcp or udp
in = inbound traffic; out = outbound traffic
first <s/d> parameter = Port
second <s/d> parameter = IP Address
d= destination; s= source 
As an example, instead of having Ports 5060 and 10002_20000 enbled in conf.apf, you could accomplish the same thing by having
#
# Open, to all external connections that are not denied in deny_hosts.rules,
# the UPD traffic on the Ports required to support external access for VOIP
# SIP - for Registration (5060)
upd:in:d=5060:s=0/0
udp:out:d=5060:d=0/0
# RDP - for Audio (10002_20000)
udp:in:d=10002_20000:s=0/0
udp:out:d=10002_20000:d=0/0
Another example, this time showing how to be more restrictive, to ONLY enable specified users access to Port 80 (http traffic for web) - assuming Port 80 is NOT opened in conf.apf
#
# Enable John Doe at 123.124.125.126 (work IP), to access the web server on Port 80
tcp:in:d=80:s=123.124.125.126
tcp:out:d=80:d=123.124.125.126
[bookmark: _Toc293904622]Configuring Sendmail to enable emails from System
This configuration is set up to enable the system to send out emails (.wav files of voicemail messages, system notices, …) to the designated voicemail email accounts or the administrator email account.  There is no inbound email processing in this configuration, intentionally so for security purposes.
Test the configuration from within the Putty CLI to ensure it has been compiled with the required components
sendmail -d0.1 -bv <enter>
If you see SASLv2 and STARTTLS included in the “Compiled with:” list, you are good; if not, you need more help than this guide can give you
Go to Webmin>System>BootupAndShutdown
Click on module saslauthd
Click “Start on boot”
Click on “Return to bootup and shutdown actions”
Backup the sendmail.mc and sendmail.cf files
Go to Webmin>Others>FileManager>etc>mail
Select sendmail.mc
Click on Copy then Paste
Rename to sendmail.mc.orig
Click on OK
Select sendmail.cf
Click on Copy then Paste
Rename to sendmail.cf.orig
Click on OK
In the 64-bit (not the 32-bit) version of PBXiaf, the sendmail-cf portion of sendmail was missing so I could not edit and update the sendmail config.  I needed to add the sendmail-cf components.  To see if your install has the sendmail-cf components, go to Webmin>Servers>SendmailMailServer>ModuleConfig.  If you get an error message saying it cannot find the sendmail.cf file, then you will need to add the sendmail-cf components per the following instructions. If the Module Config screen brings up the Sendmail configuration options skip this step.  If you do need to add the sendmail-cf components, do so using the Putty command line:
service sendmail stop  <enter>
yum install sendmail-cf <enter>
y <enter>
Since it is PBXiaf, after doing yum install you will want to run update-source to resynch all the install options (and yes, you will have to reboot/rerun update-source multiple time to complete the exercise)
If you have had to add the sendmail-cf components, you will need to stop the Sendmail and sslauth services before editing their configuarions
Initialize the sendmail.mc file to match the specifics of this PBXiaf setup, with a FQDN (Fully Qualified Domain Name), using the CLI
setup-mail <enter>
<yourFQDN less the www> <Enter>
If your server IP Address (external, not NATed address) does not have a FQDN, get one using DynDNS (www.dyndns.com) and use that.
service sendmail stop  <enter>
Enable SMTP Auth login (if your ISP requires it, which my ISP, 1and1.com, does)
My remote host email server is with 1and1.com, who use SMTP Auth for authentication.  This requires the Sendmail application to provide a FQDN  (Fully Qualified Domain Name = a legitimate web URL which can be looked up with nslookup) which is used to ensure the sender is identifiable and verifiable.
Go to Webmin>Others>FileManager>etc>mail
Click on sendmail.mc
Click on Edit
Change the line
dnl define(`SMART_HOST', `smtp.your.provider')dnl
to
define(`SMART_HOST', `[<smtp.your.provider>]')dnl 
(remove the dnl at the beginning of the line (if there is no dnl at the end of the line add it there) and replace smtp.your.provider with the smtp server address of the ISP you want to use for relaying mails.  Note especially the [ ] around the name - add them IF you need to avoid being redirected to a proxy mx-record server (I did NOT need them for smtp.1and1.com)
Add the line
define(`RELAY_MAILER_ARGS', `TCP $h 587')dnl
after
define(`SMART_HOST', `smtp.your.provider')dnl 
Add the line
define(confDOMAIN_NAME, `yourFQDN')dnl
(replacing yourFQDN with your actual FullyQualifiedDomainName - eg www.domain.com)
after
define(`confAUTH_OPTIONS', `A')dnl
Uncomment the following line (remove the leading “dnl “ which will change:
dnl TRUST_AUTH_MECH(`EXTERNAL DIGEST-MD5 CRAM-MD5 LOGIN PLAIN')dnl
to
TRUST_AUTH_MECH(`EXTERNAL DIGEST-MD5 CRAM-MD5 LOGIN PLAIN')dnl 
(remove starting dnl)
Uncomment
dnl define(`confAUTH_MECHANISMS', `EXTERNAL GSSAPI DIGEST-MD5 CRAM-MD5 LOGIN PLAIN')dnl
Add the line
FEATURE(`authinfo',`hash /etc/mail/auth/client-info.db')dnl
after
define(`confAUTH_MECHANISMS', `EXTERNAL GSSAPI DIGEST-MD5 CRAM-MD5 LOGIN PLAIN')dnl
Change the line
EXPOSED_USER(`root')dnl
to
EXPOSED_USER(`')dnl
This lets the system masquerade root; otherwise it will not
Comment out the line (add a dnl in front) by changing
FEATURE(`accept_unresolvable_domains')dnl
to
dnl # FEATURE(`accept_unresolvable_domains')dnl
(add starting dnl #)
Change the line
MASQUERADE_AS(`yourFQDN')dnl
to
MASQUERADE_AS(`yourFQDN less the www.')dnl
Make sure to remove the www. in fropnt of the domain.  This is what the emails coming from your system will look like they are coming from.  Thesetup-mail command run previously should have made this change already, but just do this to check.
Add the line
MASQUERADE_DOMAIN(pbx.local)dnl
before
dnl MASQUERADE_DOMAIN(localhost)dnl
Click “Save and Close”
Using Webmin go to Servers>SendmailMailServer>ModuleConfig
Create the sendmail.cf file from the sendmail.mc file 
Using the Putty CLI (not both)
cd ~ <enter>
cd /etc/mail <enter>
m4 sendmail.mc > sendmail.cf  <enter>
Not this time (the first creation of sendmail.cf), but if the sendmail.cf file already existed (ie next time you need to update it) you could update the sendmail.cf from the sendmail.mc file by using the Webmin interface
Webmin>Servers>SendmailMailServer>SendmailM4Configuration
Click on “Rebuild Sendmail Configuration” (at bottom)
Click on “Yes, replace it now” (at top)
Create, from the Putty CLI, the Authinfo File required for the system to let you sign on with SMTP Auth
umask 0077 <enter> (set it so any directories or files added during this sequnce are “safe” - can be read or written only by root)
cd /etc/mail <enter>
mkdir auth <enter>
chmod 700 <enter> (not necessary since we are working under umask 0077, but included for comfort level if you want to do it)
cd auth <enter>
vi client-info
i
AuthInfo:smtp.yourISP.com "U:root" "I:user" "P:password" "M: LOGIN PLAIN"
Replace entries with your sign-on specifics: U and I are your user/authentication entries, which for some ISPs are the same
Note that the delimeter is “:” which means you can use ASCII characters to enter the information; if you wanted to use Base64, replace the : with an = sign
<esc>
:wq <enter>
makemap hash client-info < client-info <enter>
ls -al <enter> (just to confirm that the client-info.db file was created)
umask 0022 <enter> (reset so that any directories or files added after this are done with standard permissions)
From Webmin>Server>SendmailServer>MailAliases (aliases - stored in /etc/aliases)
Click on root (bottom right corner)
Enabled = Yes
Alias to: 
Email address
yourEmailAddress (replacing marc)
Save
Edit the email message going out to send people their .wav file of a voicemail
Go to Webmin>Others>FileManager
Navigate to /etc/asterisk
Backup vm_email.inc
Select vm_email.inc
Click Copy then Paste
Rename to vm_email.inc.orig
Click OK
Edit vm_email.inc
Select vm_email.inc
Click Edit
Replace AMPWEBADDRESS with <FQDN, including the www>
Click Save and Close
Backup vm_general.inc
Select vm_general.inc
Click Copy then Paste
Rename to vm_general.inc.orig
Click OK
Edit vm_general.inc
Select vm_general.inc
Click Edit
Replace serveremail=vm@asterisk with serveremail=postmaster
uncomment (remove the leading ;) from the line ;pollmailboxes=yes (for Asterisk 1.6 and ARI)
Click Save and Close
service saslauthd start
service sendmail start
Test the configuration from within the Putty CLI
telnet localhost 25 <enter>
ehlo localhost <enter>
As long as 250 AUTH is showing, you are good
quit <enter>
Send a test email from the Putty CLI
mail root <enter> (you should have previously give root an alias email address to which this email will be sent)
Subject: = Testing my new mail server <enter>
My first line of the email <enter>
. <enter> (to end the email content)
Cc: = <enter> (blank to not cc anyone and send email)
sendmail -bp <enter> (if the email did not leave the system, it will be held in the queue; an empty queue is a good sign)
Go to your email client and read the email
[bookmark: _Toc251004287][bookmark: _Toc251004560][bookmark: _Toc293904623]Installing Dynamic DNS (Optional, only needed when using Dynamic IP for Server IP (external) )
If you are using a Static IP, skip this section.  Only follow these instructions if you will be running the system with a Dynamic IP (your typical home installation)
Make sure the Router has been configured (per above) to Port Forward Port 8245 to <localhost_IP_Address>
Make Sure the BDF Firewall has been configured (per above) to enable Port 8245 to <localhost-IP>
 (See the detailed instructions in Appendix 4 – Installing no-ip – if you want more detailed instructions.)
On your windows machine, using Firefox, go to web site http://www.no-ip.com and locate the URL used to download the current version of APF.  For this install it was found at http://www.no-ip.com/client/linux/noip-duc-linux.tar.gz 
At the command line of the Centos System, make sure you are in the no-ip directory by
cd ~ <enter>
cd contrib <enter>
If the contrib directory does not exist:
mkdir -p contrib/no-ip <enter>
cd contrib/no-ip <enter>
If the contrib directory does exist:
mkdir no-ip <enter>
cd no-ip <enter>
wget http://www.no-ip.com/client/linux/noip-duc-linux.tar.gz  <enter> (download the apf compressed installer files)
tar -zvxf noip-duc-linux.tar.gz <enter>
ls -al <enter>  (to see name of directory created from archive)
cd <name of directory> <enter>
ls binaries -al <enter> (To see all files in the binaries directory.  there should be one that has a name like noip2-i686 – call that <filename>)
cp binaries/<filename> ./noip2 <enter> (to copy the correct binary file to the current directory)
make install <enter> (Install the application)
<no-ip email address> <enter> (tell the no-ip client what account is being used)
<Password for no-ip email address> <enter>  (provide the Password for no-ip account)
5 <enter> (the number of minutes between updates to the no-ip server)
N <enter> (No, you do not want to Run anything upon successful update)
whereis noip2 <enter> (find the noip client and show the directory and path to the no-ip client)
echo ‘<pathname_with_directory>’  >> /etc/rc.local <enter> (add the noip client to the list of items being started up at boot time)(include quote marks (single) and make SURE to use 2 >> since one will overwrite and 2 will append to the file)
less /etc/rc.local <enter> (to confirm the edit to the file)
q (to leave reader and return to command line)
Reboot the server to initialize no-ip
After installing and rebooting, if you want to reconfigure the client update interval, at the CLI, type
/usr/local/bin/noip2 -U nn (Where nn = number of minutes between updates.  Note the U is uppercase)
If you cannot remember what your settings are, enter
/usr/local/bin/noip2 -S (uppercase S)
[bookmark: _Toc293904624]Adding Digium FreeFAX
Staring with FreePBX 2.8, Digium has changed how FAXing works.  The changes have “broken” previous FAXing solutions on Asterisk and apparently FAXing now only works when you dedicate an Inbound Route and Extension to ONLY FAXing, not to joint extension/FAX.  When you set up the extension to receive a FAX, 
do enable the FAX extension in the Extension parameters
do NOT select Detect FAX in the inbound route; just point it to the FAX extension
Even if you do NOT want to use FAXing, to remove an error message that presents on each extension (“ERROR: No Fax license detected. Fax-related dialplan will NOT be generated! This module has detected that Fax for Asterisk is installed without a license. At least one license is required (it is available for free) and must be installed.”) you need to at least get a license for the Digium FAX software that is included (but not yet individually licensed) with FreePBX 2.8 / Asterisk 1.8.  If all you want is to install the Digium License and NOT use the FAXing software, follow the instructions below up to but NOT including c) Using the FAX capability..
The process has the following steps (see below for step-by-step instructions; this is just a summary listing):
"Buy" a license Key (Free FAX for Asterisk 1.8)
http://store.digium.com
Download and execute the 'register' utility to generate a valid license.
The register utility may be downloaded or fetched from:
http://downloads.digium.com/pub/register
wget http://downloads.digium.com/pub/register/x86-32/register
Download and execute the 'benchfax' utility to determine the optimum build.
wget http://downloads.digium.com/pub/telephony/fax/benchfax/x86-32/\benchfax-1.1.0-x86_32 -O benchfax
Use the 'Fax Selector' web utility (online via your browser) to determine the recommended Fax For Asterisk download packages.
http://www.digium.com/en/docs/FAX/faa-download.php
Download and install the 'res_fax' module for your platform.
http://downloads.digium.com/pub/telephony/fax
Download and install the 'res_fax_digium' module for your platform.
http://downloads.digium.com/pub/telephony/fax
“Buy” the FreeFAX license by using your browswer, going to the Digium site and “buying” a license
Go to http://store.digium.com 
Click on Create Account (top right corner)
Fill in the required information
Click Create Account
Get the validation email from Digium and acknowledge you want the account created
Go back and log into your new account at the store at http://store.digium.com
(I went in and managed my account under email preferences to prevent emails from Digium, but you do what you want here)
Click on Software Add-Ons (Products>Asterisk>FAXforAsterisk)
Click on Buy Now
Click on Buy Online
Click on FreeFAX for Asterisk
Ckick on Add to Cart
Click on Checkout
Check "Agree to License Agreement"
Click on Place Order
Get the confirmation email from Digium that your order has been accepted
Get the (2nd) email from Digium with your Key-ID in it (this one came to my Junk-basket so check yours if you do not get this 2nd email within a reasonable period of time)
If there is any issue with the order:
check it out at https://www.digium.com/en/users/orderhistory.php
or contact Digium at customerservice@digium.com or on the phone at +1 256 428 6262.
Download and execute the Register Utility - from the Putty CLI:
cd ~ <enter> (go to root directory)
wget http://downloads.digium.com/pub/register/x86-32/register <enter> (this is for the 32-bit x86 license version; edit to 64 bit if it is the64-bit  x86 machine you are using)
chmod 500 register <enter> (make it executable)
/root/register (run the utlity; yes, you are already in the root directory but this is the easiest way to do it)
Category: 1 <enter> (Digium Products)
Product: 9 <enter> (FreeFAX)
Key-ID: (copy/paste from the Digium email) <enter>
Scroll down thought the license document by holding down the <enter> key
At the “Do you accept this licensing agreement (y/n)?” prompt: y <enter>
Enter the Registration information as promted
The license will be stored in /var/lib/asterisk/licenses
Download and execute the BenchFAX utility - from the CLI:
cd ~<enter>
wget http://downloads.digium.com/pub/telephony/fax/benchfax/x86-32/\benchfax-1.1.0-x86_32 -O benchfax <enter> (again, this is for the 32-bit x86 benchfax; edit name for 64-bit)
chmod 500 benchfax <enter>
/root/benchfax <enter> (this will take a while to do the tests so be patient)
Use the FAX Selector (online utility)
Take the recommendation from the testing and, go to the “selector” using your browser
Go to http://www.digium.com/en/docs/FAX/faa-download.php 
Fill in the required information to get the version for you
Right-click on the download link and copy link location
Download the res_fax utility (if the FAX Selector said you need one) - using Putty CLI (still from within the root directory)
If the selector gave you a res_fax (in addition to a res_fax_digium) file to download, then for the res_fax file (which I did not need, so I am using generic instructions here):
In your browswer, right-click>Copy Link Location on the download link for res_fax (at http://www.digium.com/en/docs/FAX/faa-download.php)
In the CLI enter wget (right-click to paste link location) <enter>
tar xzvf <tarbal that was downloaded>  <enter>
cp /root/ <directory created by untarring tarbal with res_fax>/res_fax.so /usr/lib/asterisk/modules <enter>
Download the res_fax_digium utility - using Putty CLI (still from within the root directory)
In your browswer, right-click>Copy Link Location on the download link for res_fax_digium (at http://www.digium.com/en/docs/FAX/faa-download.php)
In the CLI, wget (right-click to paste link location) <enter>
(in my case, for 32-bit x86, it was wget http://downloads.digium.com/pub/telephony/fax/res_fax_digium/asterisk-1.8.0/x86-32/res_fax_digium-1.8.0_1.2.1-i686_32.tar.gz
tar xzvf <filename>  <enter>
ls -al <enter>
cd <Directory name created by untarring the file) <enter>
cp res_fax_digium.so /usr/lib/asterisk/modules <enter>
restart asterisk (in my case , I just rebooted the entire server with shutdown - r now)
To test if the FAX setup is working
asterisk -rvvv <enter>
fax show stats <enter>
if it is properly configured (for the FreeFAX) you will see 1 Licensed Channel showing
<ctl>-c (to get out of the monitor mode)
If, additionally, you want to actually use the FAX capability
FreePBX>ModuleAdmin>Fax Configuration
Enable
Process
Return
Apply Configuration Changes
Continue with Reload
FreePBX>Setup>FAXConfiguration
Default FAX Header: 
Local Station Identifier: 
Outgoing Email address: (where FAXes appear to come from)
Email address: (destination email for inbound FAXes + legacy compatibility)
Click Submit Changes
Click Apply Configuration Changes
Click Continue with Reload
Create a dedicated extension (create extension first so can send inbound route to destination) and inbound route for the FAXing
FreePBX>Setup>Extensions
On the extension, DO check FAX enabled and enter an email address to receive the FAXes.
FreePBX>Setup>InboundRoute
On the Inbound route, DO NOT select Detect FAXes (it is dedicated, so no need it and there is a bug that will disconnect the line if this is enabled) and DO send the Inbound Route to “FAX Recipient”, selecting the desired Extension (that has FAX enabled).
For additional technical support on FAXing, go to http://kb.digium.com/?CategoryID=263 
[bookmark: _Toc293904625][bookmark: _Toc251004289][bookmark: _Toc251004562]To enable Call Detail Reporting from within Excel, pulling data from Asterisk
Establish a User in the MySQL database which authenticates a remote (ie not coming from the PBX box locally) request for information from the MySQL database holding the PBX’s Call records
Go to Webmin>Servers>MySQL Database Server
Enter the default UserID : root and Password : passw0rd (0 is zero, not letter O)
Click Save
Click on User Permissions>Create a New User
Username: <User-defined MySQL Remote User>
Password: <User-defined MySQL Remote PssWd>
Hosts: Any
Permissions: Select table data
Click Create
Click Save
Download and Install the ODBC for MySQL on to the Windows PC(s) which will be running Excel
Go to http://dev.mysql.com/downloads/connector/odbc/ and select the one that matches your OS
For 32-bit Windows installs fo to http://dev.mysql.com/downloads/mirror.php?id=393479 
For 64-bit Windows installs, go to http://dev.mysql.com/downloads/mirror.php?id=393480 
Download the ODBC for the PC platform you are using (Windows (x86, 64-bit) MSI Installer in my case)
Run the Installer on the PC (Install the Complete version)
Restart the Windows PC (Not always necessary but always a good idea)
Go to Control Panel>Administrative Tools>Data Sources (ODBC)>UserDSN (tab)
Click Add
Scroll down (to near bottom) to find MySQL ODBC Driver, Select and Click Finish
Data Source Name: <User-defined Data Source Name>
Description: <User created free-text field>
TCP/IP Server: <localhost_IP_Address> (Make sure Radio Button keeps this selected)
Port: 3306 (default)
User: <User-defined MySQL Remote User> (from above)
Password: <User-defined MySQL Remote PssWd>
Database: asteriskcdrdb
Click OK
Click OK
Configure Excel to Use the ODBC Connector to Connect to MySQL on the PBX Server
Launch Excel (2010 in my case)
Put the Cursor into Cell A1
Go to Data>From Other Sources>ODBC DSN
Click Next
Select <User-defined Data Source Name> (defined above)
Click Next
Accept all Default settings and Click Next
Description: The ODBC Connector to Connect Excel to the Asterisk MySQL database to bring Call Detail Records into Excel
Friendly Name: Excel_DBC_Connector_To_CDRecords
Click Finish
Click OK (accept all default settings)
Save the file
Create any Pivot Tables / Reports in another heet in the workbook
To get current data, when connected at the Home LAN, right-click within the original table brought in from MySQL and select Refresh
[bookmark: _Toc293904626]Configuring the PBX Features (Using the FreePBX web UI)
For reference material on Asterisk, go to http://www.voip-info.org/wiki/view/Asterisk@Home+Handbook+Wiki+Chapter+2 
Using a browser, go to <localhost_IP_Address> to launch the FreePBX GUI interface.
Click on the Admin Toggle switch in the left bar
Click on the FreePBX Administration icon
Use
UserID: maint
Password: <maint_Password> (entered when you used the passwd-master command)
The next few steps ensures that your system will be able to properly handle the audio/video components of SIP calls
Do NOT do this if you have a Static IP.  With a Static IP, skip to the next section.
Using Asterisk SIP Settings module w Dynamic IP
These instructions assume you HAVE installed the optional “Asterisk SIP Settings” module.  That module creates the appropriate settings and places them into /etc/asterisk/sip_general_additional.conf so if you also follow the Putty-based instructions in this section, then you will have redundant, potentially conflicting configuration settings (never a good thing).  EITHER install and use the “Asterisk SIP Settings” module OR follow the Putty instructions, not both.
Go to FreePBX>FreePBXAdministration>AdminTab>ToolsTab>AsteriskSIPSettings
NAT = Yes (should be by default; if you do NOT have a NATed configuration select no)
IP Configuration = Dynamic IP
External IP = <DynamicDNS_URL>>
Local Networks
<Home_LAN_Start_IP> (usually 192.168.1.0 for a residential LAN)
/255.255.255.0 (leave as is with default setting)
Video Support: Enabled (if you want video enabled)
H263p and h263 checked
Click Submit Changes
Click Reload Configuration
Using Putty w Dynamic IP
These instructions assume you have NOT installed the optional “Asterisk SIP Settings” module.  That module creates the appropriate settings and places them into /etc/asterisk/sip_general_additional.conf so if you also follow the instructions in this section, then you will have redundant, potentially conflicting configuration settings (never a good thing).  EITHER install and use the “Asterisk SIP Settings” module OR follow these instructions, not both.
Using the Putty CLI:
cd /etc/asterisk <enter>
cp sip_general_custom.conf sip_general_custom.conf.orig <enter> (backup original file before making any changes)
vi sip_general_custom.conf <enter> (Note: Many forums tell you to do this in sip_nat.conf, but that approach is being deprecated so it is done in this file for future compatibility)
i
externhost=<DynamicDNS_URL>  <enter> (eg myhost.redirectme.net)
externrefresh=180 <enter> (180 seconds between refresh of externhost)
localnet=192.168.1.0/255.255.255.0
nat=yes (Unless you do NOT have a NATed configuration, then nat=no)
(Add Video lines between the parenthesis if want video enabled)
tos_video=af41
allow=h263p
allow=h263
videosupport=yes
maxcallbitrate=384
(Add Video lines between the parenthesis if want video enabled)
<esc>
:wq  <enter>
less sip_general_custom.conf <enter> (just to confirm it was done)
q (to exit reader)
cd ~ <enter>
Do NOT do this if you have a Dynamic IP.  With a Dynamic IP, use the previous section.
Using Asterisk SIP Settings module w Static IP
These instructions assume you HAVE installed the optional “Asterisk SIP Settings” module.  That module creates the appropriate settings and places them into /etc/asterisk/sip_general_additional.conf so if you also follow the Putty-based instructions in this section, then you will have redundant, potentially conflicting configuration settings (never a good thing).  EITHER install and use the “Asterisk SIP Settings” module OR follow the Putty instructions, not both.
Go to FreePBX>FreePBXAdministration>AdminTab>ToolsTab>AsteriskSIPSettings
NAT = Yes (should be by default; if you do NOT have a NATed configuration select no)
IP Configuration = Static IP
External IP = <Static_IP_Address>
Local Networks
<Home_LAN_Start_IP> (usually 192.168.1.0 for a residential LAN)
/255.255.255.0 (leave as is with default setting)
Video Support: Enabled (if you want video enabled)
H263p and h263 checked
Click Submit Changes
Click Reload Configuration
Using Putty w Static IP
These instructions assume you have NOT installed the optional “Asterisk SIP Settings” module.  That module creates the appropriate settings and places them into /etc/asterisk/sip_general_additional.conf so if you also follow the instructions in this section, then you will have redundant, potentially conflicting configuration settings (never a good thing).  EITHER install and use the “Asterisk SIP Settings” module OR follow these instructions, not both.
Using the Putty CLI:
cd /etc/asterisk <enter>
cp sip_general_custom.conf sip_general_custom.conf.orig <enter> (backup original file before making any changes)
vi sip_general_custom.conf <enter> (Note: Many forums tell you to do this in sip_nat.conf, but that approach is being deprecated so it is done in this file for future compatibility)
i
externip=<Static IP>  <enter>
localnet=192.168.1.0/255.255.255.0
nat=yes (Unless you do NOT have a NATed configuration, then nat=no)
(Add Video lines between the parenthesis if want video enabled)
tos_video=af41
allow=h263p
allow=h263
videosupport=yes
maxcallbitrate=384
(Add Video lines between the parenthesis if want video enabled)
<esc>
:wq  <enter>
less sip_general_custom.conf <enter> (just to confirm it was done)
q (to exit reader)
cd ~ <enter>
To enable the feature which allows you to record calls coming in or going out, make sure the extension is set up with the record feature enabled (either OnDemand (normal) or Always) (see later in configuring the extensions) and then go to Admin(tab)>General_Settings and edit as follows:
Asterisk Dial Command Options go from “tr” to “trw” (lowercase w)
Asterisk Outbound Dial Command Options Asterisk Dial Command Options go from “” to “W” (Uppercase W)
Click Submit_Changes
Click Apply_Configuration_Changes
Click Continue_with_Reload
(Note1: to activate/deactivate recording on a call, enter “*1” (not including quotes)(make sure to press the * and 1 quickly since delays between key presses could result in the system not recognizing the two keys as linked for a command)
(Note2: to hear the recordings that are made this way, click on the “Voicemail and Recordings (ARI)” link on the splash screen when the FreePBX web interface is launched or the “Recordings” tab if already in the Administrators view in FreePBX and sign in with the extension and voicemail password.  Click on “Call Monitor” to hear recordings.
(Note3: to archive the recordings to another location, from within Webmin go to Others>File_Manager, go to /var/spool/asterisk/monitor/ and locate the relevant recording.  You can Save it to your Windows PC)
To have Asterisk ONLY leave the user-recorded greetings and NOT append the system message “Please leave message after the tone” after the user greetings, Admin(tab)>General_Settings, and in the Voicemail settings edit as follows:
Check the box alongside the “Do not play …” selection
Click Submit_Changes
Click Apply_Configuration_Changes
Click Continue_with_Reload
To make sure Asterisk uses a 24-hr clock instead of a 12-hr clock (it should be set this way by default, but check it; if it is set to use a 12-hr clock, the date stamps on the Backup and Restore can get out of synch), go to Admin(tab)>General_Settings and scroll down to the “International” Settings and edit as follows:
International_Settings>24-hour_format: Yes
Click Submit_Changes
Click Apply_Configuration_Changes
Click Continue_with_Reload
To enable the system to send emails with voicemail attachments and to provide email updates about system intrusions, issues, … 
Go to Admin(tab)Basic>>General_Settings, scroll down to the “Online Updates” settings and edit as follows:
Set Check for Updates to Yes (may already be set)
enter the email address to which notices are to be sent
Click Submit_Changes
Click Apply_Configuration_Changes
Click Continue_with_Reload
To set the system up so it automatically synchs with an external (NTP) time server,
Webmin>Hardware>SystemTime>TimeServerSynch(tab)
Time Server Hostname: 1.pool.ntp.org
Synchronize on Schedule: Yes (at times below)
Schedule:
Minutes: Set Any one Minute (accept default)
Hours: deselect the one selected (<ctl>-click) and Select All
Days, Months, Weekdays: All (should already be set by default)
Click SynchAndApply
Webmin>Hardware>SystemTime>Change timezone(tab)
America/NewYork (Eastern time) (For some reason, Choosing Toronto does NOT work, so use NewYork if you want EST)(Is probably set by default so no need to change or save)
Click Save
[bookmark: _Toc251004290][bookmark: _Toc251004563][bookmark: _Toc293904627]Creating Extensions
Go to FreePBX>Admin>Extensions
Click Add_Extension
Select Generic_SIP_Device (for our examples)
Click Submit
I created 2 extensions for each phone number.  For one I used a regular extension number and had that permanently configured to work with the system set-up.  For the other I used another extension set and had that set up so I could access the system from my laptop’s softphone remotely without having to remember to disable the home configuration first.  I had the regular extension set to FollowMe to the remote extension so the remote would get calls if being used.  I had the remote use the same Oubound_CID so it would look to anyone I called that I was at the regular extension.  To set yours up like this, create the remote extension first so you have something to add to the FollowMe list for the regular extension when you add it.  You can also do this via Ring Groups, setting up multiple extensions and have the incoming calls go to the Ring Group which has the extensions listed in it.  Your choice which is better.
Do NOT use the full 10-digit trunk name for the extension; you can always use Inbound Routes to have a call to a 10-digit trunk go to the desired extension.  When I used a 10-digit trunk number as an extension, I found it interfered with the Outbound Route setup.
Fill in the fields with information
User_Extension (n-digit phone number)
Display_Name (Text Field to Describe Extension)
Outbound CID (Use format “NameDescr” <10-digitnumber> to override Trunk CallerID
Call Waiting: Enable (Disable if you do not want it; Note that if you have an IP phone on the Extension that is capable of handling multiple lines, and the Global SIP settings on the IP Phone are set to the one Extension, you want this Enabled so that the second line will ring if another call comes in to that Extension while you are on the phone.)
Emergency CID: (leave blank if do not want to use this feature, but enter in format <NXXNXXXXXX> if you want to have a different CID than the Outbound CID be used when you dial 911)
SIP secret (Client Password, NOT Trunk Password)
Voicemail Status: Enabled for 10-Digit, Disabled for 4-Digit
Voicemail Password
Email Address
Email Attachment: Yes
Play CID: Yes
Play Envelope: Yes
Delete Voicemail: No
Note: If you are using a version of FreePBX with the End Point Manager installed and enabled (potentially in FreePBX 2.7 or above from PBXiaf) you will have additional "End Point Manager" settings available below the Voice Mail section.  
Mac Address
Brand
Model
Line 
Template
You can leave this section blank for now and after completing the section on End Point Manager under the "Connecting Handsets - IP Phones" section below (22), you will see the values populated in the Extensions user interface.  If you had already created cusom templates and could apply them, you could add them here now, but I thought it would be bettter to just leave this section blank now and handle the End Point Manager settings as a group later on.  Note that once you have all the initial settings/templates/... done by the End Point Manager, you could use this section later if just adding an Extension using a pre-created template.  Your call if you skip to End Point Manager (In Connecting Handsets - IP Phones) now and come back here after to use this section.
Click Submit
Click Apply_Configuration_Changes
Click Continue_with_Reload
If you want to establish “Follow Me” settings, now click on that link (near top of screen, under Delete_Extension)
Initial Ring Time: 4
Ring Strategy: ringallv2-prim
Follow-Me List: add the remote extension(s)
Confirm Calls: Check Box Enabled
Destination if No Answer: Voicemail: <10-Digit Extension> <ExtensionName” (unavailable)
To configure this extension for higher quality voicemail recordings, go into the FreePBX User mode for this extension Admin>Recordings(tab)  (Note this may already be set to .wav so no changes may be required):
Audio Quality: Best Quality (.wav) and <Update>
Update
[bookmark: _Toc293904628]Creating Ring Groups
Go to Admin > Ring Groups>Add a Ring Group and for each Ring Group define the following fields:
Ring Group Number
Group Description
Extension List (Can use Extension Quick Pick drop down menu)
Destination if No Answer
[bookmark: _Toc293904629]Enabling Parked Calls
Go to Admin> ParkingLot
Enable Parking Lot Features: Checked
Parking Lot Extension: <extension to be used>
Number of Slots: 2
Parking timeout: 2 minues
Destination for Orphaned Parked Calls <set>
Click Submit
Click Apply Configuration Changes
Click Continue with Reload
Program Phones to use Park and Pickup
To Park: Create Speeddial with " ##<park ext>#" (including quotes) in value
To Pickup: Create Speddial with " <park ext +1>#" (including quotes)  (# ensures immediate dial) in value
[bookmark: _Toc293904630]Enabling Paging
Go to Admin>Feature Codes
Paging and Intercom: Intercom Prefix: Enable
Click Submit
Go to Admin>Paging and Intercom
Click Add Paging Group
Enter in fields
Paging Extension
Group Description
Device List (<Ctl>-Click to select Multiples)
Duplex: Checked
Default Page Group: Checked (for one group)
If NOT using the .cfg file method to configure the Aastra phones, then, using your Browser, go to the web interface for the phone (assuming Aastra - once handset is added below) by typing Phone IP and using (if default is still in use).  If the .cfg file mehod described below is being used, then thiese paramteres are included in the settings.
UserID: admin
Password: 22222
Go to Preferences
Outgoing Intercom Settings
Type: Server-Side
Prefix Code: *80
Line: 2
Incoming Intercom Settings
Duplex: Enable
Save
[bookmark: _Toc251004296][bookmark: _Toc251004569][bookmark: _Toc293904631]Establishing Time Schedules and Actions
If you want to have different treatment of incoming call at different times of the day/week/… (I wanted my home office to ring the extension during the day but go straight to voicemail at night (until 7:00AM) ) follow these instructions.  If not, just skip to the next step.
Create Time Groups
Admin> TimeGroups
Click Add_Time_Group
Description: 7AM to 9PM (a text field)
Time to start: 7:00
Time to finish: 21:00
Click Submit_Changes
Click Apply_Configuration_Changes
Click Continue_with_Reload
Create Time Conditions (One for each Extension/Ring Group controlled by a schedule)
Admin> TimeConditions
Click Add_Time_Condition
Time Condition Name: (Free text field; Edit based on Extension/Ring Group being scheduled)
Time Group: Select 7AM_to_9PM
Destination if time matches: Extensions <10-digit extension>
Destination if time does not match: Voicemail <10-digit extension> (unavailable)
Click Submit_Changes
Click Apply_Configuration_Changes
Click Continue_with_Reload
[bookmark: _Toc293904632][bookmark: _Toc251004291][bookmark: _Toc251004564]Enabling Conferencing
Enable the Conference Module
Go to FreePBX>Admin>Setup>Conference
Click Add Conference and specify:
Conference Extension: 
Conference Name:
User PIN: 
Admin/Leader PIN: 
Configuration
Join Message: No (no option here)
Leader Wait: Yes
Talker Optimization: No
Talker Detection: No
Quiet Mode: No
User Count: Yes
User Join/Leave: Yes
Music on Hold: Yes
Music on Hold Class: Default
Allow Menu: No
Record Conference: No
Maximum Participants: No Limit
Click Submit
Click Apply Changes
Click Continue to Reload
Enable an Inbound route for external users to join the Conference
Enable a Trunk (per below) to be used for the Conference
Create an Inbound Route (per below) directing external participants to the Conference Extension
[bookmark: _Toc293904633]Connecting Handsets: SoftPhones (3CX and x-Lite used for this configuration)
3CX
A relative newcomer to the softphone stage, and not as full featured as the eyebeam (paid-for) software from Counterpath, but very simple and efficient to install, configure and use.  In 2010, when Counterpath went to the new design of x-Lite/eyebeam, it became slow to launch and not as intuitive as I wanted, so I switched to 3CX.  It has the user interface of an iPhone app so if you like that look, give it a try.
Install and launch the phone app
Right-click on the 3CX logo on the face of the phone
Under Preferences
Change RTP Ports to 10002 to 20000
Enable Video (if you want to) and select Video Camera
Check the Microphone and Speaker settings to make sure the Mike and Sound are coming from and going to the proper places
Check the other settings to ensure they are what you want (default is usually good)
Click OK
Right-click on the 3CX logo on the face of the phone
Under Accounts
Click New
Account Name: <text field to display on screen face>
Caller ID: Leave blank and use CallerID from extension settings
Extension: <extension_Number>
ID: <extension_Number>
Password: <SIP_Secret_for_Extension>
My Location:
In the Office: <localhost_IP_Address>
Out of the Office: <External_IP>
(Optional - to set VM Command Code) Click on Advanced Settings
PBX voicemail: *98 (*97 if there is a VM on this extension; *98 if you want to use this extension to pick up VM from other extensions.  Since I use the softphones as remote phones, I have a VM on my main phone and use the remote phones to access that VM)
Click OK
Click OK
If you have more than one Account defined, make sure the one you want is Checked
Click OK
X-Lite
NOT meant for the faint-of-heart, there is a hidden access code that lets you get to and edit advanced configuration features for x-Lite/eyeBeam.  This can really mess up your softphone so not play with this unless you really know what you are doing.  To access these advanced features, from the dial pad dial ***7469<send> and a window will pop up giving you access to a lot of paramters.
Note that in some installations/configurations, particularly using Linksys gear, the eyeBeam/x-Lite application will work fine when connected on hard-wire/Ethernet, but NOT when connected wirelessly.  Some suggest turning off QoS on the Router/WAP and this does make it work but you lose the QoS functionality you want from your Router/WAP.  Others suggest turning off QoS in the eyebeam/x-Lite, which again will work, but is drastic.  Try, in the eyeBeam/x-Lite application going to Options>Advanced>QoS and setting the Audio/Video/Signalling thresholds to 31 each, instead of the 46/38/40 they are at factory default.  If this works, great, use it; if not, try lower settings or disabling the QoS in eyeBeam/x-Lite.
Also note that in some cases, the remote x-lite or eyebeam phones (ie phones outside the LAN/Firewall) will hang up after about a 30-second connection.  To rectify this:
go to the advanced settings by dialing ***7469 <send>
enter inactivity in the search field and click “Apply Filter”
double-click on rtp: inactivity: timer_enabled
change the 1 to a 0
Click OK
Close the Window
Click Save
Close and restart the Softphone
Right Click on face of software and select SIP_Account_Settings
Click Add
In the Account tab enter information in the fields:
Display_Name (Text Field to Describe Extension)
User_Name (= Extension)
Password (=SIP secret NOT Trunk password)
Authorization_user_name (= Extension)
Domain (<localhost_IP_Address> of PBXiaf Server):5060 (5060 is port to use for connection)
In the Voicemail tab enter information in the fields (for 10-digit Extensions only):
Number to dial for Checking Voicemail: *97
In the Topology tab, set the ports to be used
Manually Specify range: Checked
10002 - 20000
Click Apply
Click OK
Click Close
[bookmark: _Toc251004292][bookmark: _Toc251004565][bookmark: _Toc293904634]Connecting Handsets: IP Phones (Aastra 6753i used for this configuration)
These instructions show you how to set up the Aastra phones using the .cfg files stored in the /tftpboot directory.  Each time the Aastra phone powers up (or is Restarted by a command from the phone interfacer or the web GUI) the phone looks to the tftpboot directory to see what its settings should be and to get the most current firmware stored on the server for that phone.  The actual place the phone looks for its settings is determined by the Configuration Server setup of the phone.  If the phone is local (ie inside the router on the same network as the asterisk server), the phone is normally set to use the local tftpboot directory driven from the tftp server built into PBXiaf.  If the phone is remote (ie outside the router) then normally the phone is set to look at an ftp site for the settings.  These instructions show the tftpboot setup but similar instructions also apply for an ftp setup.
The hierarchy of how the Aastra phone generates its settings is as follows (last one listed has precedence if conflict occurs):
aastra.cfg (if it exists)
<mac>.cfg (unique per phone and special settings customized for each phone)
In addition, if the admin/user does any further configurations using the Phone’s Web GUI or the Phone’s built-in Menu, then these changes override the config files based on the last-entered of:
Web GUI
Phone Menu
Using the phone’s On-Set Menus, Erase Local Configuration and reset the phone to Factory Default Settings (just to eliminate any off-norm settings that may have previously been created)
From the phone Admin Menu with Password 22222 (if left at Default; if not, get the one it has been changed to)
Scroll Down to Erase Local Cfg and initiate
Restart Phone
Scroll Down to Factory Default and Initiate
Restart Phone
Create the configuration files aastra.cfg and <mac>.cfg using End Point Manager (ie you ARE using a version of FreePBX that came with the End Point Manager module under Tools)
Use this OR the manaul method (below) to create config files but NOT both or they will overwrite each other and you will end up with a mess that might result in your phones being unable to boot
setup-tftp <enter>
It may come back and tell you it is already up and running. Fine, no damage done.
If you want to add End Point Manager and you have a PBXiaf distro with v2.7 or above of FreePBX, they (yes, the ubiquitous they) say you can manually add the EndPoint Manager and it will work fine.  Your call if you want to do this.
To add End Point Manager (or upgrade the one that came pre-installed):
Go to http://mirror.freepbx.org/modules/release/2.9/endpointman-2.9.latest.tgz 
or to http://projects.colsolgrp.net/projects/endpointman/files 
and download the latest release (NOT beta or RC) version to your PC
Go to FreePBX > Tools > Module Admin > Upload Module
Browse to the location on your PC where you downloaded the latest version (in a tar.gz file) and Upload it
Go to FreePBX > Tools > Module Admin > Upload Module
Click on PBX End Point Manager
Click on Install (or Upgrade and Enable if you are upgrading)
Click on Process (top right corner), Confirm, Return, Apply Configuration Changes and then Reload
Note: you can also use this method to upgrade an already installed version.  End Point Manager is not yet an officially bundled Module so it wll not automatically get the Upload notification from FreePBX.  The End Point Manager that came with my distro of PBXiaf was 2.9.0.8 and the most current version was 2.9.1.2 so I did upgrade and so far, no problems.
FreePBX > Tools > End Point Manager : End Point Advanced Settings
Click Show/Hide Brands / Models
Hide all but AAstra 6753i and 6757i (that's all I use so I hid the rest to make the End Point Manager user interface less cumbersome)
FreePBX > Tools > End Point Manager : End Point Configuration
Click on Install button under the Aastra heading
Click on the Enable button under 6753i and 6757i in the Aastra Models list
Click on Check for Updates to see if there are any more current firmware versions available.
Click on Install Firmware (to download and install into directory tftpboot the latest firmware for the Brand models)
FreePBX > Tools > End Point Manager : End Point Advanced Settings
Click on "Settings" (it is usually the default first screen so should already be there) and just check that the settings entered are correct.
Click "Product Options / Configuration Editor"
In Select Product, select, from the Drop-Down menu , the product family (in my case Aastra Models: ..... 67xx) and then click on Select
Under Local File Configs
Click on the $mac.cfg file (to bring it to the editor window)
Scroll down and change the name shown in the "Save As" box and click Save As to create a User-Defined $mac.cfg file (You could just directly edit the basic system-provided $mac.cfg file, but then you have no back-up so I like to create my own and work on it)
Edit the newly-created $mac.cfg file to the custom settings you want used and click Save.  I created 3: $mac_6753i_No_CallList.cfg, $mac_6753i_Show_CallList.cfg (same as No_CallList except 1 parameter), and $mac_6757i.cfg
$mac_6753i_No_CallList.cfg
# 
#  RC Template for 53i <mac> Config Files 
#  used by End Point Manager
#      for Local 53i Phones (Inside the firewall)
#      which have a unique ring tone for Line 3
#      for phones that do NOT have Missed Calls displayed
#
#################PROVISIONER.NET#################
# This Configuration file was generated from the Provisioner.net Library by {$provisioner_processor_info}
# Generated on: {$provisioner_generated_timestamp}
# 
# Provisioner Information Follows:
# Brand Revision Timestamp: {$provisioner_brand_timestamp}
# Family Revision Timestamp: {$provisioner_family_timestamp}
#
##################################################
# 
#  with RC settings added
#
# ====================================
# 
# Declare if want Phone to Display Missed Call Count
# 0 if DO; 1 if do NOT want the phone to show missed calls
missed calls indicator disabled: 1
# 
# Enable DHCP Server (set to 0 if want to used Fixed IP Addresses)
# (Note that as of End Point Mananger v2.9,1.2 there is no way to use Static IPs)
dhcp: 1
# 
# Fixed IP Address of the Phone (only if DHCP is disabled)
# ip: 192.168.1.204
#
# Configure Gateway and DNS (only if DHCP is disabled)
# default gateway: 192.168.1.1
# dns1: 208.67.222.222
# dns2: 208.67.220.220
# 
# Configure SIP Server
sip proxy ip: {$server.ip.1}
sip proxy port: 5060
sip registrar ip: {$server.ip.1}
sip registrar port: 5060
# 
# Set Timeout for spacing of Dialing digits
sip digit timeout: {$sip_digit_timeout|4}
#
# Set Global SIP Parameters
sip dtmf method: 0
#
# Line Parameters (Set using End Point Manager)
{line_loop}
sip line{$line} screen name: {$displayname}
sip line{$line} screen name 2: Ext: {$ext}
sip line{$line} display name: {$displayname}
sip line{$line} auth name: {$ext}
sip line{$line} user name: {$ext}
sip line{$line} password: {$secret}
sip line{$line} dtmf method: 0
{/line_loop}
#
line3 ring tone: 4
# 
# Set the Audio toggle speaker-handset
audio mode: 0
# 
# Configure the Programmable Keys
#
# Unlock the Programmable Keys that are locked by default
prgkey1 locked: 0
prgkey2 locked: 0
prgkey5 locked: 0
prgkey6 locked: 0
# 
{loop_prgkey}
prgkey{$number} type: {$type}
prgkey{$number} value: {$value}
prgkey{$number} line: 1
{/loop_prgkey}
# 
# prgkey1 type: speeddial # Park
# prgkey1 value: ",#,#,70,#"
# prgkey1 line: 1
# prgkey2 type: speeddial # Pickup
# prgkey2 value: "71#"
# prgkey2 line: 1
# prgkey3 type: speeddial # Page
# prgkey3 value: "70707#"
# prgkey3 line: 1
# prgkey4 type: callers # Caller List
# prgkey4 value:
# prgkey4 line: 1
# prgkey5 type: conf # Conference
# prgkey5 value:
# prgkey5 line: 1
# prgkey6 type: speeddial # Voicemail
# prgkey6 value: "*97"
# prgkey6 line: 1
#
# Configure tftp Server
download protocol: {$provisioning_protocol}
tftp server: {$provisioning_server}
http server: {$provisioning_server}
http path: {$provisioning_path}
# 
# Declare name of Firmware File on server
upgrade file name: 53i.st
# 
# Set Source Server for xml scripts
xml application post list: {$provisioning_server}
#xml scripts start
#xml scripts end
$mac_6757i.cfg
# 
#  RC Template for 57i <mac> Config Files 
#  used by End Point Manager
#      for Local 57i Phones (Inside the firewall)
#      which have a unique ring tone for Line 3
#      for phones that DO have Missed Calls displayed
#
#################PROVISIONER.NET#################
# This Configuration file was generated from the Provisioner.net Library by {$provisioner_processor_info}
# Generated on: {$provisioner_generated_timestamp}
# 
# Provisioner Information Follows:
# Brand Revision Timestamp: {$provisioner_brand_timestamp}
# Family Revision Timestamp: {$provisioner_family_timestamp}
#
##################################################
# 
#  with RC settings added
#
# ====================================
# 
# Declare if want Phone to Display Missed Call Count
# 0 if DO; 1 if do NOT want the phone to show missed calls
missed calls indicator disabled: 0
# 
# Enable DHCP Server (set to 0 if want to used Fixed IP Addresses)
# (Note that as of End Point Mananger v2.9,1.2 there is no way to use Static IPs)
dhcp: 1
# 
# Fixed IP Address of the Phone (only if DHCP is disabled)
# ip: 192.168.1.204
#
# Configure Gateway and DNS (only if DHCP is disabled)
# default gateway: 192.168.1.1
# dns1: 208.67.222.222
# dns2: 208.67.220.220
# 
# Configure SIP Server
sip proxy ip: {$server.ip.1}
sip proxy port: 5060
sip registrar ip: {$server.ip.1}
sip registrar port: 5060
# 
# Set Timeout for spacing of Dialing digits
sip digit timeout: {$sip_digit_timeout|4}
# 
# Set Global SIP Parameters
sip dtmf method: 0
#
# Line Parameters (Set using End Point Manager)
{line_loop}
sip line{$line} screen name: {$displayname}
sip line{$line} screen name 2: Ext: {$ext}
sip line{$line} display name: {$displayname}
sip line{$line} auth name: {$ext}
sip line{$line} user name: {$ext}
sip line{$line} password: {$secret}
sip line{$line} dtmf method: 0
{/line_loop}
#
line3 ring tone: 4
#
line4 ring tone: 4
# 
# Set the Line to use by default when go off-hook
preferred line: 3
preferred line timeout: 0
# 
# Set the Audio toggle headset-speaker-heandset
audio mode: 2
# 
# Configure the Soft-Keys
#
{loop_topsoftkey}
topsoftkey{$number} type: {$type}
topsoftkey{$number} label: "{$label}"
topsoftkey{$number} value: {$value}
topsoftkey{$number} line: 3
{/loop_topsoftkey}
#
# topsoftkey1 type: speeddial
# topsoftkey1 label: Park
# topsoftkey1 value: ",#,#,70,#"
# topsoftkey1 line: 1
# topsoftkey1 status: connected
# topsoftkey2 type: speeddial
# topsoftkey2 label: Pickup
# topsoftkey2 value: "71#"
# topsoftkey2 line: 1
# topsoftkey3 type: speeddial
# topsoftkey3 label: Page
# topsoftkey3 value: "70707#"
# topsoftkey3 line: 2
# topsoftkey4 type: speeddial
# topsoftkey4 label: "Voice Mail"
# topsoftkey4 value: *97
# topsoftkey4 line: 1
# topsoftkey5 type: callers
# topsoftkey5 label: "Call List"
# topsoftkey5 line: 1
#
{loop_softkey}
softkey{$number} type: {$type}
softkey{$number} label: "{$label}"
softkey{$number} value: {$value}
softkey{$number} line: 3
{/loop_softkey}
#
# Configure tftp Server
download protocol: {$provisioning_protocol}
tftp server: {$provisioning_server}
http server: {$provisioning_server}
http path: {$provisioning_path}
# 
# Declare name of Firmware File on server
upgrade file name: 57i.st
# 
# Set Source Server for xml scripts
xml application post list: {$provisioning_server}
#xml scripts start
#xml scripts end
Click on the aastra.cfg file
Scroll down and change the name shown in the "Save As" box and click Save As to create a User-Defined $aastra.cfg file (You could just directly edit the basic system-provided $aastra.cfg file, but then you have no back-up so I like to create my own and work on it)
Edit the newly-created $aastra.cfg file to the custom settings you want used and click Save.  I created one: aastra_RC.cfg
aastra_RC.cfg
# 
#  RC Template for Aastra Config Files
#  Used by End Point Manager
# 
#  Built on the base template provided by :
#################PROVISIONER.NET#################
# This Configuration file was generated from the Provisioner.net Library by {$provisioner_processor_info}
# Generated on: {$provisioner_generated_timestamp}
# 
# Provisioner Information Follows:
# Brand Revision Timestamp: {$provisioner_brand_timestamp}
# Family Revision Timestamp: {$provisioner_family_timestamp}
#
##################################################
# 
#  with RC settings added
# 
# ====================================
# 
# Set and lock admin password
!admin password: 22222
# 
# Enable web GUI interface
web interface enabled: 1
# 
# Set Menus to Full Menu (as opposed to simplified Menu)
options simple menu: 0
# 
# Configure Ethernet Ports 
pc port passthru enabled: 1
ethernet port 0: 0 # auto-negotiate
ethernet port 1: 0 # auto-negotiate
# 
# Enable SIP rport to assist when client is behind NAT/Firewall
sip rport: 1
# 
# Set RTP Port to start at range enabled by Port Forwarding and Firewall
sip rtp port: 10002
# 
# Set so phones only update configuration and firmware when manually restarted
auto resync mode: 0
# 
# Lock Phone so user cannot change Button Configuration or reprogram Speed Dails
speeddial edit: 0
#
# Localization
tone set: US
# 
# Enable Distinctive Ring for Calls with Alert from Server
priority alerting enabled: 1
#
# Set time/date display parameters
time format: 0 # 12 hr format
date format: 9 # WWW DD MMM
time zone name: Custom # Set dst settings manually since built-in ones do not seem to work
time zone minutes: 300 # EST - add 300 minutes - 5 hours - to UTC for this time zone (EST)
dst minutes: 60 # Add 60 minutes during summertime
dst [start|end] relative date: 1 # Use relative settings since do not use same date each year
dst start month: 3 # March
dst start week: 2 # Second week of the month
dst start day: 1 # Sunday
dst start time: 2 # 2AM
dst end month: 11 # November
dst end week: 1 # First week of the month
dst end day: 1 # Sunday
dst end time: 2 # 2AM
time server disabled: 0
time server1: 1.pool.ntp.org
time server2: 2.pool.ntp.org
time server3: 3.pool.ntp.org
# 
# Enable Intercom and Paging
sip intercom type: 2
sip intercom prefix code: *80
sip intercom line: 3
sip allow auto answer: 1
sip intercom mute mic: 0 # Override to 1 for Remote Phones
sip intercom warning tone: 1
sip intercom allow barge in: 1
#
# Disable Live DialPad
live dialpad: 0
# 
# Suppress DTMF playback when using softkey
suppress dtmf playback: 1
#
# Disable auto-look to Aastra Server for Factory Reset
contact rcs: 0
#
# Set Registration Timers (low) to prevent No Service issues
sip registration period: 30
sip registration retry timer: 1800
sip registration timeout retry timer: 120
sip registration renewal timer: 15
#
# Reconfigure to use non-standard SIP Codec parameters (optimize throughput for Asterisk)
sip use basic codecs: 0
sip customized codec: payload=9;ptime=30;silsupp=on,payload=18;ptime=30;silsupp=on,payload=0;ptime=30;silsupp=on,payload=8;ptime=30;silsupp=on
sip mode: 0
FreePBX > Tools > End Point Manager : End Point Template Manager
Create new custom templates as required, entering the General and Keys settings that will be used for this template:
Aastra_6753i_No_CallList
Aastra_6753i_Show_CallList
Aastra_6757i
FreePBX > Tools > End Point Manager : End Point Device List
Click on GO for "Search for new devices in NetMask"
Select the device you want to configure and Add it to the managed devices list
Select the Device from the Managed deveices and choose
Model Number (confirm)
Line (if specifying a 2nd,3rd,... Line/Ext combination, click the + icon first)
Extension Number
Template
and Save
Click on the checkbox beside the phone just configured and, in "Selected Phones" section, click on "Rebuild Configs for Selected Phones" (with Reboot Phones checkbox selected)
Create the configuration files aastra.cfg and <mac>.cfg using the manual method (ie you are NOT using a version of FreePBX that came with the End Point Manager module under Tools) (kept here for backwards compatibility for pre-EndPoint Manager installs)
Use this OR the End Point Mananger method (above) to create config files but NOT both or they will overwrite each other and you will end up with a mess that might result in your phones being unable to boot
Using Putty, pointed to <localhost_IP_Address>, at a root-level SSH Command-Line-Interface 
setup-tftp <enter>
It may come back and tell you it is already up and running. Fine, no damage done.
If you are NOT using End Point Manager, (ie are NOT using a version of FreePBX that came with the End Point Manager module under Tools) follow these instructions 
Create an aastra.cfg file within the tftpboot directory
setup-aastra <enter>
1 <enter> (this puts a basic aastra.cfg file into the /tftp server folder)
`Do NOT run this if you have already loaded the desired aastra.cfg file into tftpboot
As a minimum, the aastra.cfg file should contain:
#aastra default config file
time server disabled: 0
time server1: <localhost_IP_Address>
sip proxy ip: <localhost_IP_Address>
sip proxy port: 5060
sip registrar ip: <localhost_IP_Address>
sip registrar port: 5060
sip digit timeout: 6
xml application post list: <localhost_IP_Address>
Check on the Aastra site at http://www.aastra.com/cps/rde/xchg/SID-3D8CCB6A-30DA72B5/04/hs.xsl/19462.htm under the Model number (53i, 57i, …) for the latest Firmware version and download it to the asterisk server by
Save the firmware version to the Windows PC
Using Webmin>Others>File Manager
Open /tftpboot folder
Upload the new Aastra firmware files to /tftpboot
53i.st
57i.st
Create a <mac>.cfg file in /tftpboot for each Aastra phone to be connected.  
Get the Mac Address of the Phone from the Web GUI Network Menu (it will be the digits after the Phone Model # (ie 53iXXXXXXXXX)
As a minimum, each <mac>.cfg file will have the following entries:
sip line1 screen name: 
sip line1 display name: 
sip line1 auth name: 
sip line1 user name: 
sip line1 password: 
sip line1 vmail: *97
sip line1 mode: 0
Fully functional <mac>.cfg files can be created which make configuring and updating Aastra phones relatively painless.
Upload each <mac>.cfg file to /tftpboot
Now using the phones On-Set Menus, set the Configuration Server settings
Using the Phone UI, select the Tools button, scroll down to and Enter the Phone Status menu
Scroll Down to and Enter IP & Mac Addresses
Scroll Down and read the IP Address 
Note: the Factory defualt is DHCP enabled, so when the phone recovers from a Reset to Factory Default, it will have a DHCP-assigned IP address
To use the Browser GUI, go to the <Phone_IP> of the phone using 
Find <Phone_IP> of Phone by looking at Router DHCP Table or by getting it from the Phone’s built-in Menu system under Network.
Sign-On
UserID: admin
PssWd: 22222
AdvancedSettings>Configuraton Server
If will be inside the LAN
Settings: Downolad Potocol: tftp
Primary Server: <localhost_IP_Address>
If it will be remote
Download Protocol: FTP
FTP Server: <as specified = hostname for FTP server>
FTP UserName:
FTP Password:
Click on Save Settings
Operation>Reset
Note: If your Browser is set to prevent pop-ups, this will not work, so just use the phone user interface to Restart the Phone: Tools > Restart Phone (menu selection affter admin menu)
Click on Restart
Confirm you want to restart phone
[bookmark: _Toc251004293][bookmark: _Toc251004566][bookmark: _Toc293904635]Connecting Handsets: Analog Phones via an ATA (Cisco SPA2102)
Reset to Factory Default Settings
Unplug ATA
Hook POTS Analog Phone up to Line 1
Plug in ATA
UnHook Phone
Press: ****
Press 73738 #
Press: 1 
The system will hang up on you as it resets
Unhook Phone
Press ****
Press 101 # (to set Connection Type)
Press 1 # (to select Static IP)
Press 1 (to Save)
Press 111 # (to set Static IP Address)
Enter Static IP Address using * for period and then # (nnn*nnn*nnn*nnn#)
Press 1 (to Save)
Press 121 # (to enter NetWMask)
Press 255*255*255*0 #
Press 1 (to Save)
Press 131 # (to enter Gateway IP Address)
Enter Gateway address then # (kikely 192*168*1*1# if CISCO Router)
Press 1 (to Save)
Press 7932 # (to enable WAN Access to the Web-based Utility)
Press 1 (to Save)
Hang Up
Web UI IP
192.168.0.1 (after reset to factory default settings)
nnn.nnn.nnn.nnn (when configured)
Router (tab)
WAN Setup
Internet Connection Type: Static (set above)
Static IP: nnn.nnn.nnn.nnn (set above)
NetMask: 255.255.255.0 (set above)
Gateway: 192.168.1.1  (set above) (Normal, may be different in your setup)
Leave rest at Default settings
LAN Setup
Networking Service: Bridge
Enable DHCP Server: No
Leave rest at Default settings
Voice Setup
System
Leave all at Default settings
SIP
Leave all at Default settings
Provisioning
Leave all at Default settings
Regional
Leave all at Default settings
Line 1
SIP Proxy – Require: <localhost_IP_Address>
Proxy: <localhost_IP_Address>
Display Name <extension>
UserID: <extension>
Password: Password: SIPSecret for Extension (NOT trunk)
Auth ID: <extension>
Use Auth ID: Yes
Dial Plan: (*xx|[3469]11S0|0|00|1xxx[2-9]xxxxxxS0|[2-9]xx[2-9]xxxxxxS0|[2-9]xxxxxx|xxxxxxxxxxxx.)
Leave rest at Default settings
Line 2
SIP Proxy – Require: <localhost_IP_Address>
Proxy: <localhost_IP_Address>
Display Name <extension>
UserID: <extension>
Password: SIPSecret for Extension (NOT trunk)
Auth ID: <extension>
Use Auth ID: Yes
Dial Plan: (*xx|[3469]11S0|0|00|1xxx[2-9]xxxxxxS0|[2-9]xx[2-9]xxxxxxS0|[2-9]xxxxxx|xxxxxxxxxxxx.)
Leave rest at Default settings
[bookmark: _Toc251004294][bookmark: _Toc251004567][bookmark: _Toc293904636]Creating User-Defined Greetings for the Extensions, including the Voicemail Prompts
Remove the default vmail boxes (I do not know why they were left there in the first place, but they form a potential security breach, so eliminate them)
Go to /etc/asterisk (choose if you want to do this via Putty CLI or Wemin>Others>FileManager; you have enough experience by now)
create voicemail.conf.orig as a backup to voicemail.conf
Edit the voicemail.conf file by commenting out (by adding a ; at the beginning of the line) the following lines (near the end of the file)
in the [default] section 
1234 => 4242,Example Mailbox,root@localhost
in the [others] section
1234 => 5678,Company2 User,root@localhost
Save the changes and Reboot the system
Using an Extension, dial *97 (or, if connecting from another extension and want to set up all Greetings from that extension, Dial *98 and enter the Extension for which you want to record greetings)
Enter your Password
Press 0 to enter Personalized Greetings menu
Press 1 to Record your Unavailable Greeting followed by # then 1
Press 2 to Record your Busy Greeting followed by # then 1
Press 3 to Record your Name followed by # then 1
Hang Up and test the greetings by dialing the extensions
[bookmark: _Toc251004295][bookmark: _Toc251004568][bookmark: _Toc293904637]Connecting Trunk(s) to the Service Provider – Unlimitel
(If using Unlimitel as the provider of SIP trunks) Hard Code the Unlimitel SIP and IAX URLS as IP Addresses to avoid any DNS lookup issues and to generally speed up interaction with Unlimitel. (Note that you could do this via Webin in the Networking>NetworkConfiguration>HostAddresses section, but there you need to add them one at a time and with this quantity, it is more efficient via Putty or Webmin>Others>FileManager)
Launch Putty
cd //etc <enter>
ls -al  <enter>  (check to ensure have hosts file in the directory)
cp hosts hosts.orig <enter>
vi hosts <enter>
i <enter>
scroll down and go to the end of the last line (only a few there) and press  <enter> to create a new line then copy/paste the following
209.217.98.130 sip.unlimitel.ca
209.217.98.194 sip02.unlimitel.ca
209.217.98.218 sip03.unlimitel.ca
209.217.85.206 sip04.unlimitel.ca
209.217.98.154 sip05.unlimitel.ca
209.217.85.78 sip06.unlimitel.ca
209.217.98.254 iax01.unlimitel.ca
206.191.37.138 iax02.unlimitel.ca
209.217.98.230 iax03.unlimitel.ca
209.217.98.134 iax04.unlimitel.ca
209.217.98.158 iax05.unlimitel.ca
209.217.85.90 iax06.unlimitel.ca
64.26.157.235 sip03g729.unlimitel.ca
<esc>
:wq  <enter>
dos2unix hosts <enter>  (to clean any DOS control codes from the copy/paste)
(If using Unlimitel for sure use this and maybe even if not using Unlimitel - check your line provider to see if the configuration is any different) Go to http://www.unlimitel.ca/temp/support/voip_support/voip_configuration_samples.html to get the configuration settings from Unlimitel’s site for configuring connections to unlimitel’s Asterisk PBX.  These will also work for many other Asterisk installs, so they goive a good way to get settings.    Enter, into the configuration tool, in the following fields:
Proxy Server: sip.unlimitel.ca (or sip02, …, take from Unlimitel email)
DID: the number you are setting up – all 10 digits
Secret Password: (the Trunk Password/secret given to you by Unlimitel)
CallerID_Name: (Leave Blank to allow Extensions’ CID to pass-thru)
Server_Type: trixbox CE (I know, it seems blasphemous, just do it)
Click on “Create your config files for Asterisk”
Go to Admin> Trunks
Click Add_Trunk
Click Add_SIP_Trunk
Enter the info in the following fields by copying the corresponding data from the configurator output
Trunk Description
Maximum Channels
Outgoing Settings
Trunk Name (You can enter a free-text name here but I found it easiest when checking system status later to just use the trunk # that was entered by default)
Peer Details
Incoming Settings
User Context
User Details
Register String
Click Submit
Click Apply_Configuration_Changes
Click Continue_with_Reload
[bookmark: _Toc251004297][bookmark: _Toc251004570][bookmark: _Toc293904638]Enabling Incoming calls: Add an Inbound Route
Add one Inbound Route per Trunk (Note: this is a simplistic situation with no IVR or Queues, just straight connections from inbound call to Extension – a DID line)
Admin> InboundRoute
Click on existing ZAP/g0 trunk (A default trunk put in as an example)
Delete the Trunk (don't leave any defaul configurations intact - eliminate hacking options)
Click Add_an_incoming_route
Description: (free text field)
DID Number: <10-digit extension>
FAX Handling: Disable
Set Destination:
Time Conditions: <Time Condition Name> (if you created Time Conditions for this Extension)
Extensions: <10-digit Extension> (if no time schedules exist)
Click Submit
Click Apply_Configuration_Changes
Click Continue_with_Reload
[bookmark: _Toc251004298][bookmark: _Toc251004571][bookmark: _Toc293904639]Enabling Outgoing Calls: Add an Outbound Route
The Outbound Route contains Dial Plans to catch the dial pattern dialled by a user and direct it to a Trunk (or sequential Trunks if you have them)  Make sure all possible Dialing Patterns are captured by at least one Outbound Route’s Dial Plan (411, **?, LD, Local, International, …)
See Appendix 5 for an explanation (several actually) of what Dial Plans are and how to configure them.
For home install, always include all trunks in each Outbound Route - in case the prime trunk is congested or down - to avoid the “all lines are busy” message
Ensure each of the other plans have a . (period) as the last element if you want them to be able to handle calls normally going out the other trunk
Admin> OutboundRoutes
Delete any existing Routes that may have been included as examples
Click Add Route
Route Name:  (free text field)
Route Position: (When, in sequence of Routes/Dial Plans, will this Route be processed)
Dial Patterns: Enter the ones for this Route
Click the Trunk Sequence(s) to be used for this Dial Plan, in order of Priority (Only goes to 2nd,3rd, … if 1st is busy)
Click Submit_Changes
Click Apply_Configuration_Changes
Click Continue_with_Reload
One specific thing that is a good practice is to have special Outbound Routes for 911 calls.  Declare these Route(s) as Emergency Routes and they will take priority over other calls and they will pull the Emergency CID (if it has been specified) instead of the normal Outbound CID.  This may be useful if you have created an Outbound CID to look like something other than the location where you are actually dialing from.  MAKE SURE to complete and submit the 911 VOIP registration that your ISP provides you so the e-911 service bureau knows who you are if you do call.  If you are going to create Emergency Outbound Routes, and you have remote phones at a location other than the server location, you can also force the 911 calls from that extension to go out a trunk local to that location, so the local 911 operator gets the call, not the 911 operator near the server.  Do this by adding a “/_<extension_number>” (without the quotes) after the dial pattern.  You could just use “/<extension_number>” (leaving out the “_”) but some say including the Pattern Matching syntax increases the reliability of the feature working, so I have used it.  (Note: IF you use CID Num Alias, enter this as the <ext>, not the actual <ext> since the CID Num Alias overrides the actual <ext>.)  Make sure to place the 911 Special routes at the top of the Outbound Routes list (use the arrow keys on the list on the right) to get the 911 calls captured and treated first.  The example below assumes I have the server in a 519 area code with all my extensions except 1 satellite phone (extension 1234) in the 416 area code AND that I have real Outbound CIDs for each extension so I did NOT need to use the Emergency CID.  
Click Add Route
Route Name:  (911_for_416)
Emergency Dialing: Check
Dial Patterns:911/_1234
Click the Trunk Sequence(s) to be used for this Dial Plan, in order of Priority, making sure to select the 416 routes first (Only goes to 2nd,3rd, … if 1st is busy)
Click Submit_Changes
Click the arrows on the Outbound Routes list to move this Emergency route to the top
Click Submit Changes
Click Apply_Configuration_Changes
Click Continue_with_Reload
Click Add Route
Route Name:  (911_for_519)
Emergency Dialing: Check
Dial Patterns:911 (ie it will catch all 911 calls not going from 416)
Click the Trunk Sequence(s) to be used for this Dial Plan, in order of Priority, making sure to select the 519 routes first (Only goes to 2nd,3rd, … if 1st is busy)
Click Submit_Changes
Click the arrows on the Outbound Routes list to move this Emergency route 2nd from the top, after the 911_for_416 Route
Click Submit Changes
Click Apply_Configuration_Changes
Click Continue_with_Reload
[bookmark: _Toc293904640]Adding PC/Asterisk connectivity (optional)
[bookmark: _Toc293904641][bookmark: _GoBack]I put SugarCRM on the Asterisk server box so wanted this functinality as well.  It also provides you the ability to click on a phone number shown on a web page and have it automatically dialed from Asterisk.  If you want to be able to send dial commands from your PC to Asterisk or receive notification of calls from Asterisk to your PC, follow these instructions.  If not, just skip this section.  
Note: This was working in Asterisk 1.4, partially worked in 1.6 and broke in 1.8 so as soon as I get it working in 1.8, I’ll update the instructions.
In the 1.8 version of Asterisk, some things are handled differently and some things are not yet implemented, so to see what is enabled on your system, at the CLI prompt, enter
asterisk -rvvv <enter> (to get to Asterisk CLI with verbosity)
manager show settings <enter> ( to show Ports and addresses used for Asterisk 1.8)
<ctl>-c (to exit the Asterisk CLI)
The connectivity between your PC and Asterisk requires three elements
a software app that resides on the PC which accepts notices from the Asterisk server to the PC for incoming calls and sends notices from the PC to the Asterisk server for outgoing calls
an entry in the Asterisk Manager that allows the software app on the PC to log in to Asterisk and receive/send notices to/from Asterisk
a software app that resides on the server which accepts notices from the PC app to SugarCRM for incoming calls so they can be used to pop-up the relevant Account/Contact page for the CRM user, based on the incoming CallerID
For the “app” on the (CRM) Server (it is really just one page of php script)
Download the app from the SugarCRM add-on repository - called SugarForge - at http://www.sugarforge.org/projects/sugardirector - by going to http://www.sugarforge.org/frs/?group_id=877 and getting
the app at http://www.sugarforge.org/frs/download.php/6247/AsteriskSugDir.zip 
The app that was there did not strip out spaces during the search of the phone number, so to use one that does, copy/paste the following into a file called AsteriskSugDir.php
<?php
/*********************************************************************************
 Asterisk SugarDirector is a SugarCRM Account/Contact lookup program developed by
 Christopher J. Athans.  Copyright (C) 2009 Christopher J. Athans.
This program is free software; you can redistribute it and/or modify it under
 the terms of the GNU General Public License version 3 as published by the
 Free Software Foundation with the addition of the following permission added
 to Section 15 as permitted in Section 7(a): FOR ANY PART OF THE COVERED WORK
 IN WHICH THE COPYRIGHT IS OWNED BY Christopher J. Athans, Christopher J. Athans
 DISCLAIMS THE WARRANTY OF NON INFRINGEMENT OF THIRD PARTY RIGHTS.
This program is distributed in the hope that it will be useful, but WITHOUT
 ANY WARRANTY; without even the implied warranty of MERCHANTABILITY or FITNESS
 FOR A PARTICULAR PURPOSE.  See the GNU General Public License for more
 details.
You should have received a copy of the GNU General Public License along with
 this program; if not, see http://www.gnu.org/licenses or write to the Free
 Software Foundation, Inc., 51 Franklin Street, Fifth Floor, Boston, MA
 02110-1301 USA.
You can contact the author, Christopher J. Athans, via the email address cathans at
 gmail dot com.
********************************************************************************/
// Version 1.0
$sugardbhost = "<Server_IP>";                      // Server IP/FQDN of Database
$sugardbname = "sugarcrm";                      // Name of DB for sugar
$sugardbuser = "root";			// MySQL Username w/sugardb access
$sugardbpass = "passw0rd";			// Mysql Password
$sugarurl="http://<Server_IP>/<Sugar_Directory>";  	// URL to Sugar (omit trailing / )
$digitsrequired = 10;				// Number of digits required to lookup. (should usually be 10 for U.S. callerid)
// Default behaviors.  These may be overridden by passing the parameters (accountalways and opennewcontact) into the URL
$accountalways  = 0;                             // Always pull up Account page rather than Contact Page (when contact is found)
$opennewcontact = 0;				 // Open New Contact Page when no contact found
/***************************************************
**You should not have to edit anything below here.**
***************************************************/
mysql_connect($sugardbhost,$sugardbuser,$sugardbpass) or die(mysql_error());
mysql_select_db($sugardbname) or die(mysql_error());
if (isset($_GET['search'])) 
 $sstring = $_GET['search'];
else
 {
 echo "No Search Content Specified.  You MUST pass &search=<value> into the URL\n\n";
 die; }
if (strlen($sstring) < $digitsrequired )
 {
 echo "Invalid/Unavailable Phone Number.";
 exit;} 
if (isset($_GET['accountalways']))
 $accountalways = $_GET['accountalways'];
if (isset($_GET['opennewcontact']))
 $opennewcontact = $_GET['opennewcontact'];
$extras = array("-", " ", "(", ")", "+",".");
$sstring = str_replace($extras,"",$sstring); // Ensure URL # is clean
// Sugar URLs -- Accurate as of Sugar 5.2 (Should not need editing)
$acturl=$sugarurl."/index.php?module=Accounts&action=DetailView&record=";
$cnturl=$sugarurl."/index.php?module=Contacts&action=DetailView&record=";
$newcnt=$sugarurl."/index.php?module=Contacts&action=EditView&return_module=Contacts&return_action=index";
$cresult = searchContacts($sstring);
if (mysql_num_rows($cresult) >0 ) 
     {
	switch ($accountalways)
	{
	case 1:
	$crow = mysql_fetch_assoc($cresult);
	Header("Location: ".$acturl .$crow['aid']);
	break;

	default:
	$crow = mysql_fetch_assoc($cresult);
	Header("Location: ".$cnturl .$crow['cid']);
	break;
	}
     exit;
     }
$aresult = searchAccounts($sstring);
if (mysql_num_rows($aresult) >0)
     {
		$arow = mysql_fetch_assoc($aresult);
		Header("Location: ".$acturl .$arow['aid']);
		exit;
      }
switch ($opennewcontact)
   {
	case 1:
	Header("Location: ".$newcnt);
	break;

	default:
	echo "Account / Contact Not Found.  You may close this window.";
	break;
   }
exit;
function searchContacts($sstring) {
	$query  = "SELECT contacts.first_name, contacts.last_name, accounts.name,  contacts.id as cid, accounts.id as aid  FROM contacts ";
	$query .= "LEFT JOIN (accounts_contacts,accounts) on (contacts.id = accounts_contacts.contact_id AND accounts_contacts.account_id=accounts.id)";
	$query .= " WHERE 1=0";
	$query .= " or REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(contacts.phone_home,' ',''),'+',''),')',''),'(',''),'-',''),'.','')	 = 	'$sstring'";
	$query .= " or REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(contacts.phone_mobile,' ',''),'+',''),')',''),'(',''),'-',''),'.','')     = 	'$sstring'";
	$query .= " or LEFT(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(contacts.phone_work,' ',''),'+',''),')',''),'(',''),'-',''),'.',''),10)	 like 	'$sstring'";

	$result = mysql_query($query.";");
	return $result;
}
function searchAccounts($sstring) {
        $query  = "SELECT accounts.name,  accounts.id as aid from accounts ";
        $query .= " WHERE 1=0";
        $query .= " or REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(accounts.phone_office,' ',''),'+',''),')',''),'(',''),'-',''),'.','')     =      '$sstring'";
        $query .= " or REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(REPLACE(accounts.phone_alternate,' ',''),'+',''),')',''),'(',''),'-',''),'.','')     =      '$sstring'";
        $result = mysql_query($query.";");
        return $result;
}
?>
the ReadMe at http://www.sugarforge.org/frs/download.php/6246/README 
Unzip the app to get the file AsteriskSugDir.php 
Upload the app to an appropriate directory in the asterisk server.  I put AsteriskSugDir.php into /var/www/html/<SugarDirectory>
Using Putty, clean the file (in case it had some DOS command codes embedded when it went through the Windows box) by
cd var/www/html/<SugarDirectory> <enter>
dos2unix AsteriskSugDir.php <enter>
chmod 777 AsteriskSugDir.php <enter> (make it executable by all)
Backup the AsteriskSugDir.php file to AsteriskSugDir.php.orig (use Putty or WebMin)
Edit AsteriskSugDir.php to configure it for your install
$sugardbhost: <localhost_IP_Address>
$sugardbname: sugarcrm (unless you changed it during install)
$sugardbuser: root (unless you changed it during install)
$sugardbpass: passw0rd (unless you changed it during install; note the 0 is a number 0, not a letter O)
$sugarurl: http://<Server_IP>/<SugarDirectory>
$digitsrequired: 10 (is set to 10 by default)
Save the updated file
Restart the Asterisk Server
For the entry in the Asterisk Manager
Using Webmin edit the asterisk server configuration to allow the ADAT app, once installed and configured, to sign into the Asterisk server as an authorized user
Backup file /etc/asterisk/manager_custom.conf to /etc/asterisk/manager_custom.conf.orig
Edit /etc/asterisk/manager_custom.conf by adding the following:
[<call_notifier_User_Name>] (keep the square brackets)
secret = <call_notifier_Password>
webenabled=yes
deny = 0.0.0.0/0.0.0.0
permit = 192.168.1.0/255.255.255.0 (assuming a normal home network setup on 192.168.1.x - adjust as required for your install)
read = system,call,log,verbose,command,agent,user,config,dtmf,reporting,cdr,dialplan,originate
write = system,call,log,verbose,command,agent,user,config,dtmf,reporting,cdr,dialplan,originate
Restart the Asterisk Server
For the app on the PC
We are using ADAT as the call notifier app on the PC but if you have a preference for another, check out http://www.voip-info.org/wiki/view/Asterisk+call+notification for alternatives or just Google “call notifier asterisk crm”
If you are using ADAT, there is also another add-on for Firefox (v3) that enables Firefox to use the click-to-dial feature with ADAT; I did download the add-on (from http://www.tttelecom.nl/index.php/en/component/docman/doc_download/3-adat-firefox-3-plugin) and install it so I could click-to-dial from Firefox and it works well  It currently does not have a version for Firefox 4.  I have not included seperate instructions for the Firefox add-on; it is not complicated and just installs by dowlocading to your PC and double clicking it.
For ADAT, go to http://www.tttelecom.nl/index.php/en/products/adat and download the latest stable release of ADAT.  In my case it was ADAT R2 0.7.9.0, available at http://www.tttelecom.nl/index.php/en/component/docman/doc_download/6-adat-r2-0790 
Unzip the ADAT file on to the PC and install the app by double-clicking on the ADAT_Install.msi self-installer file
If using Windows 7, you will need to enable ADAT to make system-level changes, so, for setting the configuration parameters (can undo this after finished setting or leave as is, your call)
Disable User Account Control
Control Panel > User Accounts
Click on Change User Account Control settings
Slide bar all the way to the bottom (you will get warnings about this being a bad thing; do it anyways)
Click OK
Enable ADAT to have administrator Privileges
Right-Click on ADAT Shortcut
The ADAT shortcut will be in a new Folder called TTTelecom and you will probably also have a “Start ADAT” shortcut installed on your desktop
Select Properties
Select Compatibility tab
For Privilege Level, click on checkbox to “Run this program as an administrator”
Click OK
Launch ADAT using the shortcut you just changed
You will have a shortcut installed on your Desktop.  Right-click it, select Properties go to Compatibility and enable ADAT to run as Administrator (if in Windows 7)
Depending on which version of Windows you have, go to the QuickLaunch bar and open the ADAT Settings window by right-clicking on the ADAT icon, clicking on Settings and configuring the ADAT app as follows:
Accessibility and Integration:
Hotkey Dial
Disable by unchecking if you do not want this
If you want to use a shortcut, edit as desired (be careful to not use a shortcut already in use by another application or the OS) 
Startup Settings
Check “Start ADAT on Windows start”
Check “Show ADAT call window on startup of ADAT”
Callto: links
Click “Let ADAT handle callto:”
Account
Server
Server: <localhost_IP_Address>
Port: 5038 (default)
Description: Asterisk Connector for <Person> at extension <extension>
Username: <call_notifier_User_Name>
Password:  <call_notifier_Password>
Extension
Extension: <ADAT_extension> (Make sure to include SIP/ before extension number)
context: <context> (likely from-internal if using default FreePBX install)
Monitoring
Leave alone
Events
Balloon clicks
Check On incoming call: 
Enter http://<localhost_IP_Address>/ <Path_to_SugarDirectory>/ AsteriskSugDir.php?search=%%CALLERID%% 
Account Connection 
Leave unchecked.  you can check this as a check for interaction when configuring or debugging, but if you leave it on, it will take the action entered every time the extension is answered)
Dial Transform
Leave alone
General appearance settings
Horizontal position of messages: slide to far left
General Behaviour (in addition to default settings)
Check Auto Connect on Start of ADAT
Check Auto reconnect on connection failure
Check Send Pickup Signal to my phone on ADAT callouts (make sure phone is set to enable auto-answer)
Contacts data
Uncheck Allow import of contacts from Microsoft Outlook
Uncheck Import Contacts data from the following URL or file
Click Save & Close
If you want ADAT to start when Windows starts and the ADAT settings do not result in ADAT starting when Windows starts (Windows 7 sometimes does not behave as expected), put the “Start ADAT” shortcut into the Startup Folder in your Programs Folder
To use
Launch ADAT (if it is not already running)
Sign in to SugarCRM as an authenticated user
Make sure the Extension identified in the ADAT Account is active and properly configured in Asterisk
Test it by dialing in from the outside
[bookmark: _Toc251004299][bookmark: _Toc251004572]Reboot the system
Webmin>System>Bootup_and_Shutdown
Scroll to Bottom of Page
Click Reboot_System
Confirm by Clicking RebootSystem
Your System is now ready to use and will now be able to place calls to the outside world (as well as between extensions), and receive calls from the outside world.
Installing SugarCRM
If you are going to have SugarCRM on the same server hardware as Asterisk, you must make sure to “upgrade” PHP to version 5.2 or later.  See above for instructions on this.
Having both Asterisk and SugarCRM on the same hardware server is feasible if
The hardware is sufficiently powerful (Processor, RAM, HD, …)
There is a a small number of Asterisk users / extensions
There is a small number of CRM users 
The CRM users will NOT be regularly uploading/downloading large files 
The CRM is kept fairly plain without a lot of add-ons (which could corrupt the system) 
If all the above are confirmed, proceed to add SugarCRM to the Asterisk Server; otherwise, create a separate server for SugarCRM
On your PC browser, go to http://www.sugarforge.org/content/downloads/wizard.php 
Answer the questions with
Sugar Edition: Sugar Community Edition (as an example) 
Click Next
New or Existing Installation: New
Click Next
Platform: Linux
Click Next
Software Already Installed: Yes
Click Next
Database: MySQL
Click Next
Right-click on the recommended file and select “Copy Link Location”
(You can also save the .zip file to the PC for archiving if wanted, but use the above to avoid pulling the .zip file through a DOS/Windows machine - almost nil risk of corrupting it during transfer but why take any risk when you do not need to and the method shown is quicker)
Using the Putty CLI, unzip the .ZIP file to create the SugarCRM directories and files 
cd /var/www/html <enter>
wget <right-click to paste Link Location copied above> <enter>
ls -al <enter> (to ensure file is there)
unzip <Sugar.ZIP> file <enter>
ls -al <enter> (to get name of new <SugarDirectoryOriginal> formed)
 (Optional) Changing the system-generated name for the <Sugar_Driectory> (to something easier/shorter to type into the URL filed in your browser)
If you are going to change the name of the directory, the easiest way to ensure all chages are properly integrated is to do it now, before you run the install wizard.  
Using Webmin, go to Others>FileManager>/var/www/html
click on <SugarDirectoryOriginal>
Click on Rename and rename the Directory
Click on <Sugar_Directory_Old>
Click on Rename
Enter the new Name
Click on OK
You can rename from the CLI (not preferred but if needed) by using 
cd /var/www/html
mv -i <SugarDirectoryOriginal> <SugarDirectory> <enter> (the -i is a safeguard to give you a warning in case you try to overwrite a file name that already exists)
If you later again rename the directory (or change the <localhost_IP_Address>, you will need to manually update the system with that information so any emails/links sent out have the correct information in the embedded link.  To do this:
Go to /var/www/html/<SugarDirectory>
Backup config.php to config.php.orig
Edit config.php (use Putty or Webmin) and change
'site_url' => 'http://<original_localhost_IP_Address>/<original_SugarDirectory>'
to 
'site_url' => 'http://<new_localhost_IP_Address>/<new_SugarDirectory>'
Save Change
Sign in as an Admin in SugarCRM and go to Admin>PasswordManagement
In Email Templates section
Click Edit on “System-generated password email” 
Replace the IP or FQDN and <Sugar_Directory> with the new ones
MAKE SURE to also edit the “Plain Text” version, since the system does not automatically edit it.
Click on Save
Go to FreePBX>Tools>AsteriskSIPSettings
Change the IP address
Click Submit Changes
Click Apply Configuration Changes
Go to Webmin>Networking>Network Configuration>NetworkInterfaces>ActivatedAtBoot(tab)
Click on eth0
Change IP Address
Click Save
Return to NetworkInterfaces Window and Click Apply Configuration (or Reboot Server)
(Optional) Creating the favicon for your site
If you know what a favicon is, then this is where you can add it to your site.  If you do not know what a favicon is, ignore this section or Google favicon and see if you want to use it.  This is completely optional and only cosmetic so feel free to skip if you want. If you want the browser (Firefox yes, MS ie not always so reliable) to display a miniature picture in the tab for your site:
Go to /var/www/html/<Sugar_Directory>/themes/default/images
rename sugar_icon.ico to sugar_icon.ico.orig
upload the favicon you want to show (a 16 pixel x 16 pixel .ico file)
rename the favicon you uploaded to sugar_icon.ico
rename sugar_icon.png to sugar_icon.png.orig
upload the higher-res version of the favicon you want to show (a 57 pixel x 57 pixel .png file with 106 pixel per inch resolution)
rename the hi-res favicon you uploaded to sugar_icon.png
Repeat the above procedure for the /var/ww/html/<Sugar_Directory>/themes/Sugar5/images directory
To make this effective, you will need to reboot your system, but that can wait until later when you reboot it for another reason
Creating Access permissons
Using Webmin, go to Others>FileManager>/etc/httpd/conf/httpd.conf
Create a backup copy
Click on httpd.conf
Click on Copy
Click on Paste
Rename to httpd.conf.orig
Click on httpd.conf
Click on Info
Change User to root
Click Save
Click on Edit
Click on Find
enter AllowOverride (case sensitive)
Click on Find 3 times (find the AllowOverride for <Directory "/var/www/html">)
Find the </Directory> line which comes after the <Directory "/var/www/html"> line
Add, after that, add
# 
# Protect the CRM directory against unauthorized access to the sugar.log and other logs +
#
<Directory "/var/www/html/<SugarCRM_Directory>"> (replace <<SugarCRM_Directory> with the real Directory name and delete this text in the <> brackets and the () brackets)
Options FollowSymLinks
AllowOverride All
Order allow,deny
Allow from all
</Directory>
Click on Save & Close
Checking php settings
Using FreePBX go to Admin>Tools>PHP Info
Select, frolm the Browser menu Edit>Find and enter variables_order
If the entry is EGPCS, you are good, you do not need to do anything
If the entry is NOT EGPCS then
Using Webmin, go to Others>FileManager>/etc/php.ini
Create a backup copy
Click on php.ini
Click on Copy
Click on Paste
Rename to php.ini.orig
Click on php.ini
Click on Edit
Find variables_order
Change it to EGPCS
Cliack Save & Close
Go to System>Bootup & Shutdown
Select httpd
Click Restart (scroll down)
Setting Write Permissions
In the section that follows, it tells you how to selectively establish the read/write/execute permissions for the directories and files in SugarCRM.  I tried them (and every permutation I could think of) but they did not work, blocking me from making changes as I was configuring my setup.  So, instead, I did something you should NEVER do, I set chmod to 777 (user/group/other can all read/write/execute all files) for the <Sugar_Direcory> and all its sudirectories.  If I ever do get the permissons figured out, I'll set them correctly and update this document, but for now, use methods other than CHMOD to protect the files (httpd.conf, .htaccess, firewall, router, ...) and ignore the rest of the permissions setting in this section.
Using Webmin, go to Others>FileManager>/var/www/html/<SugarDirectory>
click on .htaccess (file)
Click on the Info button
Check to make sure Permissions is set for read/write/list (777)
Change User to apache 
Leave Group as root
Click Save
click on cache (directory)
Click on the Info button
Check to make sure Permissions is set for read/write/list (777)
Change User to apache 
Leave Group as root
Change “Apply Changes to” This directory and all subdirectories”
Click Save
click on config.php (file)
Click on the Info button
Check to make sure Permissions is set for read/write/list (766)
Change User to apache 
Leave Group as root
Click Save
click on custom (directory)
Click on the Info button
Check to make sure Permissions is set for read/write/list (777)
Change User to apache 
Leave Group as root
Change “Apply Changes to” This directory and all subdirectories”
Click Save
click on data (directory)
Click on the Info button
Check to make sure Permissions is set for read/write/list (777)
Change User to apache 
Leave Group as root
Change “Apply Changes to” This directory and all subdirectories”
Click Save
click on modules (directory)
Click on the Info button
Check to make sure Permissions is set for read/write/list (777)
Change User to apache 
Leave Group as root
Change “Apply Changes to” This directory and all subdirectories”
Click Save
click on config.php (file)
Click on the Info button
Check to make sure Permissions is set for read/write/list (766)
Change User to apache 
Leave Group as root
Click Save
Restart httpd using Webmin>System>Bootup and Shutdown
Setting up the SugarCRM application
Using your PC browser go to http://<localhost_IP_Address>/<SugarDirectory>/install.php
Click Next for Language: English: US
Click Next for “Are You Ready to Install”
Click “I Accept” and Next for License
Click Custom Install and Next for Installation Options
Click MySQL and Next for Database Type
Database Configuration
Database Name: leave as is (sugarcrm)
Host Name: <Host Name / IP Address>
Database Administrator
User Name: <User Name>
Password: <Password>
Sugar Database UserName: Same as Admin User
Populate Database with Demo Data: No (if want it, select Yes)
Click Next
Site Configuration
URL of Sugar Instance:
System Name:
Sugar Application Admin Name: 
Sugar Admin User Password:
Confirm Settings
Click Install
Perform Setup
Click Next
Registration (optional)
Enter data if you want and Click Send Registration
Click Next
The SugarCRM sign-on screen will now be presented.  If it is not, enter, in your browser URL bar
http://<localhost_IP_Address>/<SugarDirectory> <enter>
Enabling Scheduled Events
Add to Crontab using Putty CLI to the crontab file
crontab -e <enter>
i <enter>
create a new line and paste into it
* * * * * cd /var/www/html/crm; php -f cron.php > /dev/null 2>&1
<esc>
:wq <enter>
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Back to your browswer at the Sign-in Page (Sign in as Administrator)
User: <Application Administrator User Name> (created above)
Password: <Application Administrator User Name> (created above)
Welcome to Sugar
Click Next (do NOT Skip this section)
Branding
System Name: 
System Logo: Upload a 212x40 Pixel .jpg file to use as logo on top left of each page
System Locale Settings
Date Format: 2010-12-23
Currency: Cdn Dollars
Currency Code: CAD
SMTP Server Specifications
Click Yaho/Gmail/Microsoft Exchange/Other
Other:
Use SMTP Authentication: Yes (Checked)
Exchange Server Port: 465 (default is 25 but some ISPs block so 465 or 587 are alternates)
Enable SMTP over SSL or TLS: SSL
User Name:
Password: 
Allow Users to use this acccount for outgoing email: no
Your Information (as administrator)
Just fill in the fields as requested.  The only thing I did to change the default was to make my Last Name Admin instead of the full Administrator and made my first name start with z-<name> so that it would appear last in the list of employees when displayed alphabetically.
Your Locale
Select your preferences. 
I set the Time Zone to my local Time Zone
I changed the Date Format to 2010-12-23
I set the Currency to Cdn Dollars
I set the Currency Significant Digits to 0
If you get an error message that the .htaccess file could not be written, then later on, once this Wizard is complete, follow the steps shown below in the .htaccess file section
Checking the .htaccess file
Using Webmin, go to Others>FileManager>/var/www/html/<SugarDirectory>
click on .htaccess (file)
Click on the Info button
Check to make sure Permissions is set for read/write/list (774)
Change User to root
Change Group to apache
Click Save
If you previously got an error message that the .htaccess file could not be written, follow the steps in this section (otherwise, skip this step)
Back up .htaccess
Click on .htaccess
Click on Copy then Paste
Enter name .htaccess.orig
Click on Save & Close
Click on .htaccess
Click on Edit
Paste into the file
# BEGIN SUGARCRM RESTRICTIONS 
RedirectMatch 403 (?i).*\.log$ 
RedirectMatch 403 (?i)/+not_imported_.*\.txt 
RedirectMatch 403 (?i)/+(soap|cache|xtemplate|data|examples|include|log4php|metadata|modules)/+.*\.(php|tpl) 
RedirectMatch 403 (?i)/+emailmandelivery\.php 
RedirectMatch 403 (?i)/+cache/+upload
RedirectMatch 403 (?i)/+files\.md5$
# END SUGARCRM RESTRICTIONS
Click on Save & Close
Restart via Webmin>System>Bootup & Shutdown
Enable Sendmail (Not needed with Sugar 6.1.1 or above, in fact it crashes if you do this so do not)
Apparently, with SugarCRM 6.1.0, Sendmail is not enabled by default as an Outbound mail server.  (Too bad it took me 2 days and 5 reinstalls to discover this)  Since PBXiaf does use Sendmail, and PBXiaf is the base install on which SugarCRM works (in this install), you need to enable Sendmail.
Go to /var/www/html/<Sugar_Directory>/config_override.php and add
$sugar_config['allow_sendmail_outbound'] = true;
Restart via Webmin>System>Bootup & Shutdown
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Sign in as Administrator
Go to http://<localhost_IP_Address>/<Sugar_Directory>
User: <Application Administrator User Name> (created above)
Password: <Application Administrator User Name> (created above)
Click on Admin (near top right corner)
Click on Locale
Export Settings: Admin export only (leave this out for just me using)
Click Save
Click on Password Management
System Generated Password Expiration: None
Email template containing system-generated password: Edit
If you have changed the <localhost_IP_Address> or the <SugarDirectory>, change their values in this template and Save
Make sure to change both the html and the Plain Text versions of the email
Save
Click on Sugar Updates (optional, I do not like automatic updates or info transfer)
Uncheck Send Anonymous Usage Statistics (should already be unchecked)
Uncheck Automatically Check for Updates (should already be unchecked)
Save
Click on System Settings
Uncheck Enable SkypeOut integration
Save
Click on Email Settings (should already be set, just check to ensure)
Choose your Email Provider: Other (Click on)
From Name: 
From Address:
SMTP Mail Server: 
SMTP Port: 
Use SMTP Authentication: 
Enable SMTP over SSL or TLS: 
Username: 
Password: 
Allow Users to use this Account: No - UnChecked
Email Options: Send Notifications from Assigning User's Email Accounts: Checked 
Click Save
Return to Email Settings
Click Send Test Mail
Check to make sure test mail got to recipient
Configure a Client (Outlook in my case) to receive the system emails
Click on Campaign Email Settings
Number of Emails sent per batch: 50
Click on Save
Click on Studio
Click on Accounts
Click on Layout
Click on List View
Move Billing Country from Default Column to Available Column (Click and Drag)
Move Email Address(es) from Default to Available 
Move Type from Available to Default
Click Save & Deploy
Click on Accounts
Click on Fields
Click on account_type
Required Field: Check
Click Save
Click on Admin
Click on Display Module Tabs and Subpanels
Drag Projects from Hidden Tabs to Displayed tabs
Click Save
Click on Dropdown Editor
Click on opportunity_relationship_type_dom
Add Marketing Partner
Item Name: CoMktg Partner
Display Label: CoMktg Partner
Click Add
Add Consultant
Item Name: Consultant
Display Label: Consultant
Click Add
Add Instructor
Item Name: Instructor
Display Label: Instructor
Click Add
Add Stakeholder
Item Name: Stakeholder
Display Label: Stakeholder
Click Add
Add Supplier
Item Name: Supplier
Display Label: Supplier
Click Add
Click Save
Click on Dropdown Editor
Click on account_type_dom
Delete Blank Entry
Delete Analyst
Delete Integrator
Delete Investor
Delete Partner
Delete Reseller
Add Marketing Partner
Item Name: CoMktg Partner
Display Label: CoMktg Partner
Click Add
Add Stakeholder
Item Name: Stakeholder
Display Label: Stakeholder
Click Add
Add Supplier
Item Name: Supplier
Display Label: Supplier
Click Add
Add Instructor
Item Name: Instructor
Display Label: Instructor
Click Add
Add Consultant
Item Name: Consultant
Display Label: Consultant
Click Add
Move to be in alphabetical order, with Other at end
Click Save
Click on sales_stage_dom
Delete Existing ones except
Close Won
Close Loss
Add
Lead / Lead
Qualified Lead / Qualified Lead
Due Diligence / Due Diligence
Proposal / Proposal
Initial Negotiation / Initial Negotiation
Final Negotiation / Final Negotiation
Won - Being Delivered
Move to End
Won Closed
Lost Closed
Click on sales_probability_dom
Delete Existing ones except
Close Won
Close Loss
Add
Lead / 0
Qualified Lead / 10
Due Diligence / 20
Proposal / 50
Initial Negotiation / 65
Final Negotiation / 80
Won - Being Delivered / 100
Move to End
Won Closed
Lost Closed
Click on Studio (you may want to do this in MS ie - the window display is cleaner)
Select Tasks>Fields>date_start
Enter Default Value of today at 8:00am
Click Save & Deploy
Select Tasks>Fields>date_due
Enter Default Value of today at 8:15am
Click Save & Deploy
Select Contacts
Click Layout
Click Detail View
Click to shrink Name field to one column width
Move Office Phone to be beside name
Click to shrink Tile field to one column width
Move Mobile Phone to be beside Title
Drag Home (phone) to beside Department
Click Save & Deploy
Click Edit View
Click to shrink Name field to one column width
Move Office Phone to be beside name
Click to shrink Tile field to one column width
Move Mobile Phone to be beside Title
Drag Home (phone) to beside Department
Click Save & Deploy
Customize Accounts
As Admin, Click on Studio
Click Accounts > Fields > Add Field
Field Type: DropDown
FieldName: account_rank
Display Label: Account Rank
DropDown List: Add
ItemName: A
DisplayLabel: A
Add
ItemName: B
DisplayLabel: B
Add
ItemName: C
DisplayLabel: C
Add
Click Save
Default Value: C
Click Save (Creates Custom Field account_rank_c)
Click Accounts > Fields > Add Field
FieldType: iFrame
Field Name: account_twitter
Display Name: Account Twitter
Generate URL: Check
Default Value: http://search.twitter.com/search?q={name}
Click Save
Click Accounts  > Fields > Add Field
Field Type: iFrame
Field Name: map_location
Display Label: Map to Shipping Address
Generate URL: Check
Default Value: http://maps.google.com/maps?f=q&q={billing_address_street}+{billing _address_city}+{billing _address_postalcode}+{billing _address_country}&source=embed&output=embed (Note: for some reason copy/paste does not work, type and use the Insert Field capability of Studio/ModuleBuilder)
Field Height: 400 (was 200)
Click Save
Click Layouts > EditView
Shrink Email Address to ½ width
Move Email Address to right “Filler” spot
Move Website to vacancy left by Email Address
Shrink Phone FAX to ½ width
Move Phone FAX to right “Filler” spot
Move Office Phone to vacancy left by Phone FAX
Shrink Name to ½ width
Move Account Rank to right of Name
Click Save & Deploy
Click Layouts > DetailView
Do same as did for EditView
Click Layouts > ListView
Drag Account Rank to Default Column after Account Name
Edit in Default to take 1% of Display Width
Click Save & Deploy
Click Layouts > QuickCreate
Shrink Assigned To to ½ width
Darg Account Rank to right of Assigned To
Click Save & Deploy
Click Accounts > Layouts > DetailView
Drag "New Row" to between Shipping Address and Website
Drag Map to Shipping Address to first filler field
Click Save
Clock on + sign to make Map full width
Click Save and Deploy
Drag “New Panel” to between “More Information” and “Other” Panels
Edit Panel name to be “Twitter Feed”
Click Save
Drag “Account Twitter” to Twitter Feed Panel
Drag “Filler” to right of Account Twitter to Trash Bin (in Toolbox)
Click Save & Deploy
Customize Contacts
As Admin, Click on Studio
Click Contacts > Fields > Add Field
Field Type: TextField
FieldName: twitter_id
Display Label: Twitter ID
Click Save (Creates Custom Field twitter_id_c)
Click Contacts > Fields > Add Field
Field Type: iFrame
FieldName: contact_twitter
Display Label: Contact Twitter
Generate URL: Check
Default Value: http://search.twitter.com/search?q={twitter_id_c} 
Click Save (Creates Custom Field contact_twitter_c)
Click Contacts > Fields > Add Field
Field Type: iFrame
FieldName: contact_map
Display Label: Map to Primary Address
Generate URL: Check
Default Value: http://maps.google.com/maps?f=q&q={primary_address_street}+{primary_address_city}+{primary_address_postalcode}+{primary_address_country}&source=embed&output=embed
Field Height: 400 (was 200)
Click Save
Click Contacts > Layouts > EditView
Drag “New Panel” to between “More Information” and “Other” Panels
Edit Panel name to be “Twitter Feed”
Click Save
Drag “Twitter ID” to Twitter Feed Panel
Click Save & Deploy
Click Contacts > Layouts > DetailView
Drag “New Panel” to between “More Information” and “Other” Panels
Edit Panel name to be “Twitter Feed”
Click Save
Drag “Contact Twitter” to Twitter Feed Panel
Drag “Filler” to right of Account Twitter to Trash Bin (in Toolbox)
Click Save & Deploy
Customize Opportunities
As Admin, Click on Studio
Click Accounts > Fields > Add Field
Field Type: DropDown
FieldName: commit_fcst
Display Label: Commit to Fcst ?
DropDown List: Add
ItemName: Y
DisplayLabel: Y
Add
ItemName: N
DisplayLabel: N
Add
Click Save
Default Value: N
Click Save (Creates Custom Field commit_fcst_c)
Click Accounts > Fields > Add Field
Field Type: DropDown
FieldName: course_type
Display Label: Custom Type
DropDown List: Add
ItemName: Custom
DisplayLabel: Custom
Add
ItemName: Open
DisplayLabel: Open
Add
ItemName: Other
DisplayLabel: Other
Add
Click Save
Default Value: Custom
Click Save (Creates Custom Field custom_type_c)
Click Accounts > Layouts > EditView
Drag Currency to Trash
Move / Shrink / Expand fileds until you have the following
Opportunity Name	Account Name
Opportunity Amount	Expected Close Date
Commit to Fcst ?	Course Type
Sales Stage		Type
Probability %		Lead Source
Next Step		Campaign
Description (full width)
Click Save & Deploy
Click Accounts > Layouts > DetailView
Make DetailView look like EditView (above)
Click Accounts > Layouts > QuickCreate
Make DetailView look like top panel of EditView (above)
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For each user, enable their IP Address to pass through the firewall
in /etc/apf edit the allow_hosts.rules file by adding, for each IP Address you want allowed into CRM
#
# Enabling <name> <IP_Address> in to pass TCP traffic to/from CRM
tcp:in:d=80:s=<IP_Address>
tcp:out:d=80:d=<IP_Address>
tcp:in:d=9080:s=<IP_Address>
tcp:out:d=9080:d=<IP_Address>
From the CRM Admin Account go to Admin > User Management > Create New User (make sure you do it this way and NOT via Employees>Create Employee or the process will NOT properly finalize and no "New User" email will go out)
In User Profile tab
User Name: <FirstInitial><LastName>
First Name:
Last Name:
User Type: Regular User
Employee Information: Fill in the rest of the information requested
Email Settings
Email Address: Work email address
Email Client: External Email Client
In Advanced tab
Main Merge: Enable
Date Format: 2020-12-23
Currency: Cdn Dollars
Currency Significant Digits: 0
Time Zone: America/Toronto GMT-5
User Wizard Prompt: No (Default state is Enabled)
The User then receives an Email providing the User a temporary Password to use for the initial sign-on, when the User then sets their own Password
Click on the link in the email to get to the sign-in page
Sign in using the UserName and Password in the Email
From the User Account > Password (tab) (bring up the User Account by clicking on the Name (after Welcome) at the Top Right Corner of the screen
Provide a new Password and confirm it and save it
From the User Account > Home Page
Delete - Tools - Sugar News
Add Dashlet - Tools - Jotpad
Place at top left
Move Dashlet - My Open Tasks
Place below Jotpad
Edit - My Top 10 Opportunities
Title - Delete “My “
Filters: Uncheck Only My Items
Sales Stages: Select all but Closed Won and Closed Lost
Display Columns: 
Add Date Modified and put at end
Add User and move before Close Date
Place below My Open Tasks
Add Dashlet - Web
Newsfeed: http://www.theglobeandmail.com/news/national/ontario/?service=rss
Place at top right
Add Dashlet - Charts - Pipeline by Sales Stage
Place below News Feed
Place modules as follows, in sequence below Top 10 Opportunites
My Leads
My Accounts
Edit to Rmove the My from the name and Uncheck the My Only in the settings
My Sugar Feed
Delete My Calls
Delete My Meetings
Add Dashlet - Chart - Pipeline
Place below Newsfeed
Add Dashlet - Charts - Output by Month
Place below Pipeline
Edit to have Start Date = Beginning of Fiscal (May 1) for LEDC
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SugarCRM CE is, in its native mode, missing many of the reporting and administrative tools present in the SugarCRM Pro or Enterprise versions.  jjw Tools Reports adds back some of that missing functionality so SugarCRM CE users can access some of the marketing + tools they want.
Go to http://www.sugarforge.org/projects/jjwtoolsreports/ to download to your PC the zip file containing the jjwtoolsreports module (it is free and Open Source)
Unzip the zip file and one of the files uncompressed will be manifest.php
Edit the Manifest.php file to enable it to work with SugarCRM 6.1 and 6.2.
Edit the line containing "5.0.*", "5.1.*", "5.2.*", "5.5.*", "6.0.*" so it now contains
"5.0.*", "5.1.*", "5.2.*", "5.5.*", "6.0.*", "6.1.*", "6.2.*"
Re-Zip the Files into one zip file by selecting the files and folders previously uncompressed (do NOT just select the folder containing them or the act of compressing will compress the folder as well, messing up the expected directory
Go to the Admin account within the SugarCRM interface and click on Module Loader
Browse to find the zip file you just created
Upload it
Click Install
Accept the License conditions and click Commit 
Return to the SugarCRM user view and go to the Home tab
Click on the >> arrow on the right side of the Menu/Tab bar and select "Reports" or "Tools"
These are the modules you just installed
One of the reports is a "Closed Won" report, which shows, by month, which Opportunities were declared won.  Since custom Sales Stages have been used for this setup and the Closed Won stage was renamed to Won Closed, if you want this report to work, you need to do the following:
With Webmin>Others>FileManager go to /var/www/html/crm/modules/jjwa_Reports/views
Copy view.opportunities_closed_won.php and paste as view.opportunities_closed_won.php.orig
Edit view.opportunities_closed_won.php
Click Find (in the Edit window)
Enter in Search for: Closed Won (in the Pop-Up Find window)
Enter in Replace by: Won Closed (in the Pop-Up Find window)
Click Replace all (in the Pop-Up Find window)
Close the Pop-Up Find window
Click Save (in the Edit window)
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Riva Live (http://www.rivacrmintegration.com/live) is a hosted solution (meaning no servers to purchase or manage) providing excellent synchronization between Microsoft Exchange and SugarCRM CE (and Pro and Enterprise).
For online technical support go to http://kb.omni-ts.com 
To setup the synchronization, you need to:
Enable the Riva Server to see the SugarCRM server
Get a Riva Account set up
Setup the connection between the Riva Live server (hosted) and SugarCRM
Setup the connection between the Riva Live server (hosted) and Exchange
Configure the synchronization settings
(and "Enable" Riva Live to start and maintain the synchronization)
Disable the ability for users to additioonally (accideltally) synch with the Outlook client on their PC
Otherwise you end up with cyclical synching – not good
Enable the Riva Server to see the SugarCRM server
Go to /etc/apf/allow_hosts.rules and add the following IPs passage through the firewall (this was the currentlist of Riva IPs as of the date of this document; check Riva when doing your install if you want confirmation this is still current)
#
# Allow the Riva IPs access to the system (Riva uses Ports 80 for SugarCRM and 443 for Exchange)
207.148.144.46
207.148.144.47
207.148.144.48
207.148.144.49
207.148.144.50
207.148.144.51
207.148.144.52
207.148.144.53
207.148.144.54
207.148.144.55
207.148.144.56
207.148.144.57
207.148.144.58
207.148.144.59
207.148.144.60
207.148.144.61
207.148.144.62
207.148.144.63
207.148.144.64
207.148.144.65
restart apf from the Putty CLI with apf -r
If you have established Authentication for access to the html  directory and its subdirectories (Strongly recommedned and done in this install), you will need to enable Riva to get through without requiring Authentication, since Riva's automated servers do not do authentication
go to /etc/httpd/conf/httpd.conf and, after the <Directory "/var/www/html"> settings (which means after the </Directory> which comes at the END of the <Directory "/var/www/html"> section) add the following IPs to give them acccess to the /var/www/html/admin directory (this was the currentlist of Riva IPs as of the date of this document; check Riva when doing your install if you want confirmation this is still current)
# 
# Enable Riva (Exchange / SugarCRM synch solution) access to the /var/html/admin directory
# without requiring authentication
# This is necessary since their automated servers do not do authentication
#
<Directory "/var/www/html/admin">
# Allow Riva IPs access without Authentication 
    Order deny,allow
    Deny from all
    Allow from 207.148.144.46
    Allow from 207.148.144.47
    Allow from 207.148.144.48
    Allow from 207.148.144.49
    Allow from 207.148.144.50
    Allow from 207.148.144.51
    Allow from 207.148.144.52
    Allow from 207.148.144.53
    Allow from 207.148.144.54
    Allow from 207.148.144.55
    Allow from 207.148.144.56
    Allow from 207.148.144.57
    Allow from 207.148.144.58
    Allow from 207.148.144.59
    Allow from 207.148.144.60
    Allow from 207.148.144.61
    Allow from 207.148.144.62
    Allow from 207.148.144.63
    Allow from 207.148.144.64
    Allow from 207.148.144.65
    Satisfy any
# Requuire Authentication for everyone else
    AuthType Basic
    AuthName "Restricted Files"
    AuthUserFile /var/www/pass/psswds
    AuthGroupFile /var/www/pass/groups
    Require group PBXgroup
</Directory>
Get a Riva Account set up
Go to http://www.rivacrmintegration.com/live/ 
Watch the videos and read the documentation to understand how this works
Go to https://www.rivasync.com/live/login to register for a trial account
Click on sign up for a free trial
Enter the information requested
an Email will be sent to you containing your registration information
Go back to the Riva login page and sign in using the information in the email
Change your Password
(Later, when all is working, convert from trial to subscription, since you will never want to give this up! :-)  )
Setup the connection between the Riva Live server (hosted) and SugarCRM
Select SugarCRM as the CRM ssystem
User Name: (UserName for person whose Sugar Account is being synched)
Password: (User Password)
Address: http://<FQDN_for_Server_IP>/<Sugar_Directory>
Setup the connection between the Riva Live server (hosted) and Exchange
Select Exchange as the email system
Select Exhange 2007 as the version of Exchange (I checked with my provider; you check with yours)
Host:
UserName:
Password:
Click the Microsoft Exchange Remote Connectivity Analyzer link to validate the settings
You may get an error message that they could not confirm the mailbox was empty - GOOD! - if you got this, you made a connection so proceed
Check the "I understand ..." (legal CYA)
Configure the synchronization settings
Click on Configure Policy
General tab
Do NOT check Enable Synch (come back and do that when all is set)
Set the synch start date to some point in the future (tonight)
Schedule tab
Leave default settings 
Ensure Time Zone is properly set
Synchronization tab
Category Name: <Your_Category> (You can just leave their default or give it your own name; your choice)
Do NOT Check AutoCatgorize New Items 
Although this is helpful if you want non-category-aware applications like Blackberry, ... to create new meetings in Sugar CRM, it is also a real nuisance since it adds new Users and Accounts for everyone you email and create/accept meetings with.  If you want an Outlook contact, meeting or email to synch to SugarCRM, add the LaurierCRM category to the email or meeting.
Module Selection:
Name Format: LastName, FirstName
Leave all Modules Selected
Contacts: Filter by Security (my choice; you choose yours)
Leads: Filter by Ownership (my choice; you choose yours)
Smart Convert tab
Leave default settings - Enable Smart Convert
Add the following domains to the exclude box
@<domain.tld>
Assign To tab
Accept default settings unless you want more items in the number tracked items or more days in the age of tracked items, in which case adjust to suit
Back to General tab
Check Enabled
Click OK
Disable the ability for users to synch with their PC
In Administrator mode within SugarCRM go to Studio>Contacts>Layouts
Click on Detail View
Click and Drag the “Synch to Outlook” field from the “More Information Section” to the column on the left and Drop it on the “filler” field
Click and Drag the “Do Not Call” field from its current position in the “More Information” section to the “filler” space just created (where the “Synch to Outlook” field was)
Click Save & Deploy
Click on Edit View
Click and Drag the “Synch to Outlook” field from the “More Information Section” to the column on the left and Drop it on the “filler” field
Click and Drag the “Do Not Call” field from its current position in the “More Information” section to the “filler” space just created (where the “Synch to Outlook” field was)
Click Save & Deploy
Note: you may not be able to finish the full install in one sitting and if not, return to Riva 
https://www.rivasync.com/live/login
with your Riva UserName and Password to finish off later.  It is better to do it in one siting, but you may want to come back later and adjust some settings.
If you ever need to do maintenance on your system (move a server, run diagnostics, ...) and do not want to be caught with synch requests mid-process, go back to the Riva Live Control Panel at https://www.rivasync.com/live/login and unCheck Enable in the General tab, going back to reCheck it when you are finished your maintenance.
[bookmark: _Toc293904648]Securing the Server
Only allow specfied IPs acccess to use the http Ports
in /etc/apf edit the allow_hosts.rules file (after backing the original up) by adding, at the end, for each IP Address you want allowed into the html Directory (Make sure Port 80 is NOT enabled in conf.apf, which, in this configuration, we have not done)
#
# Enabling <name> <IP_Address> in to pass TCP traffic to/from the server from outside LAN/Firewall
tcp:in:d=80:s=<IP_Address>
tcp:out:d=80:d=<IP_Address>
tcp:in:d=9080:s=<IP_Address>
tcp:out:d=9080:d=<IP_Address>
Require Password Access to the html (root web server) Directory
Create a Password Directory (NOT in the html folder)
<Path>/<Password_Directory>
Add a Password file <Password_File> in the Password Directory to hold the UserName/Password sets for Authorized Users
For the first UserName/Password, you will be creating the file and adding the first entry so the command looks like (in this install, htpasswd was located in the /usr/bin directory; if yours is different, use a different path)
/usr/bin/htpasswd -c <Path>/<Password_Directory>/<Password_File> <User1>
(A series of questions will be asked for you to answer and the User/Password will be encrypted and stored in the <Password_File>.
For subsequent additions to the file (note the -c (create) has been removed)
/usr/bin/htpasswd <Path>/<Password_Directory>/<Password_File> <User2>
To remove entries from the <Password_File> file, use a text editor to remove the line containing the UserName and encrypted Password
Add a Group file in the Password Directory to hold the group names
<Path>/<Password_Directory>/<Group_File>
Edit the <Group_File> by adding a line with a Group Name for the root-level Group and Users belonging to the Group
<root_html_Group_Name>: User1 User2 User3 ...
Require password access to the CRM Directory (<Sugar_Directory>)
Edit the <Group_File> by adding a line with a Group Name for the CRM Group and Users belonging to the Group
<CRM_Group_Name>: User1 User2 User3 ...
Add to the Password file <Password_File> to hold the UserName/Password sets for CRM Authorized Users
/usr/bin/htpasswd <Path>/<Password_Directory>/<Password_File> <User2>
Answer the questions and an ecrypted Password will be stoired with the User Name
To remove entries from the <Password_File> file, use a text editor to remove the line containing the UserName and encrypted Password
Edit the /etc/httpd/conf/httpd.conf file to require users to enter a User/Password for the protected directories by
For securing access to the root level of the web server (html  directory) 
replace
<Directory "/var/www/html">

#
# Possible values for the Options directive are "None", "All",
# or any combination of:
#   Indexes Includes FollowSymLinks SymLinksifOwnerMatch ExecCGI MultiViews
#
# Note that "MultiViews" must be named *explicitly* --- "Options All"
# doesn't give it to you.
#
# The Options directive is both complicated and important.  Please see
# http://httpd.apache.org/docs/2.2/mod/core.html#options
# for more information.
#
    Options Indexes FollowSymLinks

#
# AllowOverride controls what directives may be placed in .htaccess files.
# It can be "All", "None", or any combination of the keywords:
#   Options FileInfo AuthConfig Limit
#
    AllowOverride None

#
# Controls who can get stuff from this server.
#
    Order allow,deny
    Allow from all

</Directory>
with
<Directory "/var/www/html">

#
# Possible values for the Options directive are "None", "All",
# or any combination of:
#   Indexes Includes FollowSymLinks SymLinksifOwnerMatch ExecCGI MultiViews
#
# Note that "MultiViews" must be named *explicitly* --- "Options All"
# doesn't give it to you.
#
# The Options directive is both complicated and important.  Please see
# http://httpd.apache.org/docs/2.2/mod/core.html#options
# for more information.
#
    Options Indexes FollowSymLinks

#
# AllowOverride controls what directives may be placed in .htaccess files.
# It can be "All", "None", or any combination of the keywords:
#   Options FileInfo AuthConfig Limit
#
    AllowOverride None

#
# Controls who can get stuff from this server.

#
# This is an Optional feature so is commented out by default
# If you want a specific IP address to not have to authenticate
# (for example your server administrator who signs in quite often)
# you can exempt the requirement for them to authenticate
# as long as they are coming in from the specified IP address
# If you want this feature enabled, uncomment (remove the leading "#")
# the 4 lines after "# Allow <Specific_IP> access ..." 
# and replace <Specific_IP> with the actual IP address to be exempted
# You can enter multiple IPs by leaving a space between each one
# You can use Fully Qualified Domain Names in place of an IP
#
# Allow <Specific_IP>  access without Authentication 
#    Order deny,allow
#    Deny from all
#    Allow from <Specific_IP>
#    Satisfy any

AuthType Basic
AuthName "Restricted Files"
AuthUserFile /var/www/pass/psswds
AuthGroupFile /var/www/pass/groups
Require group PBXgroup
</Directory>
For securing access to the root level of the CRM server (<Sugar_ Directory>)
 replace (Note: put your real directory name in place of <Sugar_Directory>)
<Directory "/var/www/html/<Sugar_Directory>">
Options FollowSymLinks
AllowOverride All
Order allow,deny
Allow from all
</Directory>
with (Note: put your real directory name in place of <Sugar_Directory>)
<Directory "/var/www/html/<Sugar_Directory>">
Options FollowSymLinks
AllowOverride All
    AuthType Basic
    AuthName "Restricted Files"
    AuthUserFile /var/www/pass/psswds
    AuthGroupFile /var/www/pass/groups
    Require group CRMgroup
</Directory>
Note, if you do NOT want to require people accessing the <Sugar_Directory> to enter any UserName/Password (after all, you have restricted by IP Address above) replace the httpd.conf section shown above for <Sugar_Directory> with (Note: put your real directory name in place of <Sugar_Directory>)
<Directory "/var/www/html/<Sugar_Directory>">
Options FollowSymLinks
Satisfy Any
Order deny,allow
Allow from All
AllowOverride All
</Directory>
Restart httpd using Webmin>System>Bootup and Shutdown
[bookmark: _Toc293904649]Maintenance and Reporting Instructions
[bookmark: _Toc293904650][bookmark: _Toc251004302][bookmark: _Toc251004575]Adding a new SugarCRM user
To Add a new SugarCRM user:
Required
Enable the User’s IP to pass through the firewall
Add the User_Name to the SugarCRM users
This will send an email to the new user, giving them sign-on instructions with a temporary password, telling them to change the temporarty password as soon as they sign in
Optional
Enable the User to Authenticate at the web server (Apache) level
(Optional – not needed for this configuration, included in case this is wanted at a later date)
Give the User a Riva Account and Setup the synch for their Outlook and SugarCRM data
(Optional, only if they will be doing a lot of work on Sugar and need Outlook synch)
Enable the User to pass through the firewall (required)
edit /etc/apf/allow_hosts.rules and add (replace <User_IP> and User_Name> with the real  User data)
#
# Enable <User_Name> from <User_IP> to access System
tcp:in:d=80:s=<User_IP>
tcp:out:d=80:d=<User_IP>
tcp:in:d=9080:s=<User_IP> 
tcp:out:d=9080:d=<User_IP>
Add the User_Name to the SugarCRM users (required)
Sign in to SugarCRM as an administrator and go to Admin>UserManagement>Create a New User
Make sure to enter the email address and select “External email server” so that the new user gets the notification email with their sign-on instructions and temporary password
Enable the User to Authenticate at the web server (Apache) level (optional with this setup)
Note that for this configuration, this step is NOT required but if the configuration is changed and the administrator enables Apache-level Authentication, then you have two choices:  
Exempt that specific user from needing to Authenticate at the Apache level
Enable that user to the Authenticate at the Apache level
To exempt that specific user from needing to Authenticate:
edit the /etc/httpd/conf/httpd.conf file to add the new <User_IP> to the list of “Allow from ...” in the section: (note, you just create a new Allow from <User_IP> for each <User _IP> you want exempted)
<Directory "/var/www/html/crm">
Options FollowSymLinks
AllowOverride All
# Enable selected IP(s) to pass without Authentication
# This may be used for SysAdmins who want regular easy access
#     but should only be done selectively, if at all
Order deny,allow
Deny from All
Allow from <User_ IP (there may be multiple lines for multiple IPs) >
# Require Authentication for everyone else
AuthType Basic
AuthName "Restricted Files"
AuthUserFile <Path>/<Password_Directory>/<Password_File>
AuthGroupFile <Path>/<Password_Directory>/<Groups_File>
Require group CRMgroup
# Tell Apache to accept either Authentication OR Allow from
Satisfy any
</Directory>
Note that if this is the first time the configuration is being changed to require Apache-level authorization, you will have to replace the following section with the section shown above:
<Directory "/var/www/html/crm">
Options FollowSymLinks
Order deny,allow
Deny from All
Allow from All
AllowOverride All
Satisfy any
</Directory>
To enable the User to Authenticate at the CRM server (SugarCRM) level
add the User (<User_Name>) to the Password file by entering at the CLI the following command (Replace <Path>, <Password_Directory>, <Password_File> and <User_Name> with real data.  Note the space between htpasswd and <Path> and the space between <Password_File> and <User_Name>)
/usr/bin/htpasswd <Path>/<Password_Directory>/<Password_File> <User_Name> <enter>
add the User to the CRMgroup in the Groups file by adding, to the CRMgroups line, the <User_Name>
Give the User a Riva Account and Setup the synch for their Outlook and SugarCRM data (optional with this setup)
See the Riva Setup for detailed instructions
[bookmark: _Toc293904651]Configuring Scheduled backups of (most of) the PBX from within FreePBX
Go to FreePBBX Admin>Tools>Backup&Restore
Backup Name: <text field, describe as you want>
I created one complete backup initially and called it Initial_Backup (I know, how inventive) within which I included:
Voicemail: Yes
System Recordings: Yes
System Configuration: Yes
Admin Web Directory: Yes
CDR: Yes
Operator Panel: Yes
+ Additional files and folders: None (As at the date of this document, The Back function works fine for the basic PBX configuration, and it does backup the Additonal Files and Folders, but it does NOT restore them, so don’t bother with the Additional Files and Folders her and do them instead via Webmin)
+ FTP Settings (again, click on the +)
FTP User Name:
FTP Password:
FTP Hostname:
FTP Directory (optional if your hostname directly points to a directory like mine does)
+ SSH Settings 
Leave blank; this is if you do NOT use FTP
+ Email Settings
Leave blank; this is if you do NOT use FTP
Run Schedule
For the Initial_Backup, I chose the Run Schedule:  Now option, not any of the time-based schedules; you choose what you’d like
Click on Submit Changes
Note: If you choose the Run Backup: Now option, your browser will appear to freeze.  This is NOT a problem.  The system is creating a 40MB+ file (for a system with only 16 extensions) compressing and uploading it to an FTP site.  Give it time and have a coffee.  When you come back, all will be done and back to normal.  If you do create one of the time-scheduled backups, this “freeze issue will not happen since the backup proceeds in the background.
I copied the Initial_Backup (time-stamped) file created by this to my PC (one can never be too safe with backups)
I can use this file to restore a new install to match the configuration
To find where FreePBX places its backup files once created, use the find file command
Find out what name the system gave to your time-stamped backup file
Go to FreePBX>Tools>Backup&Restore
Click on Restore from Backup 
No, do NOT worry, I am not going to have you do something to mess up what you just finished
Click on the link on the left with the FileName you used for the backup <Initial_Backup> in my case)
READ - DO NOT CLICK ON - the most current backup file stored in this directory (there may be only one if you just did one, and if so, use it).  That is the <filename>. 
Find the file location (from the Putty CLI)
find / -name '<filename>' <enter>
the / tells the find command to search all the directories, starting at the root level
the -name tells the find command that it is looking for a file name
-iname would be used if you wanted the search to NOT be case sensitive
the ‘<filename>’ is the full name of the file (or use wildcard * if you want) and MUST be enclosed in single quotes
In the default Piaf installation, the backups created by FreePBX are located at:
/var/lib/asterisk/backups/
Within that directory, each named backup has its own directory (eg Initial_Backup)
Within each named Backup Directory, there are individual date-stamped files for each backup run that was initiated
You can now create scheduled backups of either the full configuration (like above) or partial backups (for only those elements that change like Voicemail Recordings, CDR, …) or just leave it at this.  Your call.  I created weekly partial backups 
[bookmark: _Toc293904652][bookmark: _Toc251004301][bookmark: _Toc251004574]Configuring Scheduled backups of (most of) the CRM from within SugarCRM
Done within Webmin – better control over naming and date stamping
[bookmark: _Toc293904653]Configuring Scheduled backups of the additional Files and Folders for PBX and CRM from within Webmin 
For PBXiaf, if you are using the FreePBX Backup and Restore module, you only need to use Webmin to backup the Additional Files and Folders.  The Files and folders to be backed up to complete the PBX backup are:
/tftpboot
/var/spool
/root/scripts
/etc/mail
/etc
/var/lib/asterisk/licenses (for FAX license; cannot get replacement)
MySQL (for PBXiaf)
For SugarCRM, we are using Webmin as the primary backup mechanism to backup both the main <Sugar_Dirctory> Files and the SugarCRM MySQL database.  The Files and Folders to be backed up to complete the SugarCRM backup are:
/var/www/html/<Sugar_Directory>
MySQL (for SugarCRM)
Setup the Webmin backup parameters
Go to Webmin>System>Filesystem Backup>ModuleConfig
Do strftime substitution of backup destinations?: Yes
Run Backups in: Background (to run backups in background (so do not need to leave Webmin window in foreground)
Always use TAR format for Backups: Yes
Send backup email: Only if error occurs
Schedule selector format: Complex
Click Save
Backup the additional Files and Folders for PBXiaf
Go to Webmin>System>Filesystem Backup
enter “/tftpboot” (NOT including quotation marks) into field beside “Add a new backup of directory”
Click “Add a new backup of directory”
In TAR filesystem backup details
Backup to: Host
enter <hostname> into Host field
enter <UserID> for ftp site sign-on
enter <filename>.tar.gz (remember to append “.tar.gz”) (if want date-stamped add %Y for 4-digit year, %m for 2-digit month, %d for 2-digit day) (if want to run every night and have each weekday replace the last week’s same day (ie this Monday replace last Monday) enter <filename>_%u-%a.tar.gz and have the backup run every night.  That way, each week will self-replace)
Remote Backup Command: ftp
Password for SSH/FTP login: <password>
Click on Backup Options (to expand section)
Compress Archive: Yes, with gzip
Command to run before backup: Halt if command fails: Uncheck
Command to run after backup: Halt if command fails: Uncheck
Click on Backup schedule (to expand section)
Scheduled backup enabled?: 
Enabled, at times chosen below (if only item to be scheduled or if first item scheduled to run at that time)
Email scheduled output to: <email address>
Email message subject: Default or your own custom message
Times and dates scheduled below … (chosen)
Select the Minutes/Hours/Days/months/Weekdays as appropriate or leave as All if not wanting to differentiate based on any one of these.
Make sure to DeSelect the default “0 Minutes” by <Ctl>-clicking on it to ensure the job runs only at the selected time, NOT 2x that hour
Click Create or Create and Backup
Repeat the Process for the remaining Additional Files and Folders, including the MySQL databases (backup the full MySQL database, including the Asterisk elelents, just to be complete).
/var/spool
/root/scripts
/etc/mail
/etc
/var/lib/asterisk/licenses
/var/lib/mysql
Repeat the above process to backup the <Sugar_Directory> which is at
/var/www/html/<Sugar_Directory>
(The following instructions are no longer used nor needed, but I have left them in to show you how to get access to the MySQL database.  As it turned out, doing this just backed up the structure definitions of the MySQL database, not the actual database contents themselves.)   
Backup the MySQL database to the local Sever (one backup works for both PBXiaf and SugarCRM)
From a Command-Line-Interface, create a directory to hold the MySQL database backups locally prior to them being copied to a remote ftp system)
cd ~
mkdir mysqlbu
Webmin>Servers>MySQL_Database_Server (enable Full access to MySQL administration so the database backup tool can be used)
Enter the Password as: passw0rd (lowercase password with a number 0 instead of a letter O)
Save (the administrators panel will then be presented)
Click on “Backup Databases” (button at bottom of screen)
Backup destination
Backup directory: /root/mysqlbu
Other backup options
Add Drop Table Statements to Backup: Yes
Compression Format: None (will compress when copy to ftp site)
Leave rest at default
Backup Schedule
Scheduled backup enabled? Yes, at times chosen below
Schedule:
Minutes: Selected: 2
Hours: Selected: 2 (2:02AM – allow ½ hour after this starts to allow it to complete before backup copy is scheduled to send to ftp site)
Days/Month/Weekdays: All
Click Save
This will take you back to the main window
Note you have NOT yet created a backup, just created a schedule for a backup
Click Backup Databases
Click Backup Now
Note: to restore the MySql databases, you must first restore the /root/mysqlbu directory from the archive, and then, from the /root/mysqlbu directory, restore the actual MySQL database by:
Webmin>Servers>MySQL_Database_Server
Click on asterisk folder
Scroll to the bottom of the screen
Click on Execute SQL
Click on tab “Run SQL from file”
Use Radio button “From local file”
Browse (using the … button) to find the asterisk.sql file in the /root/mysqlbu directory
Click the Execute Button
Repeat the above steps to restore all the MySQL db elements in the /root/mysqlbu directory:
asterisk.sql
asteriskcdrdb.sql
mysql.sql
test.sql
sugarcrm.sql
Backup (to an offsite location) the MySQL databes file you just created on the server
Webmin>System>Filesystem Backup
enter “/root/mysqlbu” (NOT including quotation marks) into field beside “Add a new backup of directory”
Click “Add a new backup of directory”
In TAR filesystem backup details
Backup to: Host
enter <hostname> into Host field
enter <UserID> for ftp site sign-on
enter <filename>.tar.gz (append “.tar.gz”)(see above notes for having daily backups with wekkly cycle)
Remote Backup Command: ftp
Password for SSH/FTP login: <password>
Click on Backup Options (to expand section)
Compress Archive: Yes, with gzip
Command to run before backup: Halt if command fails: Uncheck
Command to run after backup: Halt if command fails: Uncheck
Click on Backup schedule (to expand section)
Scheduled backup enabled?: 
Email scheduled output to: <email address>
Email message subject: Default or your own custom message
Times and dates scheduled below … (chosen)
Set timing to backup after the mysql backup to the local Server has completed
Make sure to DeSelect the default “0 Minutes” by <Ctl>-clicking on it to ensure the job runs only at the selected time, NOT 2x that hour
Click Create
Repeat the procedure, creating backup schedules for:
Weekly: Mon/Tue/Wed/Thu/Fri/Sat /Sun
Create a separate one for each day, that way you always have the ability to go back (up to) 7 days of unique backups in case you did not notice a corruption/loss for a day or two
Monthly: 1st/15th of every month ?? (your call if you want additional recovery options)
[bookmark: _Toc293904654]To view Selected Call Detail Reports (CDRs)
FreePBX>Reports
Establish the search criteria in the upper box
Click Search
Review the report
[bookmark: _Toc293904655]To View ALL the fields in each record of the Call Detail Report (CDR) database
WebMin>Servers>MySQL_Database_Server>asteriskcdrdb
To view all records
Click cdr
Click “View Data”
Be careful doing this since the CDR database can easily get 100s of thousands of records
To view a subset of the records
Click “Execute SQL”
type into the box
select *
from cdr
where calldate >= ‘yyy-mm-dd’ and calldate <= ‘yyyy-mm-dd’ (insert actual y/m/d values, using 4/2/2 character entries)
Click the Execute Button
[bookmark: _Toc293904656]To Export the Full/Partial set of records available for Call Detail Reporting
WebMin>Servers>MySQL_Database_Server>asteriskcdrdb>cdr
Click on Export as CSV
File Format: CSV without quotes
Include Column Names in CSV: Yes
Export Destination: Save to File (determine name/destination on Asterisk server and retrieve the exported file later to your Windows machine using Webmin)
SQL where clause for rows to export:
Select “Export all rows” if want the entire set of CDR database 
Select the radio button to the left of the field if want to parse out a subset
calldate >= ‘2010-01-15’ and calldate <= ‘2010-01-31’
(this would be if you wanted all records on or after 15Jan2010 and on or before 31Jan2010)
make sure to use the date format yyyy-mm-dd (using 4 digits for year and 2 digits for month and day) and include the date in single quotes
Columns to include in CSV: (leave at default which is all columns selected)
Click on Export as CSV
Webmin>Others>File_Manager
Locate the file you just Exported and select it
Click “Save”
Locate the place where you want the file to be stored on the Windows machine
(you have to add the .csv to the end of the filename and select “All Files” as the file type as the source linux file will not have this pre-established for the save command)
Open the File from within Excel on the windows machine
[bookmark: _Toc293904657]To Purge the MySQL database of Selected Records 
(say 2-year-old records that are just taking up space)
Webmin>Servers>MySQL_Database_Server>asteriskcdrdb
Click the Execute_SQL button
First, (not necessary, but a good practice to double check you have entered the correct command) confirm that the records you think you are deleting are the ones you are deleting by showing the records you are going to delete
type into the box
select *
from cdr
where calldate >= ‘yyyy-mm-dd’ and calldate <= ‘yyyy-mm-dd’ (insert actual y/m/d values, using 4/2/2 character entries)
Click the Execute Button
Second, assuming you are getting the records you want to delete, change the first line of the code from above from “select *” to “delete” and run the delete code
type into the box
delete
from cdr
where calldate >= ‘yyyy-mm-dd’ and calldate <= ‘yyyy-mm-dd’ (insert actual y/m/d values, using 4/2/2 character entries)
Click the Execute Button




[bookmark: _Toc251004304][bookmark: _Toc251004577][bookmark: _Toc293904658]
Appendix 1 – Personalized Settings
[bookmark: _Toc251004305][bookmark: _Toc251004578][bookmark: _Toc293904659]Router 
Brand/Model: 
URL: 
UserID: 
PassWd: 
Connection
Internet Connection Type: 
UserID: 
Password: 
KeepAlive: Redial Period: 30
DNS1: 208.67.222.222 (Open DNS)
DNS1: 208.67.220.220 (Open DNS)
QOS
IP Ports 5060,5061 set to High Priority
Physical Port to which IP_PBX Server and ATA are connected: 8
Ethernet Port Priority
Port 8: High
All other Ports: Low
Ports Forwarded to <localhost_IP_Address>
69 for UDP (for tftp Server to download config files for remote Aastra phones) (Not Used)
5060, 5061 for UDP (SIP Handshaking)
8245 for Both TCP and UDP (no-ip updates to Dynamic DNS)
10002_20000 for UDP (SIP Audio Channels)
Port Forwarded to Windows PC to enable Remote Desktop: 3389
DynDNS Settings (IF choose the router DynDNS option, not the no-ip software DDNS option:
DDNS Service: 
UserName: 
Password: 
Host Name: 
[bookmark: _Toc251004306][bookmark: _Toc251004579][bookmark: _Toc293904660]FTP Site
The versions of files used for this install are stored at my personal FTP site for recovery and reinstall in the event of a system crash
Instead of doing a wget from the locations identified, you can go to this FTP site instead and be assured of getting the same versions described.  To get the most current versions, follow the instructions given, but be aware, that the current versions may not have the same functionality or user interface as that described.
Site: 
UserID: 
Password: 
wget ftp://
My backups are also stored on this FTP site at:
Site: 
UserID: 
Password: 
[bookmark: _Toc251004307][bookmark: _Toc251004580]Be careful who gets access to this or they can get all the settings and passwords as well
My Aastra Config files for reloading config files on Remote (outside LAN) Aastra phones at bootup are at:
FTP Site: 
UserName: 
Password: 
[bookmark: _Toc293904661]Centos
SignOn Codes
UserID: root
<root_ Password>: 
UserID: maint, wwwadmin, meetme, ari
<maint_Password>: 
WAN (external Static IP)
IP: 
FQDN: 
Local Network Settings:
Static IP: =<localhost_IP_Address>
NetMask: 255.255.255.0
Broadcast: 192.168.1.255
DNS1: 208.67.220.220
DNS2: 208.67.222.222
To access Linux settings via WebMin, in Web browser, from inside Router, use URL

UserID: root
Password: (as above for root)
To access FreePBX 

UserID: maint
Password: (as above for maint)
[bookmark: _Toc293904662]apf
in /etc/apf/allow_hosts.rules add IPs/ranges which have unrestriced access

in /etc/apf/allow_hosts.rules add IPs/ranges/Ports which have specified access

[bookmark: _Toc293904663]Sendmail
<yourFQDN less the www> = (for Masquerading )
<smtp.your.provider>: 
<yourFQDN> = 
AuthInfo:
your.isp.net = 
"U:root" = 
"I:user" = 
"P:password" = 
“M:Mechanisms”= “M:LOGIN PLAIN”

Check to ensure quotation marks transferred properly,sometimes they are replaced by “.” in Putty - if so, change back to double quotes - “
root alias = yourEmailAddress = 
[bookmark: _Toc251004308][bookmark: _Toc251004581][bookmark: _Toc293904664]Dynamic DNS Service
Using DynDNS as a fail-safe way to enable an IP Address that can be changed remotely for secure access
www.dyndns.com
UserName: 
Password: 
FQDN:
Hostnames



Email Address used
[bookmark: _Toc251004309][bookmark: _Toc251004582]Email: 
PssWd: 
[bookmark: _Toc293904665]Digium FreeFAX
Account setup at http://store.digium.com
Username:
Password: 
email: 
First Name: 
Last Name: 
Company: 
Title: 
Address 1: 
Address 2: 
Phone:
Address: 
City: 
State: 
Postal Code: 
Country: 
Phone: 
email: 
Registration Answers (same as above except where shown below)
For 32 Bit Developer System
Key: 
email: 
Default FAX Header: 
Local Station Identifier: 
Outgoing Email address: (where FAXes appear to come from)
Email address: (destination email for inbound FAXes + legacy compatibility)
[bookmark: _Toc293904666]Call Detail Reporting Setup
MySQL User (to allow Remote access to MySQL)
UserID: 
Password: 
Hosts: Any
Permissions: Select Data Table
ODBC Driver Setup
Sign-in for the MySQL site
email: 
PassWord: 
Data Source Name: 
Description: 
Server: 
Port: 3306 (Default)
User: 
Password: 
Database: asteriskcdrdb (select from drop-down menu to avoid spelling mistakes)
Click OK
Click OK
Close Control Panel Window
[bookmark: _Toc293904667]PBXiaf
Support Forum ID (http://pbxinaflash.com/forum )
UserID: 
Password: 
SignOn Codes for FreePBX 
Admin
UserID: maint
PssWd: 
User
UserID: Extension #
Password: VMail Password
To access:
Admin Mode: in web browser, from inside Firewall, use URL
<localhost_IP_Adddress>/maint
User Mode: in web browser, from inside Firewall, use URL
<localhost_IP_Adddress>
Network Settings
Static IP: 
Local Network: 
Module Update Notices

[bookmark: _Toc251004310][bookmark: _Toc251004583][bookmark: _Toc293904668]Extensions
11 (RC Office)
User_ Extension: 
Display_Name: 
Outbound CID: 
Call Waiting: Enable
SIP secret: 
Default Page Group: Include
Voicemail: 
Enabled
Voicemail Password: 
email Address: 
Email Attachment: Yes
Play CID: Yes
Play Envelope: Yes
Delete Voicemail: No
[bookmark: _Toc293904669]Ring Groups
Group Name:
Ring Group: 
Ring Group 
Extension List

CID Name Prefix : 
Alert Info: <Bellcore-dr4>
Destination if No Answer: Voicemail: 
[bookmark: _Toc293904670]Parked Calls
Enable Parking Lot in PBX
Parking Lot Extension: 70
Number of Slots: 2
Parking Timeout: 1 minutes
Destination for Orphaned Parked Calls: 
Program Phones to Use Park / Pickup
In aastra.cfg
For 53i
prgkey1 type: speeddial
prgkey1 value: ",#,#,70,#"
prgkey1 line: 2
prgkey2 type: speeddial
prgkey2 value: "71# "
prgkey2 line: 2
For 57i
softkey1 label: Park
softkey1 type: speeddial
softkey1 value: " ,#,#,70,#"
softkey1 line: 2
softkey2 label: Pickup
softkey2 type: speeddial
softkey2 value: "71#"
softkey2 line: 2
[bookmark: _Toc293904671][bookmark: _Toc251004315][bookmark: _Toc251004588]Paging Groups
Paging Group: 
Group Description: 
Device List

Force if Busy: Checked
Duplex: Checked
Default Page Group: Checked
[bookmark: _Toc293904672]Time Schedules and Actions (Cantin Home only)
Create Time Groups
Description: From 7AM to 9PM (a text field)
Time to start: 7:00
Time to finish: 21:00
Create Time Conditions (One for each Extension/Ring Group controlled by a schedule)
Ring Group 
Time Condition Name: 
Time Group: Select 7AM_to_9PM
Destination if time matches: 
Destination if time does not match: 
[bookmark: _Toc293904673]Conferencing
Conference Extension: 
User PIN: 
Admin/Leader PIN: 
Configuration:
Join Message: No (no option here)
Leader Wait: Yes
Talker Optimization: No
Talker Detection: No
Quiet Mode: No
User Count: Yes
User Join/Leave: Yes
Music on Hold: Yes
Music on Hold Class: Default
Allow Menu: No
Record Conference: No
Trunk and Inbound Call Route used to bring participants to Conference from Outside: 
[bookmark: _Toc251004311][bookmark: _Toc251004584][bookmark: _Toc293904674]Handsets : SoftPhone (3CX)
3CX
Ext 
Account Name: 
Caller ID: Leave blank and use CallerID from extension settings
Extension: 
ID: 
Password: 
My Location:
In the Office: 
Out of the Office: 
Advanced Settings
PBX voicemail: 
[bookmark: _Toc251004312][bookmark: _Toc251004585][bookmark: _Toc293904675]Handsets : IP Phone (Aastra 6753i and 6757i)
Default Sign-in Credentials
UserID: admin
Password: 22222
If using the End Point Manager Configuration method to configure the phones, do the following:
In Endpoint Template Manager
Template Name : 
Model: 
Clone: 
General Settings
Alternative File Configuration for $mac.cfg: 
Alternative File Configuration for aastra.cfg:
Keys Settings
Programmable key 1 Type: speeddial  (Park)
Programmable key 1 Value: 
Programmable key 2 Type: speeddial  (Pickup)
Programmable key 2 Value: 
Programmable key 3 Type:  speeddial  (Page)
Programmable key 3 Value: 
Programmable key 4 Type: callers (Caller List) (or list )
Programmable key 4 Value: 
Programmable key 5 Type: conf  (Conference)
Programmable key 5 Value:
Programmable key 6 Type: speeddial  (Voicemail)
Programmable key 6 Value: "*97"
In End Point Device List
Mac Address: 
Brand: 
Model:
Line: 1

Line: 3

Template:	
If using the Manual Configuration File method to configure the phones, do the following:
Create an FTP Site to hold the configuration files for the Remote Phones

UserName:
Password:
Put aastra.cfg into the /tftpboot Directory for local phones and into the FTP Directory for Remote Phones – copy the lines contained below and save as aastra.cfg
# 
# Template for Aastra Config Files
# 
# ====================================
# 
# Set and lock admin password
!admin password: 22222
# 
# Enable web GUI interface
web interface enabled: 1
# 
# Set Menus to Full Menu (as opposed to simplified Menu)
options simple menu: 0
# 
# Set Timeout for spacing of Dialing digits
sip digit timeout: 4
# 
# Set SOurce Server for xml scripts
xml application post list: 192.168.1.225
# 
# Configure Ethernet Ports 
pc port passthru enabled: 1
ethernet port 0: 0 # auto-negotiate
ethernet port 1: 0 # auto-negotiate
# 
# Enable SIP rport to assist when client is behind NAT/Firewall
sip rport: 1
# 
# Set RTP Port to start at range enabled by Port Forwarding and Firewall
sip rtp port: 10002
# 
# Set so phones only update configuration and firmware when manually restarted
auto resync mode: 0
# 
# Lock Phone so user cannot change Button Configuration or reprogram Speed Dails
speeddial edit: 0
# 
# Enable Distinctive Ring for Calls with Alert from Server
priority alerting enabled: 1
#
# Set time/date display parameters
time format: 0 # 12 hr format
date format: 9 # WWW DD MMM
time zone name: Custom # Set dst settings manually since built-in ones do not seem to work
time zone minutes: 300 # EST - add 300 minutes - 5 hours - to UTC for this time zone (EST)
dst minutes: 60 # Add 60 minutes during summertime
dst [start|end] relative date: 1 # Use relative settings since do not use same date each year
dst start month: 3 # March
dst start week: 2 # Second week of the month
dst start day: 1 # Sunday
dst start time: 2 # 2AM
dst end month: 11 # November
dst end week: 1 # First week of the month
dst end day: 1 # Sunday
dst end time: 2 # 2AM
time server disabled: 0
time server1: 1.pool.ntp.org
time server2: 2.pool.ntp.org
time server3: 3.pool.ntp.org
# 
# Enable Intercom and Paging
sip intercom type: 2
sip intercom prefix code: *80
sip intercom line: 3
sip allow auto answer: 1
sip intercom mute mic: 0 # Override to 1 for Remote Phones
sip intercom warning tone: 1
sip intercom allow barge in: 1
#
# Disable Live DialPad
live dialpad: 0
# 
# Suppress DTMF playback when using softkey
suppress dtmf playback: 1
#
# Disable auto-look to Aastra Server for Factory Reset
contact rcs: 0
#
# Set Registration Timers (low) to prevent No Service issues
sip registration period: 3600
sip registration retry timer: 30
sip registration timeout retry timer: 30
sip registration renewal timer: 2
Create <mac>.cfg files for each phone, using the Parameters unique to each phone – as identified in the manual method section immediately following – and put one for each phone into the /tftpboot Directory for local phones or the FTP Directory for Remote Phones – copy the lines contained below and save as <mac>.cfg
For local 53i phones inside the LAN/firewall
[bookmark: _Toc251004313][bookmark: _Toc251004586][bookmark: _Toc293904676]Handsets : ATA (Cisco SPA2102)
To Reset to Factory Default Settings
Unplug ATA
Hook POTS Analog Phone up to Line 1
Plug in ATA
Take Phone off Hook
Press: ****
Press 73738 #
Press: 1  #
Hang Up Phone (when instructed to do so)
Web UI IP
192.168.0.1 (after reset to factory default settings)
Static IP: (when configured)
Router (tab)
WAN Setup
Internet Connection Type: Static (set above)
Static IP: (set above)
NetMask: 255.255.255.0 (set above)
Gateway: 192.168.1.1 (set above)
Enable WAN Web Server: Yes (set above)
Maximum Upload Speed: 512kbps
Leave rest at Default settings
LAN Setup
Networking Service: Bridge
Enable DHCP Server: No
Leave rest at Default settings
Voice Setup
System
Leave all at Default settings
SIP
Leave all at Default settings
Provisioning
Leave all at Default settings
Regional
Leave all at Default settings
Line 1
SIP Port: 5060
SIP Proxy – Require: <localhost_IP_Address>
Proxy: <localhost_IP_Address>
Display Name 
UserID: 
Password: 
Auth ID: 
Use Auth ID: Yes
Dial Plan: (*xx|[3469]11S0|0|00|1xxx[2-9]xxxxxxS0|[2-9]xx[2-9]xxxxxxS0|[2-9]xxxxxx|xxxxxxxxxxxx.)
Leave rest at Default settings
Line 2
SIP Port: 
SIP Proxy – Require: <localhost_IP_Address>
Proxy: <localhost_IP_Address>
Display Name 
UserID: 
Password: 
Auth ID: 
Use Auth ID: Yes
Dial Plan: (*xx|[3469]11S0|0|00|1xxx[2-9]xxxxxxS0|[2-9]xx[2-9]xxxxxxS0|[2-9]xxxxxx|xxxxxxxxxxxx.)
Leave rest at Default settings
User 1
Leave all at Default settings
User 2
Leave all at Default settings
[bookmark: _Toc251004314][bookmark: _Toc251004587][bookmark: _Toc293904677]Connection to Unlimitel
Unlimitel Hostname Mapping
209.217.98.130 sip.unlimitel.ca
209.217.98.194 sip02.unlimitel.ca
209.217.98.218 sip03.unlimitel.ca
209.217.85.206 sip04.unlimitel.ca
209.217.98.154 sip05.unlimitel.ca
209.217.85.78 sip06.unlimitel.ca
209.217.98.254 iax01.unlimitel.ca
206.191.37.138 iax02.unlimitel.ca
209.217.98.230 iax03.unlimitel.ca
209.217.98.134 iax04.unlimitel.ca
209.217.98.158 iax05.unlimitel.ca
209.217.85.90 iax06.unlimitel.ca
64.26.157.235 sip03g729.unlimitel.ca
Go to http://www.unlimitel.ca/temp/support/voip_support/voip_configuration_samples.html to use the configuration tool on Unlimitel’s site for configuring connections
Account Specific information - Entered into FreePBX>Setup>Trunks
 DID:
Entered into Configurator
DID Proxy Server:
DID = SIP Trunk UserName: 
Secret = SIP Trunk PssWd: 
Desired CallerID Name: <blank>
Asterisk Server Type: trixbox CE
Entered Into FreePBX Add_Trunks page (leave rest as is):
Trunk Description: 
Outbound Caller ID: <blank>
Maximum Channels: 5
Outgoing Settings
Trunk Name: *** put real data here ***
Peer Details
disallow=all
allow=ulaw
canreinvite=no
context=from-pstn
dtmfmode=rfc2833
host=*** put real data here ***
username=*** put real data here ***
secret=*** put real data here ***
insecure=port,invite
progressinband=no
relaxdtmf=yes
rfc2833compensate=yes
type=peer
Incoming Settings
User_Context: *** put real data here ***
User_Details
disallow=all
allow=ulaw
canreinvite=no
context=from-pstn
dtmfmode=rfc2833
host=*** put real data here ***
username=*** put real data here ***
secret=*** put real data here ***
insecure=port,invite
progressinband=no
relaxdtmf=yes
rfc2833compensate=yes
type=peer
Register String: *** put real data here ***
[bookmark: _Toc251004316][bookmark: _Toc251004589][bookmark: _Toc293904678]Inbound Route Configurations
DID 
Description: 
DID Number: 
FAX Extension (if FAX Module loaded): Disabled
Destination: 
[bookmark: _Toc251004317][bookmark: _Toc251004590][bookmark: _Toc293904679]Outbound Route Configurations
Name: 
Emergency Dialing: Check
Dial Patterns:911/_1234
Trunk Sequence

Click Submit_Changes
Click the arrows on the Outbound Routes list to move this Emergency route to the top
[bookmark: _Toc293904680][bookmark: _Toc251004318][bookmark: _Toc251004591]PC / Asterisk Connectivity
Custom Settings in /etc/asterisk/manager_custom.conf
<call_notifier_User_Name>: 
<call_notifier_Password>: 

 []
secret = 
deny=0.0.0.0/0.0.0.0
permit=
permit=127.0.0.1/255.255.255.0
read = system,call,log,verbose,command,agent,user,config,dtmf,reporting,cdr,dialplan,originate
write = system,call,log,verbose,command,agent,user,config,dtmf,reporting,cdr,dialplan,originate
ADAT Configuration Settings
Accessibility and Integration:
Account
Server
Server: <localhost_IP_Address> : 
Port: 5038 (default)
Description: 
Username: <call_notifier_User_Name> (see above)
Password:  <call_notifier_Password> (see above)
Extension
Extension: <ADAT_extension>: SIP/11 (Make sure to include SIP/ before extension number)
context: <context>: from-internal (likely from-internal if using default FreePBX install)
Monitoring
Events
Balloon clicks (once have SugarCRM installed and operational)
Check On incoming call: 
Enter 
Account Connection 
Leave unchecked.  you can check this when configuring or debugging, but if you leave it on, it will take the action entered every time the extension is answered)
Dial Transform
General appearance settings
Horizontal position of messages: slide to far left
General Behaviour (in addition to default settings)
Contacts data
[bookmark: _Toc293904681]Remote Access
RDP settings on the remote Windows PC
Computer: rchomepc.redirectme.net:2222 (Redirects to a non-standard RDP port – not 3389 – to make it just a little more secure than normal)
UserID: 
Password: 
Settings on the LAN-based Windows PC used to gain access to the PBX locally
Set the RDP Port on that PC to 2222 (away from 3389 = the standard RDP port)
In RegEdit, go to HKEY_LOCAL_MACHINE>System>CurrentControlSet>TerminalServer>Winstations>RDP-Tcp>PortNumber
Click Modilfy, make sure Decimal is selected and replace 3389 with 2222
Click OK and Quit RegEdit
Enable Remote Desktop on that PC
In Windows XP, right-click on MyComputer, Click the Remote tab and make sure the “Allow Users to connect remotely to this computer” is checked
[bookmark: _Toc293904682]SugarCRM Installation
SugarCRM Path: /var/www/html/
SugarCRM Directory: <Sugar_Directory> (renamed from SugarCE-Full-6.1.0)
Wizard Entires
Database Configuration
Database Name: sugarcrm
<Host Name>: localhost
Database Administrator
User Name: root
Password: 
Sugar Database Username: Same as Admin User
Populate Database with Demo Data: No
Site Configuration
URL of Sugar Instance: 
System Name: 
Logo: (212x40): 
Sugar Application Admin Name: 
Sugar Admin User Password: 
Site Security
Send Anonymous Usage Stats: Uncheck
Automatically Check for Updates: Uncheck
SMTP Server Specifications
Click Other
Exchange Server: 
Use SMTP Authentication: Yes (Checked)
Exchange Server Port: 465 (default is 25 but some ISPs block so 465 or 587 are alternates)
Enable SMTP over SSL or TLS: SSL
Exchange User Name: 
Exchange Password: 
Allow Users to use this acccount for outgoing email: No
Your Information
First Name: 
Last Name: z- (z- put there to make sure this appears last in the Employees listing)
email address: 
Your Locale
Time Zone: 
Currency Significant Digits: 0
Default Outbound email account
Leave as is and correct to "External Email client" after sign in
[bookmark: _Toc293904683]User Configurations for SugarCRM
UserName:
Password: 
User Type: Administrator
IP Address: 

Email Settings
Email Address: 
Email Client: External Email Client
[bookmark: _Toc293904684]Security Settings for Server
A DynamicDNS has been created at www.DynDNS.com to point to the CRM; use the DynDNS instead of the Fixed_IP whenever possible in case the IP changes due to a physical move of the server location, ...

in /etc/apf/allow_hosts.rules, add
# 
# Enable all access from local LAN
# (for home setup on 192.168.1.*)
# Do NOT allow all range (ie do NOT use 192.168.1.0/24)
# as this, with the Linksys Router enables ALL Port 80 traffic
# (a Linksys issue)
# 207.148.144.46
# 207.148.144.47
# 207.148.144.48
# 207.148.144.49
# 207.148.144.50
# 207.148.144.51
# 207.148.144.52
# 207.148.144.53
# 207.148.144.54
# 207.148.144.55
# 207.148.144.56
# 207.148.144.57
# 207.148.144.58
# 207.148.144.59
# 207.148.144.60
# 207.148.144.61
# 207.148.144.62
# 207.148.144.63
# 207.148.144.64
# 207.148.144.65
Password Directory
[bookmark: _Toc293904685]Riva Live (from Omni TS) (Not used for Ayuda CRM but left in for future reference)
/etc/apf/allow_hosts.rules settings to enable Riva IPs to access SugarCRM
See instruactions above in Manual
/etc/httpd/conf/httpd.conf edits to give Riva access to/var/www/ html/admin without requiring authentication
Edit as per instructions above in the Manual
Outlook Settings
Add Category: LaurierCRM
1and1 settings for Riva email
email: 
Password: (not required since it is a forward email)
Forward mail to: 
Riva Account
Login URL: https://www.rivasync.com/live/login
User: 
Password: 
SugarCRM connector information
UserName: 
Password: (see above for password for this account)
Host: 
Riva Server to Exchange connection
Exchange Version: 2007
Host: https://mail.securembox.com
UserName: 
Password: 
Synchronization Settings
As per above instructions, with 
Category Name: 
Modules
Leave all Modules Selected
Contacts: Filter by Security
Domains to be excluded from Smart Convert
@
Assign To Settings
Maximum number of tracked items: 45
Maximum age of tracked items: 90
[bookmark: _Toc293904686]Maintenance
Adding a CRM User
Allow the new User through the firewall
#
# Enable <User_Name> from <User_IP> to access System
tcp:in:d=80:s=<User_IP>
tcp:out:d=80:d=<User_IP>
tcp:in:d=9080:s=<User_IP> 
tcp:out:d=9080:d=<User_IP>
Add the new User to the CRM system
Using an administrator from within SugarCRM, add a new User
If Authenticating at the Apache level:
edit the section of the /etc/httpd/conf/httpd.conf to be
<Directory "/var/www/html/crm">
Options FollowSymLinks
AllowOverride All
# Enable selected IP(s) to pass without Authentication
# This may be used for SysAdmins who want regular easy access
#     but should only be done selectively, if at all
Order deny,allow
Deny from All
Allow from <User_ IP (there may be multiple lines for multiple IPs >
# Require Authentication for everyone else
AuthType Basic
AuthName "Restricted Files"
AuthUserFile /var/www/pass/psswds
AuthGroupFile /var/www/pass/groups
Require group CRMgroup
# Tell Apache to accept either Authentication OR Allow from
Satisfy any
</Directory>
Add the User to the Password file (Note the space between htpasswd and /var and the space between psswds and <User_Name>
/usr/bin/htpasswd /var/www/pass/psswds <User_Name>
Add the User to the CRMgroup in the Group file editing /var/www/pass/groups
add <User_Name> to the line starting with CRMgroup
Settings for Remote ftp cfg storage site (for Aastra phones connected from outside the LAN/Firewall)
User: 
Password: 
Hostname: 
Settings for Remote ftp backup Site
Do this for:
/etc/mail
/etc
/var/spool
/root/scripts
/tftpboot
/mysqlbu
HostName: 
User: 
in File or Device: <name you want to have shown at ftp site>.tar.gz (don’t forget to append the .tar.gz).  
Remote backup command: FTP
Password: 1SafeKeeperF0r_FTP
Backup Label: Custom per Backup
Compression: Yes, with gzip
Uncheck both “Halt” check boxes in Options
Scheduled Backup enabled: Enabled, at times chosen below
Email scheduled output Errors to: 
Email message subject: Custom per Backup
[bookmark: _Toc251004322][bookmark: _Toc251004595]

[bookmark: _Toc293904687]Appendix 2 - Securing your PBXiaf

Securing Your PBXiaf Server
Even though a PBXiaf system is a phone system, it is still a basic computer system like any other. One of the problems that we face is that extensions and VoIP service providers typically come into the system over the open Internet; this means that certain aspects of our system are wide open to the outside world. During the week that this article was written, several new scripts came out that allowed people to scan machines over the Internet, find systems that are running Asterisk, get the list of available extensions, and then hack the passwords. These tools allow a malicious hacker to get into your system and start making long-distance phone calls. There were numerous instances of companies with phone bills reaching into the thousands and even tens of thousands of dollars. Because of issues like this, it is more imperative than ever that you understand how to properly secure your PBXiaf server from the outside world. In this article by Kerry Garrison, we will focus on how to secure the PBXiaf server.
Start with a good firewall
Never have your PBXiaf system exposed completely on the open Internet; always make sure it is behind a good firewall. While many people think that because PBXiaf is running on Linux, it is totally secure, Linux, like anything else, has its share of vulnerabilities, and if things are not configured properly, is fairly simple for hackers to get into. There are really good open-source firewalls available, such as pfSense, Viata, and M0n0Wall. Any access to system services, such as HTTP or SSH, should only be done via a VPN or using a pseudo-VPN such as Hamachi. The best designed security starts with being exposed to the outside world as little as possible. If we have remote extensions that cannot use VPNs, then we will be forced to leave SIP ports open, and the next step will be to secure those as well.
Stopping unneeded services
Since PBXiaf is basically a stock installation of CentOS Linux, very little hardening has been done to the system to secure it. This lack of security is intentional as the first level of defence should always be a good firewall. Since there will be people who still insist on putting the system in a data center with no firewall, some care will need to be taken to ensure that the system is as secure as possible. The first step is to disable any services that are running that could be potential security vulnerabilities.
We can see the list of services that are used with the chkconfig –list command.
To disable a service, we use the command chkconfig <servicename> off. We can now turn off some of the services that are not needed:
We can also stop the services immediately without having to reboot:
service ircd stop
service netfs stop
service nfslock stop
service openibd stop
service portmap stop
service restorecond stop
service rpcgssd stop
service rpcidmapd stop
service vsftpd stop

Securing SSH
A very large misconception is that by using SSH to access your system, you are safe from outside attacks. The security of SSH access is only as good as the security you have used to secure SSH access. Far too often, we see systems that have been hacked because their root password is very simple to guess (things like password or PBXiaf are not safe passwords). Any dictionary word is not safe at all, and substituting numbers for letters is very poor practice as well. So, as long as SSH is exposed to the outside, it is vulnerable. The best thing to do, if you absolutely have to have SSH running on the open Internet, is to change the port number used to access SSH. This section will detail the best methods of securing your SSH connections.
Create a remote login account
First off, we should create a user on the system and only allow SSH connections from it. The username should be something that only you know and is not easily guessed. Here, we will create a user called trixuser and assign a password to it. The password should be something with letters, numbers, symbols, and not based on a dictionary word. Also, try to string it into a sentence making sure to use the letters, numbers, and symbols. Spaces in passwords work well too, and are hard to add in scripts that might try to break into your server.
A nice and simple tool for creating hard-to-guess passwords can be found at http://www.pctools.com/guides/password/.
[PBXiaf1.localdomain init.d]# useradd trixuser
[PBXiaf1.localdomain init.d]# passwd trixuser
Now, ensure that the new account works by using SSH to log in to the PBXiaf server with this new account. If it does not let you in, make sure the password is correct or try to reset it. If it works, continue on.
Only allowing one account access to the system over SSH is a great way to lock out most brute force attacks. To do this, we need to edit the file in /etc/ssh/sshd_config and add the following to the file.
AllowUsers trixuser
The PermitRootLogin setting can be edited so that root can't log in over SSH. Remove the # from in front of the setting and change the yes to no.
PermitRootLogin no

Change the SSH port
Finally, it's recommended that the Port setting from the standard 22 is changed, which everyone knows as SSH, to something else. Be careful what you change it to; you don't want the port to conflict with a port in use or that might become in use. You can also attract more attention to the server if you put it on another known port than if you left it at 22. In this example, we will use 2222. Please decide your own port number to use on your system. The setting we edit is Port 22 in /etc/ssh/sshd_config.
Remove the # from in front of the setting and change 22 to 2222.
Port 2222
We need to restart sshd for the changes to take effect. Please use caution when changing these settings on a remote system that you can't easily get to. If there is an error in the config, it could cause sshd to not restart. To restart the SSH service for the new settings to take effect, use the following command:
service sshd restart
Now, test to make sure that you can get into the server over SSH. The root user should be denied access and only the user we created should be allowed to get in. Don't forget to change your SSH port to 2222 when connecting. In Putty, it is listed next to the IP address; on the command line, the flag is -p port.
Extension security
Although, in the examples you've seen throughout this article, the extensions use the same secret as the extension number, in practice this is a very big security hole as several scripts that are available look for exactly this setup when trying to attack Asterisk-based systems. Make sure that you use a very strong password as your secret for each extension. In the next section, we will look at a set of tools that can be used to protect your system against extension attacks.
Additional security
With the advent of hacking scripts, you really cannot be too careful; if you have any remote extensions or VoIP trunks, it is now recommended that you set up tools to capture illegitimate login requests and block those IP addresses from getting into your system. One popular tool among PBXiaf users is fail2ban, and there is quite a bit of information in the PBXiaf forums about how to set it up. For the purpose of this article, we are going to look at APF and BFD as a more robust solution.
The following information is provided courtesy of Tim Yardley, the PBXiaf Build Engineer. Tim's recommendation is to use R-fx Networks, APF, and BFD for firewalling PBXiaf systems.
Links to their software can be found here.
APF: http://rfxnetworks.com/apf.php
BFD: http://rfxnetworks.com/bfd.php
APF stands for Advanced Policy Firewall. This is used to control iptables on the system to allow or disallow ports to be open. APF has additional features that make it stand out above the rest. Reactive Address Blocking (RAB), QoS (TOS), direct integration with BFD, and much more—see its site for full details.
BFD stands for Brute Force Detection. This is used to monitor any failed logins and block IP addresses from getting in. This runs as a cron daemon and works perfectly with APF.
Installing both of these applications is very simple. You can download both of them from the R-fx Networks links, uncompress them, and then run the install.sh script. Tim has also created an installer script that can be downloaded to your machine and run. This will install the latest and greatest APF/BFD. To get this script, you will need to use wget or another method to pull it off a web server. You will want to be logged into your system as root to use these commands:
· wget http://engineertim.com/install_apf_bfd.sh
· chmod 755 install_apf_bfd.sh
· ./install_apf_bfd.sh
This will start the installation process for both APF and BFD. Once the scripts complete, you will be returned to a command prompt.

APF
Configuring APF is pretty easy, and we will look at few of the config file options in this section. Two of the options are covered in great detail on its web site and well-commented in the conf.apf file.
The config file for APF lives in /etc/apf and is called conf.apf.
We will need to edit the conf.apf file. If you have multiple network interfaces on your PBXiaf setup, you will want to set the IFACE_IN and IFACE_OUT to your external interface. This is the untrusted network interface that is connected to the Internet. If you have a second card, eth1, that is used for internal, trusted network, you can set the IFACE_TRUSTED to this interface.
To begin editing the file, use the following command:
nano /etc/apf/conf.apf
Please see the comments in the conf.apf if you are uncertain.
The setup script will try to properly determine which interface is used for the untrusted network and place it in the appropriate field. It is recommended to set the value of SET_TRIM to 0. This value sets the total number of rules allowed inside of the deny trust system. It is designed to save memory and start time. With the default value of 50, the system will start to purge old rules once this number is met. With the inclusion of BFD, this number will generally climb past 50.
Setting this value to 0 will disable this feature.
SET_TRIM="0"
APF has the ability to do QoS on packets; this is defined with the TOS values in the conf.apf file. For SIP and IAX, you can set the following:
TOS_8="21,20,80,4569,5060,10000_20000"
This also requires a small tweak to one of the config files, which we will discuss later in this article, in order to tag UDP packets
If you changed the SSH port to a different number, we have to edit the conf.apf file to match this new port.
HELPER_SSH_PORT="2222"
Make sure to replace 2222 with the correct port number on which you decided to run SSH.
Ingress filtering is used to open inbound ports for access; both TCP and UDP have separate settings. For a PBXiaf setup, the following ports should be open; both TCP and UDP are listed. If you are not using TFTP, then do not have port 69 open. Do not forget to change the SSH port from 22, to the port you choose to run SSH on. Otherwise, you will be locked out; here we are using port 2222 from our last example. We have not included IAX ports in this setup. There is an easy way to ensure that only specific hosts can use IAX, which we will cover later. This is handy if you use IAX to do interoffice trunks, as I do, but don't want IAX ports open for the world to see.
IG_TCP_CPORTS="2222,69,80,5060,6600,10000_20000"
IG_UDP_CPORTS="69,5060,10000_20000"
Egress filtering is used to allow outbound filtering. I don't use egress filtering, and it will not be covered in this article. It is set to EGF="0", or disabled by default. In the section of the conf.apf file called Imported Rules, there are settings for various feeds. Feeds are used so that many people can get information about malicious IP addresses as soon as one system reports them; this way if a script from a certain IP is attacking systems, often before the script gets a chance to get to you, your system has already blocked that IP address. Some of these feeds are very handy and I use them all. You can even set up your own custom feed that would allow you to adjust all of your servers with global deny rules. You can disable or enable this feature with the USE_DS setting—a 1 is enabled, a 0 is disabled.
We are now ready to start APF for the first time. If you start APF right now and something is wrong, it will disable itself in 5 minutes. This is called DEVEL_MODE and is the first setting in the conf.apf file. Leave this set to 1 until you are certain you can get in via SSH and things are working.
To save the configuration file, hit Ctrl+O to save and Ctrl+X to exit.
To see a list of command-line options, run apf without any flags.
[PBXiaf1.localdomain apf]# apf
apf(3402): {glob} status log not found, created
APF version 9.6 <apf@r-fx.org>
Copyright (C) 1999-2007, R-fx Networks <proj@r-fx.org>
Copyright (C) 2007, Ryan MacDonald <ryan@r-fx.org>
This program may be freely redistributed under the terms of the GNU GPL
usage /usr/local/sbin/apf [OPTION]
-s|--start ......................... load all firewall rules
-r|--restart ....................... stop (flush) & reload firewall rules
-f|--stop........ .................. stop (flush) all firewall rules
-l|--list .......................... list all firewall rules
-t|--status ........................ output firewall status log
-e|--refresh ....................... refresh & resolve dns names in trust
rules
-a HOST CMT|--allow HOST COMMENT ... add host (IP/FQDN) to
allow_hosts.rules and immediately load new rule into firewall
-d HOST CMT|--deny HOST COMMENT .... add host (IP/FQDN) to
deny_hosts.rules and immediately load new rule into firewall
-u|--remove HOST ................... remove host from
[glob]*_hosts.rules and immediately remove rule from firewall
-o|--ovars ......................... output all configuration options
To start APF, we issue the following command:
[PBXiaf1.localdomain apf]# apf -s
apf(3445): {glob} activating firewall
apf(3489): {glob} determined (IFACE_IN) eth0 has address 192.168.1.31
apf(3489): {glob} determined (IFACE_OUT) eth0 has address 192.168.1.31
apf(3489): {glob} loading preroute.rules
apf(3489): {resnet} downloading http://r-fx.ca/downloads/reserved.
networks
apf(3489): {resnet} parsing reserved.networks into
/etc/apf/internals/reserved.networks
apf(3489): {glob} loading reserved.networks
apf(3489): {glob} SET_REFRESH is set to 10 minutes
apf(3489): {glob} loading bt.rules
apf(3489): {dshield} downloading http://feeds.dshield.org/top10-2.txt
apf(3489): {dshield} parsing top10-2.txt into /etc/apf/ds_hosts.rules
apf(3489): {dshield} loading ds_hosts.rules
apf(3489): {sdrop} downloading http://www.spamhaus.org/drop/drop.lasso
apf(3489): {sdrop} parsing drop.lasso into /etc/apf/sdrop_hosts.rules
apf(3489): {sdrop} loading sdrop_hosts.rules
apf(3489): {glob} loading common drop ports
...........trimmed for this document.........
apf(3489): {glob} default (ingress) input drop
apf(3445): {glob} firewall initalized
apf(3445): {glob} !!DEVELOPMENT MODE ENABLED!! - firewall will flush
every 5 minutes.
We can see that APF has started, downloaded some rules from dshield.org and spamhaus.org, and then told us it is in DEVELOPMENT MODE. Now, test connecting to your server over SSH to ensure that you have set up the correct port number ingress. If you can't connect, you will have to wait 5 minutes and then APF will shutdown. Once you are sure you can get in with SSH, we can change the conf.apf file from DEVEL_MODE="1" to DEVEL_MODE="0" and restart/start APF. APF will start and not warn you about being in DEVELOPMENT MODE; your firewall should be good to go.

APF additional tweaks
This setup might not be ideal for everyone. If you connect to your provider over IAX, then you will definitely want to add the IAX ports to the conf.apf. However, if you have two or more systems that you connect to each other over IAX for interoffice connections, this is the way to go. This will work with static IP addresses and DynDNS setups alike. You can use a fully qualified DNS hostname or IP address. One of the flags for the apf command is -a, which is allow. This will globally allow a host to connect to this system, bypassing the firewall rules. It can't be stressed that how handy this is. Some examples are allowing an SNMP query, IAX connections, or other ports that you do not want open, but need to allow specific hosts to connect to. To do this, just issue the following command and substitute your remote system IP address for the one we have here.
apf -a 192.168.1.216
This will allow the system 192.168.1.216 to connect to any port on the firewalled server, thereby bypassing the firewall rules. If you are running APF on both systems, be sure to do the same thing on the other host using the correct IP address.
APF also allows a system admin to block a host or a complete subnet. This is handy if you see someone attempting to connect to your machine over FTP, Telnet, SSH, and so on. To block a specific host, use the following; be sure to use the IP address you want to block.
apf -d 192.168.1.216
To block a complete subnet (CIDR), the command is very similar:
apf -d 202.86.128.0/24
This will block the entire subnet. You can sometimes get the subnet (CIDR) listing using a WHOIS on the IP address. You can also look up a CIDR by IP on Google or ripe.net. Be sure that the subnet that you are blocking is not the one you are using or you could lock yourself out.
TOS for UDP packets are not defined for APF. Only TCP packets have the TOS bit set. There is an easy way to fix this. In the /etc/apf/internals folder, there is a file called functions.apf. We need to edit this file manually. It is pretty straightforward as to what we need to change, so don't worry. There are several places where we have to add a single line. Look for the TOS_ section in the functions.apf file. It will look like this:
if [ ! "$TOS_0" == "" ]; then
for i in `echo $TOS_0 | tr ',' ' '`; do
i=`echo $i | tr '_' ':'`
$IPT -t mangle -A PREROUTING -p tcp --sport $i -j TOS --set-tos 0
done
fi
We have to add the settings for UDP. We copy one line and change tcp to udp. A sample is below, highlighted.
if [ ! "$TOS_0" == "" ]; then
for i in `echo $TOS_0 | tr ',' ' '`; do
i=`echo $i | tr '_' ':'`
$IPT -t mangle -A PREROUTING -p tcp --sport $i -j TOS --set-tos 0
$IPT -t mangle -A PREROUTING -p udp --sport $i -j TOS --set-tos 0
done
fi
This additional line has to be done for all the TOS bits you are using. If you are using only TOS_8, then only worry about doing it for those. Make sure you do the tospostroute and tospreroute sections.
BFD
Brute Force Detection is used to capture illegitimate login attempts for services on the system. We see quite often a large number of SSH attempts into servers that haven't had the SSH port changed. These attempts are often an outside attempt to gain access by running dictionary attacks against common user names. These can now easily be stopped by using BFD.
If you ran the install_apf_bfd.sh, then BFD should be installed. The configuration file for BFD is located in /usr/local/bfd and is called conf.bfd. This file, like the one for APF, is heavily commented and covered in great detail on the R-fx Networks web site. This section will just cover some of the settings. First, this must be stated that you can become locked out of your own server if you fail to type your own password correctly. This is another good reason to add a trusted system using the apf -a command. You can also add a host to specifically block by adding the IP address to the /usr/local/bfd/ignore.hosts file.
The ban command that BFD uses is tied directly to APF. The command is apf -d, which is the same as we saw to manually ban addresses and subnets. The first configuration variable we will look at is TRIG; this is the number of failed attempts before becoming banned. The default is 15, and is pretty good. Keep in mind that this is per IP address connections, not account. So if 1 IP address fails 15 times using multiple accounts, it will be banned. Feel free to change this value if you want; I recommend not setting this above 5 to reduce the number of attempts that are allowed.
BFD has the ability to send emails out to alert of brute force attempts. This is a good idea as it will give you notice when attempts to access your system are occurring. To enable email alerts, set the value of EMAIL_ALERTS to 1; then set the address you want emails to be sent to using EMAIL_ADRESS. You can define the subject for the email as well. This makes for easy flagging/filtering in email applications.
BFD runs from cron and places a cron entry in /etc/cron.d called bfd. This runs BFD every 3 minutes. This should be acceptable for almost anyone. You can get a list of offending IP addresses using bfd on the command line. This is useful for looking at specific IP subnets that you might want to start blocking, if you see a pattern starting. To get this list, use the following command:
bfd -a
To start BFD, use the following command:
bfd -s

Summary
While there are other ways to help ensure the security of your system, we have covered some of the most important in this article. Besides a good firewall, changing access to the SSH service and adding login attempt protection to your extensions is going to go a long way in keeping hackers out of your system. Do not underestimate the importance of security; these steps can mean the difference between being secured and having someone log in and start making thousands of phone calls around the country from your phone system.
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[bookmark: _Toc293904688]Appendix 3 – Installing no-ip
The Newbie's Guide to the No-IP™ Linux Client
Alright, you've just installed linux for the first time and want to prove to all of your friends that you are elite by installing, configuring, and constantly running the no-ip client on your linux machine! Great plan, but oh yeah, you have no idea what to do since all of the documentation you find expects you to know how to work around in the linux console. Sure, you installed RedHat or Mandrake with no sweat (ok, maybe a little), but doing things in a console with commands and compiling things? Don't worry it's not as bad as it sounds! I'm here to walk ya' through it step by step. 
The first thing we need to do is launch a terminal. A terminal is a method to let you use a console (a place where you can type commands to get things done). I'm assuming you're using RedHat or Mandrake or some other 'easy' distribution of linux. Launching a terminal may be different on different machines. If you're using KDE, poke around the system menus until you see something that says "term" or "terminal". If you're at your linux machine and all you see is text (no mouse) and all you can do is type, you're already at a terminal! For my examples I'm using a terminal that I've customized. It will probably look slightly different for you, however if you type the same things it should all work out fine. If something in one of my pictures is highlighted in yellow, that means you are expected to type the highlighted regions. The rest is done automatically.
buckle your seatbelts!
step 1: launch a terminal by whatever means you can.
[image: Description: 2]
Once again let me emphasize your terminal will probably look different than mine. Your might just say $ instead or something other than bash-2.05b$, but it really doesn't matter. As long as it has a $ at the end, it should work out fine. If it has a # at the end, you'll want to type "exit" until it turns into a $. If you type exit and it loggs you out before you see a $, then log back in as a user other than root.
step 2: make a noip directory and download the linux client
[image: Description: 4]
I suggest you make a directory that we can work in for downloading and installing the no-ip linux client. Once you've opened a terminal, it should be in the directory of "/home/yourname/". To see if that's where you are, type pwd and linux will spit out the location of where you are. If you're somewhere other than your home directory, type cd /home/yourname/ and you'll be in your home directory.
To make a directory for noip to live in, type mkdir noip && cd noip . This will make a directory with the name "noip" and move you into the directory once finished.
Next, we've got to download the linux no-ip client. The most current version of the linux client will always be located at http://www.no-ip.com/client/linux/noip-duc-linux.tar.gz To download the file, type wget http://www.no-ip.com/client/linux/noip-duc-linux.tar.gz
note: your linux distribution might not have the program 'wget' installed, if this is the case try using 'fetch' (on a bsd system) or even launch your browser and download the file and save it in /home/yourname/noip/ then go back to the console for the next step.
step 3: decompress the archive then move into its directory
[image: Description: 7]
Assuming everything's gone well so far, the downloaded file should be in /home/yourname/noip. The next step is to decompress it. The file ends in .tar.gz, this is called a "tarball". The .tar ending shows that there are multiple files smacked into one. The .gz ending tells you that the .tar file has been compressed. To decompress this file and separate the individual files, use the command tar zvxf file . Replace 'file' with the exact filename of the file you just downloaded. To see the files in this directory (in case you forgot the filename) type ls and a list will be shown.
When the file is being extracted, it'll list the files and directories that are being created. Once it is finished it'll return you to the $, and allow you to type again. You'll want to enter the new directory that's been created. To do this, type cd noip-duc-linux (the directory will be the name of the file, without the .tar.gz ending)
step 4: become root
[image: Description: 8]
Next we need to compile and install the client, to do that we need to login as the user 'root'. Simply type su and you will be prompted for your root password. Once you have entered the correct password and pressed enter, you will notice a little something has changed. Instead of a $ being at the end of the line, the line will end with #. The # is how you know you are logged in as root.
note: If you have forgotten your root password, you will be jumped on by twenty-four mexican llamas. 
step 5: compile and crank up the installer
[image: Description: 11]
The first thing we'll do while logged in as root is compile the no-ip client. To do this simply type make while in the no-ip directory (you should be there already). It'll spit out some gibberish and pause for a little while, just let it be. Once it finishes it'll drop you off at a # again. This time, type make install. Now you're ready for step six!
I got an error message!! what now?!?
[image: Description: 22]
If you didn't get an error while doing step five, skip this section and go to step six. If you got an error, all it means is your system doesn't have the software it needs to compile applications from their source code. The easiest way to use noip2 without compiling it from its sources is to use the binary file they give you. Type ls binaries to see the files in the binaries folder. There will probably be only one file listed. This is the filename you will use in the next command cp binaries/filename ./noip2 and once that's finished, you can type make install and head over to step six!
step 6: configuration
[image: Description: 18]
You'll notice a few lines of code have appeared and now you're being prompted for your login string. Don't worry it's not anything hard =o) Just enter the email address you used when you signed up for the no-ip service. If you have not signed up for the no-ip service, you can do so here.
Next you'll be prompted for your password. Enter it perfectly, and mind your capitalization! If your password is rejected, run make install again, and try until you can type it correctly. If you think you have forgotten your password, no-ip can have your password mailed to you! 
Right after your password is verified you'll be prompted for an update interval. What the..? Don't panic, I'll explain. The no-ip service works by constantly checking your IP address and sending it to the no-ip server. All you're being asked is "how often (in minutes) do you want us to update your ip?". Thirty should be fine. Type 30 and press enter to complete the installation process!
I got an error message "no such file or directory" what can I do?!?!?
[image: Description: 17]
Do this step ONLY if you got an error message like the one above highlighted in red. This simply means the configuration file needs to live in /usr/local/etc/ to work properly, but there is no /usr/local/etc/ on the system. To correct this, simply (still as root) type mkdir /usr/local/etc and the directory will be created. Run make install again and repeat step 6.
step 7: make the noip client run every time the system boots
[image: Description: 20]
Alright, so we've correctly configured and installed the noip client. Technically we could run it by typing noip2 every time we wanted to update our ip address in no-ip's databases. But that's incredibly un-cool. You'll want to make the noip2 program run automatically every time the pc boots, am I right? Luckily this is a breeze to do. Linux looks at the "rc.local" file every time the computer starts and runs all programs in the list. Some might argue there are better ways to have programs start at boot time, but this is by far the easiest and it works just fine. To find the location of the noip2 client, type whereis noip2 and the console will show you where the file is located. Use this information in the next step if it differs from mine. While you're still logged in as root, type echo '/usr/local/bin/noip2' >> /etc/rc.local and proceed to step eight.
step 8: quietly celebrate, then show all of your friends what you just did
[image: Description: 21]
Run to the kitchen, grab some goldfish and a big fat coke, plop down at your desk, put sunglasses on, and call all your friends telling them what you've just accomplished! Your linux machine will sync with the central noip database automatically! You are now the noip master! Congrats!
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[bookmark: intro]Dial Plan Legend Summary (NOT exhaustive)
x 	= any digit between 0 and 9
n 	= any digit between 2 and 9 (in Asterisk format; in other standard formats, use [2-9])
z 	= any digit that is not 0 (1-9) (in Asterisk format; in other standard formats, use [1-9])
[various] 	= an “OR” statement to check for a condition of ANY ONE DIGIT of the sequence contained inside the brackets.  (Eg: [4-69#] would find a match if the digit was between 4 and 6 or if the digit was 9 or if the digit was #)
( )	= an “OR” statement to check for a condition of a STRING with the different conditions separated by | (Eg. ( 911 | 411 | 311 )  )
.	= repeat the previously listed digit type zero or more times. For example x. means "zero or more digits," xx. means "one or more digits."
,	= present a dial tone
| 	= (if NOT used inside ( ) brackets) strips out the digit immediately preceding the |; helpful in taking a 1 out of a dial string for an on-net number, even if the user dialled the 1. (Eg 1|nxxnxxxxxx )
<a:b>	= replace a with b (Eg. <9542:4162269542>  would replace a 4-digit extension (9542) with the full 10-digit number (4162269542) )  (Eg2. <9:> strips out the first 9 from a string)  (Eg3. <:519> inserts 519 into a string)
!	= at the end of a string means to block that string (EG. used to block 900 calls 19xxxxxxxxx!)
S0	= (Capital S and number 0) at the end of a string means to dial immediately (Straight Out) , without waiting for interval timeout.  (Eg. used for 911 calls 911S0


From the NetphoneDirectory.com web site
( http://www.netphonedirectory.com/pap2_dialplan2.htm )
 
What Do the Numbers Mean?
Most Session Internet Protocol (SIP) VoIP ATAs provide means for users to modify their dial plans. Whilst dial plans for Linksys/Sipura SIP ATAs will differ from say Leadtek devices, there are some commonalities between VoIP devices from differing manufacturers. Probably the best way to explain the basics of VoIP dial plans is to decipher a reasonably common one that you can adapt to suit your needs. I recommend that you follow along with a piece of paper and writing implement so that you can craft a custom dial plan string as you read. On that note, let's revisit the example dial plan that I touched on briefly:
	(<:1780>[2-4]xxxxxxS0|*xx|<911:17804213333>S0|011[2-9]x.|1[2-9]xx[2-9]xxxxxx|1900xxxxxxx!)


There are three things that you need to know before we begin. Firstly, in the above example both my VoIP Provider and I are located in North America. Secondly, I live in Northern Alberta, Canada where the local area code is '780'. Third and finally, your PAP2 will interpret the dial plan in the order that it's written (i.e., from left to right). In other words, if you dial a sequence of numbers that could 'fit' more than one section of the dial plan, the PAP2 will use the first numerical sequence that 'fits' in order to process your key inputs. 
OK, let's break down that previously mentioned dial plan and highlight the features that we'll talk about in detail.
	(<:1780>[2-4]xxxxxxS0|*xx|<911:17804213333>S0|011[2-9]x.|1[2-9]xx[2-9]xxxxxx|1900xxxxxxx!)


· (: To begin with, the entire dial plan must be enclosed within a pair of brackets '()'. So, go ahead and jot down an open bracket '(' on a piece of paper to begin.
	(<:1780>[2-4]xxxxxxS0|*xx|<911:17804213333>S0|011[2-9]x.|1[2-9]xx[2-9]xxxxxx|1900xxxxxxx!)


· <:1780>[2-4]xxxxxxS0: This first component in this string is extremely useful. Let's have a closer look:
<:1780>
This part of the dial plan is telling the PAP2 to replace any characters within the <> brackets before the :,with what's written after the :. So in this case, there isn't anything written before the :, yet 1780 is written after the :. So it's telling the PAP2 to prefix all numbers that match the remainder of the dial plan string ([2-4]xxxxxxSO) with '1780'. Let's look at the next part:
[2-4]
Anything enclosed within '[]' brackets represents 1 number. In the above case, it's a number range allowing either a 2,3 or 4 to fit the dial plan. In other words, if I pick up the phone and dial a '3' as the first character, this fits the first part of the dial plan.
xxxxxx
In PAP2 dial plans, an 'x' represents any single number between 0 and 9. In the case of the above (xxxxxx), any six individual numerical digits would match the dial plan. e.g., 123456, 654321, 555555, etc.
S0
S0 (S followed by the number 0) represents 'Straight Out'. So this part of the dial plan is saying to your PAP2 that should a person dial a sequence of keys that 'fit' the above portion of the dial plan, process the call immediately (i.e., without waiting for more digits to be pressed on the keypad).
This first section of the dial plan allows me to dial local numbers within my calling area without dialing the area code and number first. In my city (area code 780), I know that all local calls begin with either a 2,3 or 4 (Hence the [2-4] numerical range for the first digit). Following the first digit, there are 6 more digits to dial for a local number for a total of 7 including the first. So this first part of the dial plan is saying that if I dial a 7 digit number that begins with either a 2,3 or 4, my PAP2 should transparently add '1780' at the beginning of that number and send it 'Straight Out'. Clear as mud?
Ok, don't worry if that's not making perfect sense just yet. Read on and we'll see if we can alleviate your concerns.
	(<:1780>[2-4]xxxxxxS0|*xx|<911:17804213333>S0|011[2-9]x.|1[2-9]xx[2-9]xxxxxx|1900xxxxxxx!)


· |: The '|' in a dial plan merely separates each component of that dial plan.
	(<:1780>[2-4]xxxxxxS0|*xx |<911:17804213333>S0|011[2-9]x.|1[2-9]xx[2-9]xxxxxx|1900xxxxxxx!)


· *xx: Okay, this next part of the dial plan allows me to use calling features on my phone such as *69 etc. The * represents the * key on your telephone while the x represents any number from 0 to 9 (as stated previously). So, this tells the PAP2 to allow me to dial the Star key followed by any two sequence of numbers. Note: Even though my dial plan allows for call feature management, my VoIP service provider must also allow for these features in order for them to work.
	(<:1780>[2-4]xxxxxxS0|*xx|<911:17804213333>S0|011[2-9]x.|1[2-9]xx[2-9]xxxxxx|1900xxxxxxx!)


· |:As stated previously, the '|' in a dial plan merely separates each component of that dial plan. 
	(<:1780>[2-4]xxxxxxS0|*xx|<911:17804213333>S0|011[2-9]x.|1[2-9]xx[2-9]xxxxxx|1900xxxxxxx!)


· <911:17804213333>S0: Ok, this component of the dial plan deals with handling of calls to emergency services (911). In this example, dialing '911' tells the PAP2 to dial '17804213333' transparently and send the call Straight Out (without delay). If you live in Australia, and your VoIP provider was in North America this section of your dial plan may look something like this: 
<000:011612131444>
Where '000' represents the emergency calling number in Australia and '011612131444' represents the international dialing prefix '011' (remember, in this example the VoIP provider is in North America and expecting you to dial an international sequence in order to reach someone in Australia - police or otherwise), country code for Australia '61' area code for Sydney (2) and the number for the NSW police service '131444'. Note: there are some obvious limitations to using your PAP2 to make calls to emergency services. Firstly, the emergency operator won't see accurate information regarding your location on his or her computer screen. Secondly, the call won't necessarily go to an emergency operator in the first place! The number you put behind the colon ':' will govern where calls to the emergency services are routed by your PAP2.
	(<:1780>[2-4]xxxxxxS0|*xx|<911:17804213333>SO|011[2-9]x.|1[2-9]xx[2-9]xxxxxx|1900xxxxxxx!)


· |:As stated previously, the '|' in a dial plan merely separates each component of that dial plan.

	(<:1780>[2-4]xxxxxxS0|*xx|<911:17804213333>S0|011[2-9]x.|1[2-9]xx[2-9]xxxxxx|1900xxxxxxx!)


· 011[2-9]x.: This part of the dial plan allows for international calls. Let's break it down a little further. 
011: The international dialing prefix for North America
[2-9]: Any single number from 2 to 9 inclusive (i.e., a 2,3,4,5,6,7,8 or a 9). In this case, the first digit in the country code we're calling
x: Any single digit from 0-9 inclusive
.: the Period at the end of the above sequence represents that the preceding digit can be repeated one or more times. In the above example, the preceding digit is an 'x' representing any single number from 0-9 inclusive. Therefore, by placing a period '.' after the 'x', the dial plan is allowing for any number to be processed one or more times. 
So as an example, dialing 01161292251919 would satisfy the dial plan since it allows for '011' followed by any single digit between 2 and 9 inclusive (in this case, a '6'), followed by any combination of numbers 'x.'. Note: Even though the plan allows for an unlimited number of digits to be dialed given the period after the 'x', your VoIP service provider is expecting you to dial a certain number of digits maximum and may not know hot to handle your call if you keep pressing numbers beyond what they're expecting.
	(<:1780>[2-4]xxxxxxS0|*xx|<911:17804213333>S0|011[2-9]x.|1[2-9]xx[2-9]xxxxxx|1900xxxxxxx!)


· |:As stated previously, the '|' in a dial plan merely separates each component of that dial plan. 
	(<:1780>[2-4]xxxxxxS0|*xx|<911:17804213333>S0|011[2-9]x.|1[2-9]xx[2-9]xxxxxx|1900xxxxxxx!)


· 1[2-9]xx[2-9]xxxxxx: This part of the dial plan allows for the dialing of North American long distance numbers. Here's a breakdown again: 
1: The long distance prefix in North America
[2-9]: Any single number between 2 & 9 inclusive. In this part of the dial plan, this digit represents the first number in the area code of the number we're calling
xx: any two numbers (0-9 inclusive)
[2-9]: Any single number between 2 & 9 inclusive. In this part of the dial plan, this digit represents the first number in the phone number (immediately after the 3 digit area code).
xxxxxx: Any 6 number combination. These represent the last 6 digits in the phone number we're calling.
	(<:1780>[2-4]xxxxxxS0|*xx|<911:17804213333>S0|011[2-9]x.|1[2-9]xx[2-9]xxxxxx|1900xxxxxxx!)


· |:As stated previously, the '|' in a dial plan merely separates each component of that dial plan. 
	(<:1780>[2-4]xxxxxxS0|*xx|<911:17804213333>SO|011[2-9]x.|1[2-9]xx[2-9]xxxxxx|1900xxxxxxx!)


· 1900xxxxxxx!: This last part of the dial plan is one that blocks access to certain numbers (The '!' denotes 'block access' to the preceding sequence of dialed numbers). So in this case, 1900 followed by any 7 digit numerical sequence is not allowed to be dialed using my PAP2 and is hence, blocked. 
	(<:1780>[2-4]xxxxxxS0|*xx|<911:17804213333>S0|011[2-9]x.|1[2-9]xx[2-9]xxxxxx|1900xxxxxxx!)


· ): The close bracket ')' denotes the end of the dial plan and must be used at the end of your string.
What if I dial a number not allowed for in the Dial Plan?
If you happen to punch a sequence of numbers and/or characters not allowed for in your dial plan, you'll most likely hear a fast busy signal in your telephone handset.
How about calls to Directory Assistance, repair and the like (e.g., 411)?
No problem! Just add the following into your dial plan somewhere:
|<411:17805551212>|
Where 17805551212 represents directory assistance for my area code. Simply substitute the 780 (my area code) section with your own area code. Remember? If you dial 411 in the above example, your PAP2 will interpret that in the dial plan and transparently dial 17805551212 for you.
Summary
So there it is! I hope this has given you a basic understanding about how to compose a dial plan for your PAP2 VoIP adapter. 





From the Cisco web site for help in configuring ATAs 
( http://www.cisco.com/en/US/products/ps10033/products_qanda_item09186a0080a35a44.shtml )

Introduction

This article is one in a series to assist in the setup, troubleshooting, and maintenance of Cisco Small Business products (formerly Linksys Business Series).
[bookmark: q]Q. What is a Dial Plan and how to configure it?

A. 
The SPA allows each line to be configured with a distinct dial plan.  The Dial Plan specifies how to interpret digit sequences dialed by the user, and how to convert those sequences into an outbound dial string.
The SPA syntax for the dial plan closely resembles the corresponding syntax specified by MGCP and MEGACO.  Some extensions are added that are useful in an end-point.
The dial plan functionality is regulated by the following configurable parameters:
· Interdigit_Long_Timer
· Interdigit_Short_Timer
· Dial_Plan ([1] and [2])
Other timers are configurable via parameters, but do not directly pertain to the dial plan itself. They are discussed elsewhere in this document.
Getting to Know Interdigit Long Timer
The Interdigit_Long Timer specifies the default maximum time (in seconds) allowed between dialed digits, when no candidate digit sequence is as yet complete (see discussion of Dial_Plan parameter for an explanation of candidate digit sequences).
[image: Description: http://www.cisco.com/image/gif/paws/108747/5184-001.png]
Getting to Know Interdigit Short Timer
The Interdigit_Short_Timer specifies the default maximum time (in seconds) allowed between dialed digits, when at least one candidate digit sequence is complete as dialed (see discussion of Dial_Plan parameter for an explanation of candidate digit sequences).
[image: Description: http://www.cisco.com/image/gif/paws/108747/5184-002.png]
Getting to know Dial Plan[1] and Dial Plan[2]
The Dial_Plan parameters contain the actual dial plan scripts for each of lines 1 and 2.
[image: Description: http://www.cisco.com/image/gif/paws/108747/5184-003.png]
Getting to Know Dial Plan Digit Sequences
The plans contain a series of digit sequences, separated by the | character.  The collection of sequences is enclosed in parentheses, (' and ').
When a user dials a series of digits, each sequence in the dial plan is tested as a possible match.  The matching sequences form a set of candidate digit sequences.  As more digits are entered by the user, the set of candidates diminishes until only one or none are valid.
Any one of a set of terminating events triggers the SPA to either accept the user-dialed sequence, or transmit it to initiate a call, or else reject it as invalid.  The terminating events are:
· No candidate sequences remain 
The number is rejected.
· Only one candidate sequence remains, and it has been matched completely
The number is accepted and transmitted after any transformations indicated by the dial plan, unless the sequence is barred by the dial plan (barring is discussed later), in which case the number is rejected.
o  A timeout occurs: the digit sequence is accepted and transmitted as dialed if incomplete, or transformed as per the dial plan if complete.
o  An explicit 'send' (user presses the '#' key): the digit sequence is accepted and transmitted as dialed if incomplete, or transformed as per the dial plan if complete.
The timeout duration depends on the matching state.  If no candidate sequences are as yet complete (as dialed), the Interdigit_Long_Timeout applies.  If a candidate sequence is complete, but there exists one or more incomplete candidates, then the Interdigit_Short_Timeout applies.
White space is ignored, and may be used for readability.
Getting to Know Digit Sequence Syntax
Each digit sequence within the dial plan consists of a series of elements, which are individually matched to the keys pressed by the user. Elements can be one of the following:
· Individual keys '0', '1', '2' . . . '9', '*', '#'.
· The letter 'x' matches any one numeric digit ('0' .. '9')
· A subset of keys within brackets (allows ranges): '[' set ']' (e.g. [389] means '3' or '8' or '9')
o Numeric ranges are allowed within the brackets: digit '-' digit (e.g. [2-9] means '2' or '3' or ... or '9')
o Ranges can be combined with other keys: e.g. [235-8*] means '2' or '3' or '5' or '6' or '7' or '8' or '*'.
Getting to Know Element Repetition
Any element can be repeated zero or more times by appending a period ('.' character) to the element. Hence, "01." matches "0", "01", "011",  "0111", ... etc.
Getting to Know Subsequence Substitution
A subsequence of keys (possibly empty) can be automatically replaced with a different subsequence using an angle bracket notation: '<' dialed-subsequence ':' transmitted-subsequence '>'. So, for example, "<8:1650>xxxxxxx" would match "85551212" and transmit "16505551212".
Getting to Know Intersequence Tones
An outside line dial tone can be generated within a sequence by appending a ',' character between digits. Thus, the sequence "9, 1xxxxxxxxxx" sounds an "outside line" dial tone after the user press "9", until "1" is pressed.
Getting to Know Number Barring
A sequence can be barred (rejected) by placing a '!' character at the end of the sequence.  Thus, "1900xxxxxxx!"  automatically rejects all 900 area code numbers from being dialed.
Getting to Know Interdigit Timer Master Override
The long and short interdigit timers can be changed in the dial plan (affecting a specific line) by preceding the entire plan with the following syntax:
· Long interdigit timer: 'L' ':' delay-value ','
· Short interdigit timer: 'S' ':' delay-value ','
Thus, "L=8,( . . . )" would set the interdigit long timeout to 8 seconds for the line associated with this dial plan.  And, "L:8,S:4,( . . . )" would override both the long and the short timeout values.
Getting to Know Local Timer Overrides
The long and short timeout values can be changed for a particular sequence starting at a particular point in the sequence. The syntax for long timer override is: 'L' delay-value ' '.  Note the terminating space character.  The specified delay-value is measured in seconds.  Similarly, to change the short timer override, use: 'S' delay-value <space>.
Getting to Know Pause
A sequence may require an explicit pause of some duration before continuing to dial digits, in order for the sequence to match. The syntax for this is similar to the timer override syntax: 'P' delay-value <space>.  The delay-value is measured in seconds.
This syntax allows for the implementation of Hot-Line and Warm-Line services.  To achieve this, one sequence in the plan must start with a pause, with a 0 delay for a Hot Line, and a non-zero delay for a Warm Line.
Getting to Know Implicit Sequences
The SPA implicitly appends the vertical code sequences entered in the Regional parameter settings to the end of the dial plan for both line 1 and line 2.  Likewise, if Enable_IP_Dialing is enabled, then IP dialing is also accepted on the associated line.
Examples:
The following dial plan accepts only US-style 1 + area-code + local-number, with no restrictions on the area code and number.
[image: Description: http://www.cisco.com/image/gif/paws/108747/5184-004.png]
The following also allows seven-digit US-style dialing, and automatically inserts a 1 + 212 (local area code) in the transmitted number.
[image: Description: http://www.cisco.com/image/gif/paws/108747/5184-005.png]
For an office environment, the following plan requires a user to dial 8 as a prefix for local calls and 9 as a prefix for long distance.  In either case, an "outside line" tone is played after the initial 8 or 9, and neither prefix is transmitted when initiating the call.
[image: Description: http://www.cisco.com/image/gif/paws/108747/5184-006.png]
The following allows only placing international calls (011 call), with an arbitrary number of digits past a required five digit minimum, and also allows calling an international call operator (00).  In addition, it lengthens the default short interdigit timeout to four seconds.
[image: Description: http://www.cisco.com/image/gif/paws/108747/5184-007.png]
The following allows only US-style 1 + area-code + local-number, but disallows area codes and local numbers starting with 0 or 1.  It also allows 411, 911, and operator calls (0).
[image: Description: http://www.cisco.com/image/gif/paws/108747/5184-008.png]
The following allows US-style long distance, but blocks 9xx area codes.
[image: Description: http://www.cisco.com/image/gif/paws/108747/5184-009.png]
The following allows arbitrary long distance dialing, but explicitly blocks the 947 area code.
[image: Description: http://www.cisco.com/image/gif/paws/108747/5184-010.png]
The following implements a Hot Line phone, which automatically calls 1 212 5551234.
[image: Description: http://www.cisco.com/image/gif/paws/108747/5184-011.png]
The following provides a Warm Line to a local office operator (1000) after five seconds, unless a four-digit extension is dialed by the user.
[image: Description: http://www.cisco.com/image/gif/paws/108747/5184-012.png]
Dial Plan Breakdown
A general Dial plan looks like (assume the numbers are subscripts)
(<a1:b1>c1<:@gwX1>|<a2:b2>c2<:@gwX2>|...)
<a:b> is basically a substitution syntax for stuff dialed at the beginning of the dial plan. This is an optional part of the plan.
Some examples include:
· <8:1415> Replace a dialed "8" with "1415" (e.g. if user dials 84286511, we send 14154286511).
· <:1415> Insert a "1415" into the number dialed
· <9,:> When a 9 is dialed, present a second dialtone. The "9" is not sent.
· <9:> If an initial 9 is dialed, don't send it.
c is a string of characters that restricts what digits can be dialed. This is a required part of the plan.
These characters can be:
· * means the star (asterisk) key
· # means the pound (hash) key
· x means a single digit (0 through 9)
· [x-y] means any digits x through y.
· [xy] means the digits x and y (can put any number of digits here)
· . means repeat the previously listed digit type zero or more times. For example x. means "zero or more digits," xx. means "one or more digits."
· S0 is usually used at the end of a dial plan string that says "immediately dial when matched." Used for things like 911.
· ! is used at the end of the dial plan and it means "immediately reject the number dialed." Used to block, say, 900 numbers.
A few examples:
· [2-9]xxxxxx matches typical 7-digit dialing in the US;
· 011xx. matches North American style International dialing (011 followed by one or more digits);
· [49]11S0 matches either 411 or 911 and immediately dials (doesn't wait for digit timeout).
<:@gwX> is specific to the SPA3102, SPA400, SPA3000, SPA9000 and means "dial out this gateway." This is an optional part of the plan.
This is specific to the SPA3000 and is optional. Basically it means "if you match the dial plan listed, dial out this gateway." If nothing is specified in this part of the SPA3000 dial plan on line 1, dial out via the VoIP provider defined on Line 1. The gateways are defined in the Gateway Accounts section of the Line 1 tab. gw0 is special and means "dial out the PSTN port."
gwX can also be replaced by a list of parameters that represent what's listed in the Gateway Accounts section. See the SPA Users Guide for more details.
Examples:
Now for an example from the SPA3000 configuration Wizard, which uses most of these items
([2-79]11<:@gw0>|xx.|*xx.|**xx.|<#1,:>xx.<:@gw1>|<#9,:>xx.<:@gw0>|<#9,:>*xx<:@gw0>)
This breaks down as follows:
· 211, 311, 411, 511, 611, 711, and 911 are routed out the PSTN Line (gw0).
· An arbitrary number of digits, which will be routed out the Line 1 VoIP Provider configuration;
· Dial * then dial one or more digits (routed out Line 1 VoIP Provider);
· Dial ** then dial one or more digits (routed out Line 1 VoIP Provider);
· Dial #1 then dial one or more digits (routed out Gateway 1 Provider (gw1));
· Dial #9 then dial one or more digits (routed out PSTN Line);
· Dial #9* then two digits (routed out PSTN Line, i.e. for star codes).


[bookmark: _Toc251004325][bookmark: _Toc251004598][bookmark: _Toc293904690]Appendix 5 – Miscellaneous Linux Commands that May be useful

man <command>
a tutorial for that command, showing options
-h suffix
when available, will display the list of available options for that command/application
logout
log out of system
cd ..
change directory up one level
right-click = paste
when working within the SSH client, can copy/paste text into CommandLineInterface (CLI)
whereis <executable filename>
locates the executable file if it exists and shows the pathname to the file
locate < filename>
locates all files containing filename in the name if it exists and shows the pathname to the file
asterisk –vvvvvvr
monitors and displays the call activity for debugging
use <ctrl> c to terminate monitoring
sox -t raw -U -c 1 -r 8000 infile.ulaw  outfile.wav
Converts linux sound file in ulaw format to windows sound file in wav format
Must be in the directory containing the sound files to do this

Unix/Linux Command Reference from FossWire.com
File Commands
File Commands
ls – directory listing
ls -al – formatted listing with hidden files
cd dir - change directory to dir
cd ~ – change to home
pwd – show current directory
mkdir dir – create a directory dir
rm file – delete file
rm -r dir – delete directory dir
rm -f file – force remove file
rm -rf dir – force remove directory dir *
cp file1 file2 – copy file1 to file2
cp -r dir1 dir2 – copy dir1 to dir2; create dir2 if it
doesn't exist
mv file1 file2 – rename or move file1 to file2
if file2 is an existing directory, moves file1 into
directory file2
ln -s file link – create symbolic link link to file
touch file – create or update file
cat > file – places standard input into file
more file – output the contents of file
head file – output the first 10 lines of file
tail file – output the last 10 lines of file
tail -f file – output the contents of file as it
grows, starting with the last 10 lines
Process Management
Process Management
ps – display your currently active processes
top – display all running processes
kill pid – kill process id pid
killall proc – kill all processes named proc *
bg – lists stopped or background jobs; resume a
stopped job in the background
fg – brings the most recent job to foreground
fg n – brings job n to the foreground
File Permissions
File Permissions
chmod octal file – change the permissions of file
to octal, which can be found separately for user,
group, and world by adding:
● 4 – read (r)
● 2 – write (w)
● 1 – execute (x)
Examples:
chmod 777 – read, write, execute for all
chmod 755 – rwx for owner, rx for group and world
For more options, see man chmod.
SSH
SSH
ssh user@host – connect to host as user
ssh -p port user@host – connect to host on port
port as user
ssh-copy-id user@host – add your key to host for
user to enable a keyed or passwordless login
Searching
Searching
grep pattern files – search for pattern in files
grep -r pattern dir – search recursively for
pattern in dir
command | grep pattern – search for pattern in the
output of command
locate file – find all instances of file
System Info
System Info
date – show the current date and time
cal – show this month's calendar
uptime – show current uptime
w – display who is online
whoami – who you are logged in as
finger user – display information about user
uname -a – show kernel information
cat /proc/cpuinfo – cpu information
cat /proc/meminfo – memory information
man command – show the manual for command
df – show disk usage
du – show directory space usage
free – show memory and swap usage
whereis app – show possible locations of app
which app – show which app will be run by default
Compression
Compression
tar cf file.tar files – create a tar named
file.tar containing files
tar xf file.tar – extract the files from file.tar
tar czf file.tar.gz files – create a tar with
Gzip compression
tar xzf file.tar.gz – extract a tar using Gzip
tar cjf file.tar.bz2 – create a tar with Bzip2
compression
tar xjf file.tar.bz2 – extract a tar using Bzip2
gzip file – compresses file and renames it to
file.gz
gzip -d file.gz – decompresses file.gz back to
file
Network
Network
ping host – ping host and output results
whois domain – get whois information for domain
dig domain – get DNS information for domain
dig -x host – reverse lookup host
nslookup domain – get DNS information for domain
wget file – download file
wget -c file – continue a stopped download
I
Installation
Install from source:
./configure
make
make install
dpkg -i pkg.deb – install a package (Debian)
rpm -Uvh pkg.rpm – install a package (RPM)
Shortcuts
Shortcuts
Ctrl+C – halts the current command
Ctrl+Z – stops the current command, resume with
fg in the foreground or bg in the background
Ctrl+D – log out of current session, similar to exit
Ctrl+W – erases one word in the current line
Ctrl+U – erases the whole line
Ctrl+R – type to bring up a recent command
!! - repeats the last command
exit – log out of current session

* use with extreme caution.
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